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ABSTRACT

The wireless spectrum is getting crowded with heterogeneous technologies that are designed to satisfy various requirements of existing
and emerging applications. Unfortunately, due to diverse operation
principles, the channel access coordination methods that work well
in homogeneous networks are not applicable or perform poorly in
heterogeneous environments. Hence, coexisting networks suffer from
frequent collisions and significant performance degradation. Furthermore, even homogeneous wireless networks operate independently
and are adversaries to each other, i.e., they compete for limited radio
resources.
This dissertation aims to improve wireless coexistence by enabling
collaboration between networks that are heterogeneous concerning
technology and ownership. To this end, the key challenges and opportunities of collaboration are considered in three main parts.
First, we address the issue of information exchange that is needed for
collaboration but missing among heterogeneous technologies due to
their incompatible physical layers. We describe two cross-technology
communication (CTC) schemes. LtFi enables direct over-the-air data
transmission from LTE-U to WiFi, while NOTCH is a generic CTC
framework that can be parametrized for any pair of wireless technologies. As a proof of concept, we use NOTCH to enable bidirectional
CTC between LTE-U/LAA and WiFi.
Second, having the possibility of communication, we build a common control plane and create two collaboration schemes. In XZero,
an unlicensed LTE base station uses its beamforming capabilities to
reduce interference at neighboring WiFi nodes. To this end, the nodes
collaboratively perform the null-beam search. NxWLAN enables collaboration among separately owned WiFi networks. Specifically, it
enables secure infrastructure sharing and cross-network traffic delivery to form a composite network and serve wireless clients from the
access point providing the best connectivity.
Finally, to move the boundaries of wireless communication, we need
to make networks to identify collaboration opportunities and autonomously optimize their parameters. Motivated by recent advances
in robotics, we believe that also wireless networks can learn to collaborate from interactions with each other and an environment. Therefore,
we build ns3-gym, the framework for learning-based approaches that
can be used in a large scope of networking research problems. Then,
using ns3-gym, we implement an online learning algorithm for the
distributed optimization of channel access probabilities in coexisting
WiFi networks.
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Z U S A M M E N FA S S U N G

Das verfügbare Spektrum für drahtlose Kommunikation füllt sich
mehr und mehr mit heterogenen Technologien, welche jeweils für
unterschiedlicher Anforderungen bestehender oder aufkommender
Anwendungen entworfen wurden. Unglücklicherweise sind die verschiedenen Kanalzugriffsverfahren, die in homogenen Netzwerken
gut funktionieren, aufgrund ihrer unterschiedlichen Funktionsweisen in heterogenen Umgebungen zueinander nicht kompatibel oder
sie beeinträchtigen die Leistung des gesamten Netzwerks sehr stark.
Heterogene Netzwerke leiden unter häufigen Kollisionen und schlechter Gesamtleistung. Zudem operieren selbst homogene Netzwerke
unabhängig voneinander und stehen im Wettbewerb um knappe Ressourcen im Spektrum.
Ziel dieser Dissertation ist es, die Koexistenz in Drahtlosnetzwerken zu
verbessern, indem in sowohl in der Technologie als auch in der Verwaltung heterogenen Netzwerken eine Zusammenarbeit ermöglicht wird.
Die zentralen Herausforderungen werden in drei Themenbereichen
betrachtet.
Zunächst muss das Problem des Informationsaustausches adressiert
werden, welcher in heterogenen Netzwerken fehlt, aufgrund der inkompatiblen Physikalischen Schichten. Dieser ist aber dennoch zentral
ist für eine effektive Kollaboration. Dafür werden zwei sog. “CrossTechnology Communication” (CTC) Mechanismen beschrieben. LtFi
ermöglicht die direkte Datenübertragung zwischen LTE-U und WiFi. NOTCH hingegen ist ein generisches CTC-System, das beliebig
für ein gegebenes Paar von Drahtlostechnologien parametrisiert werden kann. Beispielhaft wird hier NOTCH benutzt um bi-direktionale
Kommunikation zwischen LTE-U/LAA und WiFi zu ermöglichen.
Aufbauend auf der Möglichkeit der Kommunikation wird eine gemeinsame Steuerebene benötigt, wofür hier zwei Kollaborationsmechanismen entwickelt werden. In XZero wird Fähigkeit des sog. Beamformings bei einer LTE-Basisstation genutzt, um die Interferenz bei
benachbarten WiFi-Knoten zu reduzieren. Um dies zu erreichen führen
alle Knoten kollaborativ eine Suche nach der optimalen Beamkonfiguration aus. NxWLAN ermöglicht eine Zusammenarbeit zwischen
separat verwalteten WiFi-Netzwerken. Hierbei wird eine gemeinsame
und sichere Infrastruktur aufgebaut, auf deren Basis Datenverkehr
zwischen den Netzwerken ausgetauscht werden kann. Somit wird ein
größerer Netzwerkverbund gebildet, welcher die WLAN-Stationen
jeweils von dem Access Point mit der besten Konnektivität bedient.
Abschließend wird die Möglichkeit betrachtet, dass Netzwerke eigenständig Gelegenheit für Kollaboration erkennen und autonom ihre Pa-
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rametrisierung optimieren. Die kürzlichen Fortschritte in der Robotik
geben Anlass zu der Überzeugung, dass Netzwerke Zusammenarbeit
anhand ihrer Interaktion untereinander und mit ihrer Umgebung lernen können. Zu diesem Zweck wurde ns3-gym gebaut — ein System
für maschinelles Lernen im Kontext der Forschung an Telekommunikationsnetzwerken. Mittels ns3-gym wird ein Online-Machine-LearningAlgorithmus zur verteilten Optimierung der Kanalzugriffswahrscheinlichkeit von benachbarten WiFi-Netzwerken vorgestellt.
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INTRODUCTION

Nowadays, ubiquitous Internet access is taken for granted, and billions
of users worldwide rely on wireless networks to provide connectivity
for their laptops, smartphones, and recently also TV sets, cars, and
even appliances like toasters or fridges. In fact, in the last decade,
we have witnessed how wireless technology changed our lifestyle by
offering convenience in various aspects of our daily lives, including
communication, entertainment (e.g., gaming and video), transportation, health care, home automation, and manufacturing. This wireless
revolution unfolded exponential growth in the use of mobile devices
and a significant increase in demand (mainly driven by video applications) for data traffic. The trend is expected to continue while the
number of and diversity among data-hungry applications will only
grow further [39]. Therefore, satisfying increasing data volume while
at the same time fulfilling the Quality of Service (QoS) requirements of
the individual applications becomes a challenge for modern wireless
networks.
The traditional way to accommodate the growing traffic volume
has always been to increase the capacity of a wireless link through a
variety of regulatory and technological improvements, e.g., expanding
the set of available spectrum bands, introduction of better modulation schemes, usage of additional antennas (i.e., MIMO) or reduction of transmission distance. Indeed, those approaches were quite
successful and allowed to double the wireless channel capacity approximately every 30 months since the early 1900s as captured by
“Cooper’s Law” [45]. In parallel, the problem of diversity of QoS requirements following from the variety of the applications was initially
solved through isolation, i.e., heterogeneous technologies matching
requirements of specific applications were developed and assigned
independent and exclusive spectrum bands, e.g., mobile communication or TV broadcasting. In addition, the spectrum was partitioned
to provide isolation between multiple management authorities, and
hence, we have multiple mobile and broadcasting operators as well as
spectrum allocated to the army, police, etc.
Yet, maintaining Cooper’s Law in the coming years might be challenging, as in modern systems, the spectral efficiency of isolated
wireless links is already now close to the theoretical limits, i.e., further
advancements in the physical layer are rather complex and expected
to bring only marginal gain [8, 51]. On the other hand, increasing the
network capacity by moving to a smaller and smaller transmission
radius is usually costly. Finally, the radio spectrum is limited (espe-
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cially in the frequency bands most attractive from the point of view
of propagation and cost of transceivers), and its scarcity problem is
looming on the horizon. Therefore, there are two alternatives to accommodate the emerging needs, namely, mix heterogeneous traffic in
a single complex technology or mix dedicated heterogeneous technologies in a shared spectrum band. In fact, both approaches are followed
in recent years. For example, 5G technology promises to meet the
requirements of diverse traffic using a single system. Simultaneously,
a set of wireless technologies (e.g., WiFi, Bluetooth, ZigBee, TSCH,
LoRa, and NB-IoT) coexisting in shared unlicensed bands is being
developed to satisfy various requirements regarding communication
speed, distance, reliability, equipment cost, and energy budget, etc.
This thesis is devoted to the second of the above-listed approaches.
Specifically, drawing on the experience of the crowded 2.4 GHz unlicensed Industrial, Scientific and Medical (ISM) band, it is obvious
that the naive coexistence of heterogeneities leads to mutual interference, waste of wireless resources, and thus significant performance
degradation in all networks sharing the same radio bands [62, 126]. In
other words, the coexistence of heterogeneities destroys advancements
in the area of wireless channel capacity. Therefore, the proliferation
of wireless technologies makes them victims of their own success:
densely deployed wireless devices tend to compete for limited radio
resources and, in the end, adversely impact each other.
Fortunately, there are still gains to be obtained through the efficient
spectrum (re)usage by following a two-fold approach, namely opening
the entire radio spectrum for general usage and employing coordinated coexistence among competing technologies. The former requires
breaking with the tradition of static separation of wireless technologies in their exclusive licensed bands via careful regulation. Note that
conservative frequency assignment often leads to low utilization in
some parts of the radio spectrum and the resource shortage in other
parts. The unchaining of frequency bands obviously will result in the
increased spectrum occupancy, but at the same time, will intensify the
challenge of coexistence between heterogeneous technologies. As a
remedy, recent research shows that an explicit and coordinated Radio Resource Management (RRM) among co-located heterogeneous
networks is needed to tackle inter-technology interference efficiently,
ensure fair coexistence and bring performance breakthroughs in the
spectrum sharing [23, 37, 78, 160, 175, 194, 198].
1.1

motivation

Although coordination seems to be simple within a single network belonging to a given administrative management domain (e.g., through
the introduction of a central controller), the harmonized operation
of separately managed networks is neither easy nor natural. In a
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general case, the coordination requires mutual collaboration between
distributed actors that is especially challenging in heterogeneous environments due to diverse characteristics of technologies, competing
interests of co-located networks as well as their ownership status.
Nevertheless, the collaboration is expected to enable joint optimization of the scarce spectrum resources, which is essential to meet
the individual goals of involved networks [149, 154]. This could be
achieved by a plethora of approaches, including dynamic resource
allocation, interference mitigation, as well as cross-network handover
and traffic delivery (i.e., roaming). Specifically, we believe that the
collaborating networks will eventually behave like a single unit that
can adjust its operation in response to changing wireless and traffic
conditions and provide connectivity with improved QoS to any user
by selecting the most suitable technology and with the best utilization
of wireless resources. It is worth noting that having understood the
potential benefits from mutual collaboration, in 2017, the US research
agency DARPA started Spectrum Collaboration Challenge [42] with
the main goal to overcome the artificial scarcity in the radio spectrum.
1.2

challenges

Enabling collaboration is a challenging task that requires a rethinking
of modern wireless networks. Here, we identify the most critical issues.
Independent Operation. Although modern wireless technologies
are equipped with more and more optimization and adaptability
features, they still operate as self-sufficient and independent islands,
i.e., each network adapts its operation according to its own (possibly
selfish) policy and local knowledge of the environment. However, the
independent operation becomes inappropriate in coexistence scenarios
as the state of the environment depends on the joint action of all
networks coupled by shared wireless resources that are unaware of
each other’s decisions.
Inappropriate Capabilities. In general, nodes of a single technology
usually employ some built-in coordination methods in their operation
such as time-slotted operation, channel reservation (e.g., using RTS/CTS mechanism), interference nulling, or Listen-Before Talk (LBT).
However, those methods are not applicable or perform poorly in heterogeneous environments as the different technologies with diverse
operation principles are largely oblivious to each other due to the
incompatible physical layers. Take an example of already very advanced technologies like WiFi and LTE, whose newest generations
provide peak data rates in the order of Gbps. However, under coexistence scenarios in unlicensed bands, they still rely on rather primitive
coexistence schemes based on energy-sensing and hence suffer from
frequent collisions and significant throughput degradation of up to
90% [5, 27].
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Ownership issues. An instance of a wireless network is currently
deployed to provide connectivity for its legitimate users, be it mobile
subscribers in the case of cellular networks or access point (AP) owners
in the case of local area networks. Take an example of an apartment
building, where tens of networks, owned by strangers, compete for
channel access. Not knowing (read: not trusting) each other, owners
apply strict policies to secure exclusive access for their wireless nodes.
However, quite the contrary is true in fact: recent research [161] shows
the potential gains of access points sharing in residential environments due to unsynchronized workloads and shorter communication
distances [12, 79, 143]. This can be easily explained as a terminal
closer to an access point uses higher modulation schemes and hence
less air-time, what in the end leads to the overall win-win situation.
Nevertheless, infrastructure sharing is so far limited due to security
and cross-domain restrictions.
Lack of control channels. Any attempt to effectively collaborate
includes the necessity to exchange information that is, paradoxically,
hard to realize between diverse communication technologies. In most
cases, researchers implicitly assume the existence of a control channel
between heterogeneous networks. This assumption might hold in a
case of unified management, where a single authority operates the
entire wireless infrastructure. However, in a general coexistence scenario, the heterogeneities are not only unable to communicate, but,
even worse, they are unaware of each other. Note that we observe similar problems in homogeneous networks that are owned by multiple
operators.
The development of new collaborating wireless technologies will
take decades, and anyway, they will have to coexist with legacy systems. Therefore, a better idea is to integrate collaboration mechanisms
into already existing technologies. To this end, we need to consider
the technical cost of each proposed scheme carefully. Specifically, for
any solution to be practical and to attract users and vendors, any
modification in the hardware is impossible, while the software modifications should be small enough so that they are compatible with
already deployed devices.
1.3

research contributions

In this dissertation, we focus on enabling and exploiting collaboration
for wireless resource and interference management in heterogeneous
wireless networks. The contributions pertain to the following areas:
1. Cross-Technology Communication
The information exchange facilitates an efficient collaboration among
heterogeneous networks. The heterogeneities used to be unable to
communicate with each other. Fortunately, in recent years, direct
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communication between devices adhering to diverse technologies
was enabled using so-called Cross-Technology Communication (CTC).
Usually, CTC schemes are designed for each pair of technologies
separately and the proposed solutions pertain mostly to WiFi, ZigBee,
and Bluetooth [28, 83, 104, 105, 124, 204].
This thesis offers two contributions to this area. LtFi is a CTC
scheme that enables unidirectional transmission from an LTE-U base
station (BS) to co-located WiFi nodes that operate in overlapping
unlicensed bands. It exploits the standard coexistence mechanism
of subframe puncturing to encode CTC data. Specifically, a BS creates a cross-technology channel by changing the relative position of
subframe puncturing within its transmissions. The system is fully
compliant with LTE-U technology and works with commercial-off-theshelf (COTS) WiFi hardware, which was confirmed with a prototype
implementation. Our results show that LtFi frames can be decoded at
low received power (i.e., -92 dBm) with the data rate of 100 bps.
NOTCH is a generic framework that enables CTC unicast and
a cross-technology broadcast channel for the class of OFDM-based
wireless systems. Specifically, a NOTCH transmitter modulates the
power level of the wireless resources in its OFDM grid to create the
two-dimensional message-bearing power patterns, which can be crossobserved and decoded by a heterogeneous OFDM receiver. As a proof
of concept, we have implemented an instance of NOTCH that establishes bidirectional over-the-air communication between LTE-U/LAA
and WiFi. The prototype uses standard-compliant features of both
technologies and does not require any hardware modification. Our
comprehensive evaluation reveals that NOTCH achieves robust CTC
between both technologies with a data rate of up to 84 kbps.
2. Cross-Technology and Cross-Network Collaboration
Although CTC enables information exchange between heterogeneous
technologies, the communication channel is limited in data rate, and
often its capacity is traded against the capacity of underlying wireless systems. At the same time, most wireless networks are deployed
to provide Internet access and hence are potentially connected over
the global wired network. Therefore, we use over-the-air CTC for
time-critical control communication and establish high capacity communication over the Internet backhaul. The original idea was proposed
by Zehl et al. [198] for homogeneous WiFi networks. Here, we extend it
for the case of heterogeneous environments. Having the possibility of
information exchange, we have proposed two collaboration schemes.
XZero is the system that enables the cross-technology interference
nulling between LTE-U BS and WiFi nodes. Specifically, in addition
to neighbor discovery and control communication, XZero exploits
the NOTCH CTC scheme to measure Channel State Information (CSI)
between heterogeneous nodes. However, as only partial CSI (i.e., amplitude) can be estimated, we have designed an iterative null-beam search

5

6

introduction

algorithm, where the WiFi node sends its feedback about the measured
interferences to the LTE BS in order to collaboratively find proper signal precoding matrix for interference nulling. Our experimental results
reveal, on average, a reduction by 15.7 dB in interference-to-noise ratio
at the nulled WiFi nodes when LTE-U BS is equipped with four antennas. Note that XZero enables the usage of beamforming capabilities in
a heterogeneous environment.
NxWLAN is the system that enables collaboration in dense and
chaotic WLAN deployments by making a secure sharing of WiFi
infrastructure (i.e., access points) owned by potentially not knowing
each other’s neighbors possible. This way, the co-located APs construct
a composite network, and a wireless station (STA) might be served
by a neighbor’s AP when it provides better signal quality than the
own AP. Specifically, access points collaborate by relaying frames.
However, as the typical over-the-air relaying would unnecessarily
increase channel occupancy, we have implemented relaying over the
backhaul infrastructure and leverage growing wired link capacity
to save wireless resources. Our evaluation using the COTS-based
prototype shows that collaboration brings massive throughput gains
to residential area networks.
3. Learning to Collaborate
As exchange of collaboration messages among wireless nodes might
be costly in terms of used radio resources or even not available, in
the last part of the thesis, we focus on distributed learning-based
approaches. Specifically, being motivated by recent advancements
in multi-agent learning algorithms successfully applied in robotics,
we argue that wireless nodes can also learn collaborative behaviors
simply by interacting and observing others’ actions. Here, we study a
class of convex problems and show that the lack of direct information
exchange can be partially compensated by observation and learning.
In order to enable the studying of learning-based approaches in
networking research, we have built the ns3-gym framework. It is based
on two well-known and acknowledged by research community toolkits, namely, ns-3 [214] and OpenAI Gym [20]. In particular, ns3-gym
simplifies representing an ns-3 simulation as an environment in the
Gym framework and exposing state and control knobs of entities from
the simulation for the agents’ learning purposes. The framework is
generic and can be used for a wide range of networking problems
including homogeneous and heterogeneous wireless coexistence scenarios. Furthermore, it allows implementation, training and testing
centralized (i.e., single agent-based) as well as distributed (i.e., multiple agent-based) learning algorithms.
Using the ns3-gym framework, we have developed an online learning algorithm for the distributed optimization of random channel
access parameters (i.e., contention window) in an environment consisting of overlapping but separately managed WiFi networks. Note
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that the environment is homogeneous in terms of technology, but
heterogeneous in terms of ownership and management. Moreover,
despite distributed WiFi nodes understand each other’s frames, there
is no communication channel between co-located networks envisioned,
and hence no information exchange nor coordination is possible. Our
algorithm is based on a distributed stochastic convex optimization
framework, where nodes estimate a value of the network utility function (defined as the sum of the logarithms of individual throughputs)
by observing each others’ transmissions. Using simulations, we have
shown that by following a simple two-point gradient estimation procedure, distributed WiFi nodes can iteratively learn optimal contention
window values and collaboratively maximize the network utility.
1.4

dissertation outline

The remainder of this work is organized into three parts that focus on
our research contributions. In Chapter 2, we present background information and summarize related work. Part I covers CTC. Chapter 3
describes how LtFi enables unidirectional CTC transmission from an
LTE-U eNB towards WiFi nodes. In Chapter 4, we present our generic
NOTCH framework and use it to enable bidirectional CTC between
unlicensed LTE and WiFi. In Part II, we present our contributions
in the area of cross-network and cross-technology collaboration. The
cross-technology interference nulling scheme is proposed and investigated in Chapter 5. In Chapter 6, we describe our NxWLAN system
that enables collaboration through infrastructure sharing owned by
different authorities in residential areas. Part III covers our ns3-gym
framework for studying learning-based approaches in wireless networks in Chapter 7. Our considerations on distributed learning of
back-off procedure parameters using stochastic convex optimization
framework are presented in Chapter 8. Finally, Chapter 9 concludes
this dissertation.
1.5

relevant publications

The research results obtained during this Ph.D. have been published
in scientific journals and presented at international conferences. Specifically, the thesis is based on the technical content presented in the
following peer-reviewed publications:
• P. Gawłowicz, A. Zubow, A. Wolisz, Enabling Cross-technology
Communication between LTE Unlicensed and WiFi, IEEE INFOCOM,
2018 (Chapter 3 and 5)
• P. Gawłowicz, A. Zubow, Demo: Practical Cross-technology Radio
Resource Management between LTE-U and WiFi Networks, IEEE
INFOCOM, 2018 (Chapter 3 and 5)
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• P. Gawłowicz, A. Zubow, S. Bayhan, A. Wolisz, Punched Cards
over the Air: Cross-Technology Communication Between LTE-U/LAA
and WiFi, IEEE WoWMoM 2020, Best Paper Award (Chapter 4)
• P. Gawłowicz, A. Zubow, S. Bayhan, Demo: Cross-Technology Communication between LTE-U/LAA and WiFi, IEEE INFOCOM, 2020,
Best Demo Paper Award (Chapter 4)
• A. Zubow, P. Gawłowicz, S. Bayhan, On Practical Coexistence
Gaps in Space for LTE-U/WiFi Coexistence, European Wireless, 2018
(Chapter 5)
• S. Bayhan, P. Gawłowicz, A. Zubow, A. Wolisz, Null-While-Talk:
Interference Nulling for Improved Inter-Technology Coexistence in
LTE-U and WiFi Networks, Pervasive and Mobile Computing,
April, 2019 (Chapter 5)
• P. Gawłowicz, A. Zubow, S. Bayhan, Demo: Cross-Technology
Interference Nulling for Improved LTE-U/WiFi Coexistence, ACM
MobiSys, 2018 (Chapter 5)
• P. Gawłowicz, S. Zehl, A. Zubow, A. Wolisz, NxWLAN: Towards
Transparent and Secure Usage of Neighbors‘ Access Points in Residential WLANs, IEEE WiMob, 2017 (Chapter 6)
• P. Gawłowicz, A. Zubow, ns-3 meets OpenAI Gym: The Playground
for Machine Learning in Networking Research, ACM MSWiM, 2019
(Chapter 7)
• P. Gawłowicz, J. Walrand, A. Wolisz, Distributed Learning for
Proportional-Fair Resource Allocation in Coexisting WiFi Networks,
IFIP WiOpt, 2021 (to appear) (Chapter 8)

2

B A C K G R O U N D A N D R E L AT E D W O R K

In this chapter, we provide essential background information on heterogeneous wireless communication systems and present related work.
We discuss the current wireless standards in Section 2.1 and their coexistence in the unlicensed bands in Section 2.2. In Section 2.3, we
describe current trends towards enabling collaboration among heterogeneities. Section 2.4 reviews the recent cross-technology communication approaches. Finally, in Section 2.5, we summarize recent research
trends of using learning-based techniques to optimize wireless network operation.
2.1

heterogeneous wireless technologies

Wireless communication is based on the artificial generation of radio
waves, a type of electromagnetic radiation (a form of energy) within
the radio spectrum, i.e., the part of the electromagnetic spectrum with
frequencies between 30 Hz and 300 GHz.
Radio communication was born in 1895 when Marconi demonstrated the first wireless transmission over a distance of 18 miles
between Isle of Wight and a boat in the English Channel [140]. In the
beginning, wireless technology was used for information transmission
(though unidirectional) in radio and television broadcasting systems
that became widespread throughout the world. Over the years, the
technology advanced rapidly to enable transmissions over longer distances with better quality, less power, and smaller devices. Meanwhile,
radio systems that originally transmitted analog signals transformed
into digital systems carrying binary bits of data information.
The unprecedented wireless revolution started at the turn of the
21st century with the development of 2G (and later 3G) cellular communication that was followed by a wide adaptation of cellphones
and the unexpected success of wireless computer networks (Wireless
Local Area Networks (WLANs)) based on IEEE 802.11 WiFi standard.
Since then, the number of wireless technologies matching specific
application requirements has exploded. The efforts were additionally
intensified by the emergence of Internet-of-Things (IoT) networking.
Most wireless systems operate in the radio spectrum between
30 MHz and 60 GHz. The radio spectrum is a limited resource that in
each country is allocated and regulated by governmental agencies (e.g.,
Federal Communications Commission (FCC) in the US). For wireless
systems that span multiple countries, spectrum bands are allocated by
the International Telecommunications Union Radio Communications
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group (ITU-R) [71]. The spectrum is allocated in blocks (i.e., chunks)
as licensed bands (which are assigned to specific operators) or unlicensed bands (which can be used by any operator subject to certain
operational requirements). The allocation decisions are static in temporal and spatial dimensions, i.e., they are valid for extended periods
(usually decades) and large geographical regions (e.g., country-wide).
The static and exclusive nature of the current spectrum governance
regime is inefficient and will have to be changed in the future to
accommodate a growing demand for wireless data transmission [15].
Specifically, this spectrum management model dates back to the initial
days of wireless communications, when the technologies required
interference-free mediums to achieve acceptable quality, and the simple separation in frequency was the easiest solution to provide it. As
a result, this artifact of outdated technologies often leads to artificial
access limitation-based spectrum scarcity.
In this work, we focus on bands where wireless technologies are
forced to coexist, and hence the unlicensed bands might be considered
a testing ground for future spectrum sharing solutions. There exist a
number of unlicensed bands, e.g., the 2.4 GHz (Industrial, Scientific
and Medical (ISM)), the 5 GHZ (Unlicensed National Information
Infrastructure (U-NII)) or the 60 GHz band (millimeter-wave band)
that is getting more and more attention thanks to emerging WiGig
(i.e., 802.11ad/ay) technology. Moreover, new bands are being released
for unlicensed usage. For example, very recently (i.e., in April 2020),
FCC unleashed 1.2 GHz of spectrum in the 6 GHz band [54].
The unlicensed bands are battlefields for technologies like WiFi,
ZigBee, Bluetooth, and unlicensed LTE as they operate on overlapping
frequencies and compete for wireless resources. Those technologies
are specialized for various applications and use-cases, hence they were
designed with diverse channel bandwidth, channel access methods,
communication speed, distance, etc. For example, WiFi and unlicensed
LTE operate with wide-band channels (up to 160 MHz) and advanced
modulation schemes to provide high communication speed in the
order of a couple of Gbps in the newest generations. In contrast, ZigBee exhibits a low data rate of 250 kbps but is optimized in energy
consumption, which makes it a great option for the long-term deployments that operate on a limited energy source, such as a coin cell
battery. Bluetooth is present in most wearable devices to form the
Personal Area Network (PAN) and allows for communication over
short distances with a data rate of up to 3 Mbps.
In this dissertation, we develop new collaboration solutions using
mainly WiFi (in particular 802.11n/ac) and unlicensed LTE technologies as examples of heterogeneous wireless systems. Therefore, in the
following subsections, we describe details of their specifications. We
start with a description of the OFDM technique as both WiFi and LTE
use it in their physical layers.
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2.1.1

OFDM Primer

Orthogonal Frequency-Division Multiplexing (OFDM) divides the
available spectrum bandwidth B into many small and partially overlapping frequency bands called subcarriers [140]. The subcarrier frequencies are selected in such a way that they are orthogonal to one
another, i.e., signals on subcarriers do not interfere. In practice, OFDM
is efficiently implemented using Fast Fourier Transform (FFT) [41].
In an OFDM system with FFT size N, each subcarrier has the same
width of B/N Hz. Each subcarrier can be modulated independently
(e.g., Quadrature Amplitude Modulation (QAM)). After modulation,
the sender performs an inverse FFT to convert the frequency domain
representation into the time domain, which is sent over the air interface. The time needed to transmit these N samples is usually called
the FFT period, which is equal to N/B sec. On the receiver side, the
OFDM signal is converted back into the frequency domain using
FFT, and each subcarrier is demodulated. OFDM is robust in environments with strong multipath as a technique called Cyclic Prefix
(CP) is used to guard against symbol misalignment. In a nutshell, an
OFDM transmitter (TX) spreads its transmission on a two-dimensional
grid, which we will refer to as OFDM time-frequency grid hereafter.
Some wireless technologies like LTE or 802.11ax use OFDM to implement multiplexing techniques, i.e., Orthogonal Frequency-Division
Multiple Access (OFDMA). Specifically, they leverage the possibility
of assigning subsets of subcarriers to diverse users.
In most cases, to lower the complexity of their design, today manufactured OFDM systems do not allow to control the transmission
power of each subcarrier independently. Instead, they define resource
blocks (RB) spanning over K subcarriers and L FFT periods and expose
interfaces for controlling the TX power at the granularity of a RB. Note
that an RB might cover an entire transmission (e.g., a complete frame
in WiFi).
2.1.2

WiFi

IEEE 802.11 WiFi is the most popular protocol family for WLANs.
According to the Cisco Visual Networking Index (VNI) (Fig. 21) [38] by
the end of 2022, more than half of the global IP traffic will be generated
by WiFi devices. Moreover, according to Upadhyay et al. [171] already
in 2016, nearly 74% of all households (worldwide) equipped with
broadband Internet access owned at least one WiFi access point (AP).
The first version of the standard was released in 1997 and is periodically updated by the IEEE LAN/MAN Standards Committee.
802.11 defines a set of Medium Access Control (MAC) and physical
(PHY) layer specifications that ensure interoperability between devices
following the standard. Here, we present mostly the features available
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in the 802.11n version of the standard, as we use it as a basis for the
implementation of our prototypes. For a detailed description of the
WiFi until 802.11ac, we point to the book authored by Perahia and
Stacey [152]. As there are no books yet published on newer versions of
the standard, we refer to tutorial papers authored by Khorov et al. [101]
and Garcia-Rodriguez et al. [61] for an overview of the 802.11ax and
802.11be amendments, respectively.
PHY-layer: The most widely used 802.11 physical layer is based on
OFDM. The default channel has a bandwidth of 20 MHz, and there
are options to aggregate adjacent channels together, i.e., up to 2 and
8 channels in 802.11n and 802.11ac/ax, respectively. The possibility
to aggregate up to 16 channels (i.e., 320 MHz) is expected in 802.11be
(WiFi 7) [61]. The total number of OFDM subcarriers depends on the
WiFi version and the number of aggregated channels. For instance, in
802.11n, the 20 MHz channel consists of 64 subcarriers with 312.5 KHz
spacing, however, only 56 of these 64 are used for communication,
occupying the bandwidth of 17.5 MHz. The remaining eight subcarriers (i.e., three and four guards at both bandwidth edges and one
DC (Direct Current) component in the middle) are null-subcarriers
that do not carry any signal. Moreover, four of those 56 subcarriers,
so-called pilots, are used to track and correct phase impairments. They
are loaded with pseudo-random pilot symbols, and their inviolability
is crucial for signal demodulation. The FFT period (3.2 µs) together
with cyclic prefix (0.8 µs) constitute WiFi symbol (4 µs). In 802.11ax,
the subcarrier spacing was reduced to 78.125 KHz, which automatically results in a longer symbol duration of 12.8 µs (plus cyclic prefix
with the duration of 0.8, 1.6 or 3.2 µs). Up to 802.11ac, a single frame
transmission carries data from/to one station (STA) using a single
Modulation and Coding Scheme (MCS) for all subcarriers. The newer
802.11ax version introduces OFDMA that allows grouping subcarriers
(tones) into multiple Resource Units (RUs) and assigning individual
RUs within a single frame transmission to different users, but still
with a single MCS index per user. The MCS index represents the
modulation type and the coding rate that is used for data transmission. The set of modulations contains BPSK, QPSK, and M-QAM.
Each newer version increases the order M of the QAM, i.e., 802.11n
supports 64-QAM, while 802.11ac and 802.11ax introduced 256-QAM
and 1024-QAM, respectively. Moreover, 802.11be envisions usage of
4096-QAM (4K-QAM) modulation. The coding rate indicates how
much of the data stream is actually being used to transmit usable and
redundant data. It is expressed as a fraction between 1/2 (the least
efficient) and 5/6 (the most efficient). Multiple-Input Multiple-Output
(MIMO) operation mode has been an integral part of WiFi since 2009,
when the 802.11n standard amendment was published. Most 802.11n
based cards support both spatial receive diversity (via Maximal-ratio
combining (MRC) technique) and up to 4 × 4 multiplexing (via direct-
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mapped MIMO), allowing to transmit four independent data streams
simultaneously. Transmit diversity (i.e., beamforming) is optional in
802.11n; however, it is mandatory in newer generations. MIMO dimensions were extended by the 802.11ac amendment to 8 × 8 and will be
further extended in 802.11be to 16 × 16. Moreover, 802.11n supports
single-user MIMO (SU-MIMO), where all spatial streams are sent to a
single-user. Starting from 802.11ac, the streams can be sent to multiple
users using multi-user MIMO (MU-MIMO).
MAC-layer: WiFi transmits data as self-contained frames, which can
be independently detected and decoded thanks to the prepended
preamble and PLCP header (i.e., control data), respectively. The maximal WiFi frame duration is bound (e.g., to 5.484 ms in 802.11n). The
transmission power can be set on a per-frame basis and is the same for
all subcarriers. WiFi supports two different medium access schemes,
namely contention-based access using Distributed Coordination Function (DCF) and contention-free access using Point Coordination Function (PCF) and Hybrid Controlled Channel Access (HCCA).
Contention-based Channel Access: Following DCF, the coexistence
among multiple WiFi is achieved by both physical carrier sensing (i.e.,
WiFi STAs perform random channel access using a Listen-Before Talk
(LBT) scheme) and virtual channel reservation (i.e., stations might
reserve channel air-time using Request-to-Send (RTS) and Clear-toSend (CTS) frames). The DCF is based on the Carrier Sense Multiple
Access with Collision Avoidance (CSMA/CA) method and employs
binary exponential back-off (BEB) to control the contention window
(CW). Specifically, in DCF, before a frame transmission, a WiFi station
has to perform a random back-off procedure. To this end, it initializes
its back-off counter with a random number drawn uniformly from
{0, . . . , CW − 1}, where CW is the contention window. Then, the station
observes the wireless channel and decrements the counter whenever
the channel is sensed idle during a DCF inter-frame space (DIFS)
and freezes the back-off counter otherwise. Finally, when the back-off
counter reaches zero, the station transmits a frame. If the transmission
is successful (as indicated by the reception of an acknowledgment
(ACK)), the station sets CW to the minimal value, i.e., CWmin , for
the next transmission. Otherwise, it doubles the previous contention
window and performs the frame retransmission. The CW is increased
until it reaches the maximal value defined by CWmax .
Performance Anomaly: By design, DCF ensures equal long term channel access probabilities to all involved stations, thus guaranteeing
frame-level fairness. However, frame-fairness leads to the so-called
performance anomaly problem when stations use different transmission
rates. Stations employ various modulation and coding schemes to
preserve transmission robustness in response to the quality of the
radio link they experience, and that depends on their communication
distance, mobility, and other factors. The lower MCSs offer increased
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robustness against errors at the cost of a drop in data rate. Consequently, the WiFi stations that use lower data rates occupy the channel
for an extended air-time period that could be otherwise used more
efficiently by the faster clients. In simple terms, under the frame-level
fairness, a station with poor transmission conditions slows down faster
stations. This pathological behavior was first identified in 802.11b
networks [88]. Then, Patras et al. [150] demonstrated that the effect is
dramatically exacerbated in today’s high throughput networks (i.e.,
802.11n/ac), where the data rates among stations may vary by two orders of magnitude, e.g., the throughput of a station that uses the data
rate 780 Mbps is almost the same as that of a co-existing station that
uses the data rate 6 Mbps. The proportional-fair allocation, introduced
by Kelly et al.[99], was shown to address the performance anomaly
problem appropriately[29]. By definition, it maximizes the network
utility defined as the sum of the logarithms of individual throughputs
subject to the constraints that the communication conditions impose on
the individual stations. The proportional fairness in WiFi networks has
been extensively studied [115, 118, 119]. In [29, 120], it was formulated
as a convex optimization problem that is solved by selecting optimal
contention window values for the stations. The proposed approaches
are deployed in a central node (e.g., AP or a controller node) and
require knowledge of the average frame duration [150] or throughput
of each transmitting station [55]. However, such centralized operation
cannot be assumed in the case of overlapping but separately managed
WiFi networks.
Contention-free Channel Access: In PCF, a central controller or Point
Coordinator (PC) (typically AP) has a higher priority to access the
medium to start a contention-free period and polls other stations to
transmit data. HCCA is similar to the PCF, but hybrid coordinator
(HC) residing in the AP may poll the station during both the contention period (CP) and contention-free period (CFP), which reduces
channel access latency. Moreover, a polled station is granted a transmit
opportunity (TXOP) during which the station may transmit multiple
frames subject to the limit on the TXOP duration. Note that in PCF, the
PC polls the station for each frame individually. Although having been
standardized already in the early version of the WiFi standard, neither
PCF nor HCCA is used in Commodity-off-the-Shelf (COTS) devices
due to their extreme implementation complexity and some flaws in the
behavior in dense deployment [101]. However, polling-based channel
access is revisited in 802.11ax under the name of Trigger-based Random Access. Here, a newly introduced Trigger frame is transmitted by
an AP, and it contains scheduling information about subsequent UL
multi-user (MU) transmission (enabled by the usage of OFDMA). The
scheduled channel access is the default scheme in 802.11ax, however,
stations still use the contention-based channel access (i.e., random access) to transmit buffer status reports when the AP has no information
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about pending UL traffic at a station. Note that AP usually assigns
some RUs for random access.
2.1.3

Unlicensed LTE

Long-Term Evolution (LTE) standard was primarily a cellular system
operating in licensed bands. However, as mobile operators were suffering more and more from the spectrum scarcity problem faced in their
licensed bands, they started looking into unlicensed spectrum opportunities, i.e., they decided to offload part of the data traffic towards
unlicensed bands (mostly 5 GHz band).
First, the offloading was performed over WiFi using the LTE-WLAN
Aggregation (LWA) [117] technology. Specifically, in LWA, an LTE
Evolved Node B (eNB) (LTE’s name for a base station) operating in
the licensed band is combined with one or more WiFi APs in the
unlicensed band, and the mobile device (i.e., User Equipment (UE))
supporting both technologies may utilize both links simultaneously.
The LWA can be deployed without hardware changes to mobile devices, and unlike other methods (e.g., using LTE and WiFi simultaneously), it allows using both links for a single traffic flow (through
bearer splitting mechanism). The main disadvantage of LWA is that
LWA operators have to maintain two technologies in their network
infrastructure, which might increase their operation cost.
For this reason, starting from Release 13, the 3rd Generation Partnership Project (3GPP) (i.e., a consortium of standards organizations that
develop protocols for mobile telecommunications) expanded LTE operation to unlicensed spectrum bands. Initially, only for the downlink
(DL) traffic, but later in Release 14 also for uplink (UL) traffic. There are
two standard-compliant versions of LTE meant for unlicensed bands,
namely LTE-Unlicensed (LTE-U) [112] and LTE Licensed-Assisted Access (LTE-LAA) [1, 111]. The third option, namely LTE MulteFire [158],
is tightly aligned with the 3GPP standards and builds on elements of
Release 13 and Release 14, however, it is not part of the 3GPP standard.
All three versions provide tight integration with internal LTE mechanisms. Therefore, they can be realized using the existing core network
for the backhaul and utilizing other capabilities, including security and
authentication. In other words, operators can manage their network
composed of licensed and unlicensed parts in a unified way. Only a
few modifications to base stations are necessary to accommodate the
new frequencies and incorporate the capabilities required to ensure
fair sharing of the unlicensed resources. Moreover, the support for
unlicensed LTE has to be built into new mobile devices.
In this dissertation, we focus on LTE-U and LTE-LAA. We start with
a brief description of legacy LTE as both versions inherit its features.
For a detailed description of the LTE standard and its extensions, we
point to Dahlman et al. [43].
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LTE: LTE supports different channel bandwidths from 1.4 MHz to 20
MHz. The subcarrier spacing is always the same and equals 15 KHz.
For example, an LTE eNb that transmits over a 20 MHz channel uses
the sampling rate of 30.72 MHz and 2048 OFDM subcarriers. However,
only 1200 subcarriers are used, hence, the occupied bandwidth is equal
to 18 MHz. The classical LTE transmits a continuous stream of data,
which is organized into 10 ms frames, each consisting of 10 sub-frames
with a duration of 1 ms. A sub-frame is further divided into two 0.5 ms
slots and each slot contains 6 or 7 OFDM symbols depending on the
duration of a cyclic prefix. The time-frequency radio resources are
organized as Resource Blocks (RBs). A single RB is equal to one slot in
time and 12 subcarriers in frequency. Hence, there are 100 RBs in the
20 MHz channel. These RBs are grouped into two main physical channels: the control and the data channel. In the downlink, these channels
are known as Physical Downlink Control CHannel (PDCCH) and
Physical Downlink Shared CHannel (PDSCH). PUCCH and PUSCH
are the corresponding uplink control and data channels, respectively.
The PDCCH occupies the first 1 to 3 OFDM symbols in each even slot
and carries control information, including RB-to-UE (User Equipment)
assignments. Moreover, LTE employs two synchronization signals, i.e.,
Primary Synchronization Signal (PSS) and Secondary Synchronization
Signal (SSS) that are carried in the sub-frames 0 and 5 on 62 central
subcarriers. The PSS/SSS signals contain cell information and are
used by UEs to achieve time and frequency synchronization with the
eNB. PUCCH is allocated two RBs at both edges of the channel bandwidth. A single PUCCH transmission occupies two RB distributed
across two time slots and on a different edge of the bandwidth in
both slots. In addition, the Physical Random Access Channel (PRACH)
is used by UEs to request an uplink allocation from a base station.
LTE employs Reference Signals (RSs) in both downlink and uplink
to enable coherent transmission. To this end, reference symbols (or
pilot symbols) are inserted in the OFDM time-frequency grid to allow
channel estimation. LTE offers a limited DL power control allowing
for a small adjustment (i.e., in range of [-6 dB, +3 dB]) of TX power
for all RBs allocated to a single user by means of setting user-specific
power offset (PA parameter) [2, 3].
LTE-U/LAA: LTE leverages carrier aggregation framework to support
the utilization of the unlicensed bands as secondary Component Carriers (CCs) in addition to the licensed anchor serving as the primary
CC [156]. Both LTE versions used in unlicensed carriers, i.e., LTE-U
and LTE-LAA [202], inherit the described frame structure. The key difference from the classical LTE is their non-continuous channel access.
While LTE-U periodically (de-)activates its unlicensed CC at coarse
time scales (≈20 ms duration) through a duty-cycling approach, LTELAA relies on LBT mechanism and achieves finer timescale channel
access (1-10 ms). In this dissertation, we will denote by LTE* these
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unlicensed LTE variants unless there is a need to specify the specific
version. The frame structure in unlicensed LTE can be simplified when
using the cross-carrier scheduling (CCS) feature, which allows an eNB to
send RB-to-UE assignments information for the unlicensed resources
in the PDCCH of the licensed CC. In the case of CSS, the unlicensed
CC does not contain PDCCH, and the PDSCH starts from the very
first OFDM symbol. Finally, in the unlicensed 5 GHz band, LTE* is
restricted to operate with the bandwidth of 10 MHz or 20 MHz [114].
Note that 20 MHz bandwidth corresponds to the regular channel
width in WiFi.
2.1.4

Comparison of WiFi and LTE

Although being competitors defined by two distinct standardization
bodies, both WiFi and LTE* are converging to use similar features
(e.g., OFDM(A), channel aggregation, MIMO, high-order modulations,
scheduled and random channel access) in their physical layers [116].
Note that they even use the same channel bandwidth of 20 MHz in
the unlicensed 5 GHz band.
However, there are still many fundamental differences that make
those two systems distinct and unable to decode each other frames.
The easiest to spot is the usage of diverse subcarrier spacing in their
OFDM grids. But, they are not even able to detect the beginning of each
other frames due to differences in time and frequency synchronization
mechanisms, i.e., WiFi performs synchronization every frame using the
preamble, while in LTE*, the synchronization is performed periodically
(i.e., every 5 ms using PSS and SSS signals).
2.1.5

Coexistence of WiFi and Unlicensed LTE

The unlicensed LTE is a newcomer to the 5 GHz band, where WiFi was
so far the dominant technology. This forced coexistence raises issues,
and special care has to be taken to assure fair spectrum sharing. The
general goal is to make an unlicensed LTE network impact WiFi no
more than any other WiFi network in the same channel [209]. However,
due to differences in their physical layers and operation principles, it
is a challenging task. For example, LTE-LAA adopts the Listen-BeforeTalk (LBT) procedure similar to the CSMA/CA used in WiFi. Note that
even the slot duration (i.e., 9, µs) and the contention window evolution
procedure (i.e., BEB) are the same as in WiFi. However, the differences
in the definition of the collision lead to the unfair advantage for
LTE-LAA [7]. Furthermore, although being already very advanced and
efficient, both technologies base their coexistence on mutual exclusion
in time using energy-sensing mechanisms. As a result, they may suffer
from frequent collisions and significant throughput degradation of up
to 90% [5, 27].
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2.2

coexistence

The coexistence is defined as the fact of living or existing together
at the same time and/or in the same place. Therefore, whenever colocated wireless systems operate simultaneously in (even partially)
overlapping frequency bands, they coexist. The performance of each
system might be negatively affected due to the operation of other
systems. Hence, the main challenge in the unlicensed spectrum is
to mitigate the negative effects of coexistence and/or improve the
performance of coexisting systems. Moreover, as the wireless resources
are limited, it is essential to prevent a situation when one system
uses all resources. Ideally, the coexisting nodes should share resources
according to their individual needs and/or based on fairness measures
(e.g., min-max or proportional fairness). In this section, we discuss
the existing solutions that improve the performance in coexistence
scenarios in both homogeneous and heterogeneous environments.
2.2.1

Co-Channel Interference

When there is only a single transmitter, the successful detection and
decoding of a signal are determined by the strength of the useful signal
and the noise power, the so-called Signal-to-Noise Ratio (SNR). The
received signal strength (RSS) depends on the communication distance
(i.e., it decreases as the receiver moves further from the transmitter)
and obstacles located on the propagation path, while the noise consists
of unwanted signals emitted by many possible sources, which includes
thermal noise, atmospheric noise, and noise from radio frequency (RF)
components [71]. To a certain degree, the transmitter can increase its
transmission power to maintain high SNR value and hence improve
communication reliability and/or extend the communication distance.
A wireless system operating in such a regime is called transmission
power limited or noise limited system.
In a situation where multiple co-located wireless nodes transmit concurrently and in the same frequency band, their signals overlap and
distort each other (i.e., they collide). This effect is called Co-Channel Interference (CCI). In addition, when the signals are generated by nodes
adhering to heterogeneous technologies, the distortion is called Cross
Technology Co-Channel Interference (CT-CCI) or Cross-Technology
Interference (CTI) in short. In case of interference, the successful detection and decoding of a signal depend on the individual value of
the Signal-to-Interference-plus-Noise Ratio (SINR). Interference plays
a crucial role in limiting the capacity of the coexisting wireless networks. Note that the signals generated by other nodes contribute to
the interference value (that has an adverse impact on SINR). Hence
increasing transmission power by one of the nodes might be considered selfish behavior. In more and more cases, interference has a much
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stronger impact on the performance of the wireless system than noise.
Such a system is then called interference-limited, and SINR becomes a
fundamental parameter determining its performance. Therefore, the
general idea of the radio resource management schemes, presented in
the following subsections, is to maintain a high (or improve) value of
SINR of the signal of interest.
2.2.2

Radio Resource Management

The problem of CCI was identified already in the first cellular communication systems and the early solutions for collision avoidance
were based on orthogonalizing transmissions from multiple nodes
in one of the following domains: frequency (i.e., Frequency Division
Multiple Access (FDMA)), time (i.e., Time Division Multiple Access
(TDMA)), code (i.e., Code Division Multiple Access (CDMA)), or space
(i.e., Space Division Multiple Access (SDMA)) [71]. Traditionally, orthogonalization is achieved at multiple stages. First, a regulator (e.g.,
FCC in the US) assigns spectrum chunks to various authorities and
companies (i.e., orthogonalization in frequency). Then, for example,
a mobile company carefully plans network deployments within the
assigned bands to limit CCI between neighboring cells (i.e., orthogonalization in space). Finally, within each cell, a centralized coordinator
(i.e., scheduler) grants exclusive medium access to each transmitter
(e.g., base station or user terminals) either in the time domain by
assigning individual time-slots (i.e., TDMA) or in code domain by
assigning unique spreading code (i.e., CDMA). Note that in modern
wireless systems (e.g., LTE), the scheduler might allocate resources
also in the frequency domain at a finer granularity (i.e., subcarriers in
OFDMA) and in the space domain (i.e., SDMA) using beamforming.
2.2.3

Coexistence in Unlicensed Bands

An unlicensed band is a chunk of frequency spectrum allocated for
general use. Usually, it can be used without any restrictions. However,
some countries enforce some regulations, e.g., limits on maximal
transmission power, obligation to use the listen-before-talk mechanism,
or the maximal duration of a single transmission.
As anyone can deploy a network, the deployments in unlicensed
bands are chaotic and cannot benefit from the precise planning as in
the case of licensed bands. Moreover, since they are separately owned,
there is no central coordinator that might enforce sophisticated and
efficient medium access or reservation methods. Therefore, in contrast to the licensed bands, the networks operating in the unlicensed
bands usually follow decentralized channel access approaches such as
random access using CSMA/CA. The channel reservation is possible
among distributed nodes adhering to the same technology, e.g., WiFi

19

20

background and related work

nodes might use Request-to-Send / Clear-to-Send (RTS/CTS) mechanism. Moreover, the centralized coordination can be achieved within a
single cell (e.g., WiFi AP polling connected client STAs), but there is
no orchestration among multiple networks.
The coexistence issue gets even more challenging in heterogeneous
environments due to the lack of communication (and understanding)
between nodes. In other words, the heterogeneities lack the functionality of the harmonious and collaborative sharing of the wireless
resources. Instead, they compete with each other and cause destructive
wireless interference, known as the cross-technology coexistence problem [72, 176, 197, 203, 206]. The research activities on cross-technology
coexistence mainly focus on interference avoidance, cancellation, and
nulling. Note that cross-technology coexistence is not only a challenging problem in academia [30] but also industry is concerned about it.
For example, to study the coexistence issues between WiFi and 3GPP
technologies (LTE and 5G), IEEE 802.11 launched a Coexistence Standing Committee (Coex SC). However, so far, its activities were fruitless
as both standardization communities are not willing to change their
own technologies [102]. Therefore, we argue that the technical cost of
the improved coexistence should be as small as possible.
2.2.4

Interference Avoidance

The easiest technique to avoid cross-technology interferences is to
ensure that the heterogeneous networks do not operate in the overlapping spectrum bands. In fact, even in unlicensed bands, each technology defines its channels, and it is possible to select the non-overlapping
ones for each technology. For example, an LTE-U BS estimates the utilization of each possible channel to select the least occupied one [113].
Zhangyu et al. [78] propose a dynamic channel assignment scheme to
achieve fair coexistence between LTE* and WiFi. Li et al. [122] propose
a coexistence scheme for WiFi and ZigBee, where a WiFi transmitter
switches off subcarriers overlapping with the ZigBee channel.
In the case of the overlapping channels, the heterogeneous systems
co-habit depending on mutual exclusion in time to achieve coexistence. To this end, they employ their standard random channel access
mechanism based on CSMA/CA. However, in the cross-technology
environment, nodes have to use the energy-based carrier sensing (CS)
that is known to be less sensitive (e.g., -62 dBm in WiFi) as compared
to preamble-based CS methods (e.g., -82 dBm in WiFi). As a result, the
Hidden Terminal (HT) problem is much more frequent [94]. Note that
the RTS/CTS mechanism cannot be applied if nodes cannot decode
each other’s frames. Moreover, due to differences in PHY-layers (e.g.,
energy detection (ED) threshold, TX power, etc.), the HT problem
might be asymmetric, e.g., a WiFi node may not detect low-power
ZigBee node, while the ZigBee node perfectly detects the high-power
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WiFi node. Zhang et al. [203] proposed a cooperative busy tone technique
that allows a ZigBee node to improve its visibility by broadcasting a
high-power beacon that triggers the back-off scheme of a WiFi node.
As a newcomer in the 5 GHz band, LTE-LAA has a more sensitive ED
threshold (i.e., -72 dBm) to provide friendly coexistence with WiFi that
is a dominant technology in this band. However, the differences in
their operation (e.g., collision detection mechanism [7]) may still result
in unfairness, where LTE-LAA is favored. Li et al. [121] proposed
a distributed algorithm to adaptively change the energy detection
thresholds to encourage more concurrent transmissions without introducing too many collisions and hence facilitate the efficient coexistence
of WiFi and LTE-LAA.
Some technologies access the wireless channel periodically and ensure fair air-time sharing by adapting their duty-cycle, e.g., in LTE-U,
the Carrier Sense Adaptive Transmission (CSAT) mechanism accounts
for the number of WiFi nodes observed in its neighborhood to leave
the air-time proportional to this number. Note that although LTE-U
assesses the medium without LBT, it still relies on CSMA/CA of
co-located WiFi nodes to avoid collisions. Qualcomm [113] recommends that LTE-U should use a period of 40, 80, or 160 ms, and limits
the maximal duty cycle to 50%. In addition, LTE-U transmissions
contain frequent gaps (so called subframe puncturing) during its ontime, which allow WiFi to transmit delay-sensitive data, e.g., VoIP.
At least 2 ms puncturing has to be applied every 20 ms according to
Qualcomm’s proposal [113]. In [23, 24, 160] authors tune the channel
access parameters to improve the coexistence of random access and
scheduled transmitters between LTE-U and WiFi.
2.2.5

Interference Cancellation

In the case of overlapping transmissions, the received signal is a sum of
the desired signal, interfering signal, and noise. Unlike the noise that is
of stochastic nature, the interference is deterministic, and hence it can
be decoded and subtracted from the received signal. The interference
cancellation (IC) at the receiver is a multi-step process repeated until
the signal of interest (SoI) is decoded. This technique (known as
Successive Interference Cancellation (SIC) [185]) increases the capacity
of the wireless channel by making concurrent transmissions possible,
however, at the cost of increased decoding complexity.
ZigZag decoding [73] is a pioneering work that introduced SIC into
802.11n WiFi networks. Specifically, an AP exploits the fact that two
packets that have collided in a hidden terminal scenario are likely to
collide again but with different frame overlap due to the random backoff procedure. Therefore, the AP may store the signals received during
those two collisions and perform decoding using SIC. WizBee [188]
leverages SIC for the case of WiFi and ZigBee coexistence. Specifically,
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in case of a collision, a WizBee node first demodulates and decodes a
WiFi frame as its signal is usually much stronger. Then, it generates
the WiFi waveform again using the received payload, adds the real
channel impact, and uses the interference cancellation technique to
subtract the known WiFi signal. Finally, it uses a standard ZigBee
decoder to extract a ZigBee frame from the remaining signal. Similar
to WizBee, ZIMO [189] leverages cross-technology interference cancellation to remove the WiFi signal and recover the ZigBee signal. The
main difference between those two schemes is that WizBee features a
single antenna operation, while ZIMO exploits two RX antennas. Yun
et al. [197] use IC to let LTE and WiFi transmit concurrently and decode
both interfered signals. The authors explain that when the collided signals are received on two antennas, the MIMO equations can be solved
(and hence both signals can be recovered) if all channel coefficients are
known. To estimate the channels, the authors exploit the fact that even
when LTE and WiFi use 20 MHz, their signal bandwidth are 18 MHz
and 16.25 MHz (802.11a). Hence, LTE has 0.875 MHz on each side not
interfered by WiFi, and the standard channel estimation can be used
for this part. The rest of the channel estimation is performed in an
iterative way, where one-by-one subcarrier is extrapolated from the
already cleared part and then subtracted from the signal. TIMO [72]
implements interference cancellation at a WiFi receiver equipped with
two antennas to enable cross-technology coexistence with other unlicensed devices (e.g., wireless baby monitors or cordless phones). The
authors notice that it is sufficient to know only the ratio between two
channels (between an interferer and WiFi node) to solve the MIMO
equations. Then, they propose an approach to estimate this ratio.
2.2.6

Interference Nulling

The modern wireless standards (e.g., 802.11n/ac/ax and LTE) equip
devices with multiple antennas and make use of MIMO to increase
the link capacity by sending many streams of information concurrently. However, the multiple antenna arrays can also be used to null
the interference. Specifically, the copies of the same signal emitted
by different antennas propagate over different paths and reach the
receiver’s antenna with different phase offset and power. Therefore,
when correctly precoded at the transmitter node, the combined signal
is either amplified (i.e., beamforming) or attenuated (i.e., nulling) at
the receiver. Note that a similar operation can be performed at the
receiver side when equipped with multiple antennas. Nevertheless, in
both cases, the Channel State Information (CSI) between the interfering transmitter and the receiver is required. Obtaining CSI is relatively
easy in the case of homogeneous nodes but is challenging if the nodes
adhere to diverse wireless standards.
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Kumar et al. [110] designed the OpenRF system that uses commodity WiFi cards to perform interference nulling to facilitate better
spectrum sharing among co-located networks. Geraci et al. [60, 70]
leverage a MIMO-based interference nulling scheme for coexisting LTE
and WiFi systems. A similar approach is followed by Yin et al. [191].
However, both groups provide only simulation results without experimental evaluation. In contrast, Bertizzolo et al. [16] implement a new
beamforming-based cognitive framework named CoBeam, where each
node connects multiple wireless technologies to the same RF antenna
front-end. Using the RX chain of the correct technology, CoBeam node
estimates CSI from the overheard transmission and then applies it
(exploiting channel reciprocity) to steer null-beam towards the transmitting node. Neither coordination nor signaling is required between
nodes in the CoBeam framework, but each node has to implement
multiple wireless standards.
2.3

collaboration in wireless networks

With the current business models, an instance of a wireless network is
deployed only to fulfill a single goal, i.e., provide the connectivity for
its users. As a result, even co-located network instances operate completely independently. In fact, the networks are considered adversaries
competing for channel resources using the local knowledge.
This work focuses on collaboration in wireless environments, where
instead of being adversaries, the networks establish collaborative alliances. A significant aspect of collaboration is that by coming together,
the parties can achieve more than alone.
2.3.1

Coordination, Cooperation and Collaboration

The wireless coexistence can be improved by enabling coordination,
cooperation, and collaboration between networks. Each is a distinct
and separate concept of interaction between agents (e.g., nodes, networks, controllers). First, we establish a general understanding of
collaboration and clarify how it is distinct from coordination and
cooperation.
Gray and Wood [76] define collaboration as a process through which
parties who see different aspects of a problem can constructively explore
their differences and search for solutions that go beyond their own limited
vision of what is possible. Note that collaboration is a process and not
a predefined interaction organization. The process involves an exploration phase, where agents learn about the others’ capabilities,
constraints, and goals. To this end, all parties have to establish relationships that might be subject to changes over time. The agents
usually work together at the intersection of individual and shared
goals and negotiate to find mutually beneficial solutions. They main-
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tain a significant amount of autonomy and jointly decide on rules that
guide their interaction. A group of agents may decide to give certain
aspects of individual autonomy to the alliance as a whole [76]. Most
collaboration requires leadership, although the form of leadership
can be social within a decentralized and egalitarian group. Finally,
agents usually have complementary resources that make collaboration
beneficial.
Cooperation is similar to collaboration except that there is no shared
goal, i.e., parties work together to support some goal (e.g., each agent
might have an individual goal or support its peer’s goal) [183]. In
its simplest form, it involves things working in harmony, side by
side (i.e., being friendly and not disturbing), while more advanced
forms involve information exchange between agents regarding their
observations and intents (i.e., no need for guessing) as well as sharing
of their resource (e.g., computing power).
Finally, coordination is the most structured and formal form of interaction, where agents work together with rules to achieve a common
goal. They give up a significant amount of autonomy. Coordination introduces a structured organization of the relationships among agents.
Usually, a high-ranking agent (i.e., coordinator) is employed to make
the decision process quick [183]. Note that coordination is a specific
type of collaboration with stronger dependencies, i.e., agents are assigned carefully planned tasks and execute them in an organized
way.
It is easy to spot the difference between coordination and collaboration. However, the border between collaboration and cooperation is
fuzzy, especially in the case of wireless networks. For example, a node
cooperates by relaying frames to extend the neighbor’s communication distance; however, if transmission over relay takes less air-time
than the direct transmission (thanks to better channel conditions and
hence higher data rates), the node collaborates because now it has
more channel air-time available for its own frames, i.e., the network
throughput increases. For this reason, we consistently use term collaboration in this dissertation unless there is a need to differentiate it form
cooperation.
2.3.2

Existing Collaboration Techniques

The collaboration is already present in today’s wireless networks, but
in most cases, it is limited to the nodes of the same technology and/or
those owned (or managed) by a single authority. It can be implemented
at different protocol stack levels and both in control (e.g., negotiation of
control parameters) and data planes (e.g., collaborative data delivery).
Here, we briefly review the existing collaborative schemes.
Relaying: Relaying is a type of collaboration used to extend communication distance, increase the frame transmission’s reliability, or

2.3 collaboration in wireless networks

save air-time if multi-hop transmission can be achieved in a shorter
time than the direct transmission. In EchoRing [52], a wireless node
dynamically selects another node, i.e., relay, that helps during the
transmission process. Specifically, the relay retransmits a frame when
the primary transmission was not successful (as indicated by missing acknowledgment). The collaborating nodes have to be selected
carefully so that the transmission can benefit from spatial diversity.
Distributed MIMO: In a distributed MIMO technique, multiple wireless terminals act as a distributed antenna array and transmit a single
frame simultaneously [85, 86]. As the nodes are distributed, a tight
time synchronization between them is required to coordinate their
transmissions. In cellular networks, this technique is known as Coordinated Multi-Point Transmission (COMP) [137]. MegaMIMO [155] is a
distributed MIMO system that enables independent WiFi access points
(APs) to jointly beamform their signals and communicate with their
clients on the same channel as if they were one large MIMO transmitter. The key feature of MegaMIMO is a new low-overhead technique
for synchronizing the phase of multiple transmitters in a distributed
manner. Specifically, the downlink packets are first distributed to all
MegaMIMO APs over a wired network, then a preselected lead AP
contends for channel access using CSMA mechanism, and before the
actual frame transmission, it sends a synchronization header, which
causes the slave APs to join the transmission. The selection of APs
taking part in a joint transmission as well as their coordination is executed over the wired network (i.e., Ethernet). This concept is naturally
extendable to multiple receivers, e.g., BBN [208] improves the uplink
reception by enabling multiple WiFi APs to combine signals received
from their clients.
Cross-Network Traffic Delivery: Mobile operators usually sign bilateral agreements (i.e., roaming) to let each other’s clients use their
network infrastructure in regions where a client cannot get service
from its own operator. Therefore, roaming is a well-established cooperation method used by operators to increase network coverage.
Smart Roaming (SR) [174] tightens the inter-operator cooperation by enabling operators to share network infrastructure for efficiency reasons
even in areas covered by both operators. SR might bring significant
gains in the spectrum usage efficiency (i.e., up to 43% in the case of
three operators as long as their cells are not aligned) in comparison
to the case where operators do not collaborate. Nevertheless, mobile
operators are usually against SR and use the quality of service as a
differentiating factor. Similar cooperation techniques were proposed
for WLAN networks. FatVAP [98] is a system that allows a WiFi STA
client to be simultaneously connected to multiple APs that makes it
possible to aggregate backhaul links behind them. The solution makes
sense only if a wireless link’s capacity is higher than the bandwidth
of the Internet connections. In PISA [87], a mobile terminal is served
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by visiting AP, which tunnels its IP packets to the STA’s home AP.
PISA requires additional software to be installed on the client device.
Moreover, the registration of both APs and mobile devices is required,
and the membership is verified while accessing the visiting APs.
Cross-Technology Traffic Delivery: Before LTE moved to 5 GHz unlicensed band, mobile operators used technologies like LTE-WLAN
Aggregation (LWA) [117, 141] that combine an LTE eNB with one or
more WiFi APs. Specifically, in LWA, traffic from an LTE base station
operating in a licensed band is offloaded and delivered to the user
terminal by WiFi AP in an unlicensed band. Note that the LWA mechanism introduces fewer coexistence issues than LTE-U/LAA, as it uses
WiFi technology in the unlicensed band.
Common Control Plane: The performance degradation of wireless
networks coexisting in unlicensed bands comes also from the fact that
the co-located networks are separately managed or, in fact, not managed at all, e.g., in residential areas, each AP is managed by its owner
that frequently lacks wireless specific knowledge and configuration
skills. For this reason, APs used to be deployed with a default (i.e., preprogrammed by manufacturer) and static configuration, e.g., the large
scale measurements presented in [18] reveal that WiFi channel 1 is used
37% more often than channel 6 and 11. The networks’ performance
might be significantly improved when the operation of APs is harmonized and coordinated, e.g., through managing the transmit power
as shown in [6]. The idea of so-called managed WiFi was first realized
in enterprise networks, and it is based on removing the management
functions of the MAC from individual APs and shifting them to a
dedicated controller. There are already well-established management
systems for enterprise WiFi networks; however, the area is dominated
by centralized solutions that perform RRM for all attached APs, e.g.,
proprietary Cisco Meraki [18] or open-source OpenWISP [147]. Zubow
et al. [210] proposed a Software-Defined Networking (SDN) based
architecture for centralized spectrum brokerage in residential infrastructure networks. CoAP [151] proposes a vendor-neutral centralized
framework for configuration, coordination and management of residential 802.11 APs using an open application programming interface
(API) implemented over OpenFlow [138]. Specifically, the authors propose to deploy and use a cloud-based controller for each residential
building that controls the operation of APs located in the building
(e.g., channel assignment). Note that a similar approach is currently
realized by Internet Service Provider (ISP), that might configure APs
remotely (as long as the same ISP provides the users’ APs). Distributed
approaches are less frequent. Resfi [199] is a framework enabling distributed radio resource management in residential WiFi deployments.
Resfi generalizes RxIP [134] which does not aim for the Radio Resource
Management (RRM) but instead targets the discovery and mitigation
of the hidden terminal problem. Aerohive [40] is a commercial WiFi
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management system that features a distributed control plane, eliminating the need for a dedicated WLAN controller (which might be
considered a single-points-of-failure). A comprehensive survey of the
WiFi management systems is presented in [47]. FlexRAN [58] is SDN
based approach for coordination of mobile radio access networks.
Specifically, it is a flexible architecture that separates control and data
planes and features both distributed and centralized modes of operation. Finally, also the case of inter-technology management and
network optimization was addressed in recent years. For example,
ORCHESTRA [44] facilitates inter-technology handovers and multitechnology load-balancing and provides a centralized control plane
that uses those mechanisms efficiently. WiSHFUL [159] is an open
architecture targeting control and management of heterogeneous wireless networks. It provides unified programming interfaces (UPIs) that
allow writing generic and platform-independent control programs.
Specifically, the platform-specific programming interface of heterogeneous wireless devices is hidden behind generic UPIs. In WiSHFUL,
the controller logic may be implemented in a centralized, distributed,
and hierarchical manner. UniFlex [67] is our open-source implementation of the WiSHFUL architecture. Riggio et al. [157] proposed a set
of programming primitives to control the wireless network that hide
the implementation details of the underlying technology. Based on the
proposed abstractions, the authors implemented an example controller
for enterprise WiFi networks.
2.3.3

Collaboration Frameworks

Enabling collaboration requires new functions and services to be
developed and integrated into wireless standards including, among
others, an information exchange that is, paradoxically, hard to realize
between diverse communication technologies. The first attempts to
structure collaboration in a general framework were presented in [149,
154]. According to the framework, efficient and seamless collaboration
requires the following functions to be present:
1. Learning – an ability to observe and learn properties of the
wireless environment, including spectrum sensing and neighbor
discovery.
2. Dissemination – an ability to spread useful information to the
potentially interested network entities.
3. Optimization and adaptation – an ability to improve the configuration of the system based on the obtained information.
4. Execution – an ability to translate optimization results into
proper settings of the network and execute it in the network
in a coordinated manner.
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5. Policy Support – an ability to put constraints on the optimization process and change them dynamically in response to changes
in the wireless environment.
6. Access Control – an ability to put constraints on information
learning and dissemination as well as to restrict participation in
collaboration processes based on rules and trust mechanisms.
Despite the clarity of these functions and the fact that most of
the currently deployed wireless technologies intrinsically includes
some or even all of them, they are not mutually accessible among
technologies for interaction, e.g., due to lack of the possibility of
decoding heterogeneous signals, the dissemination of information is
restricted to a single technology. This way, the collaboration is hardly
present between heterogeneous technologies, and if so, it is solved on
a case-by-case basis only partially using listed functions.
The IEEE 1900.4 standard [22], released in 2009, proposes a general
architecture for RRM where the decision-making process is distributed
between coexisting wireless networks [56, 144]. Its main goal is to
facilitate resource usage optimization to improve the overall composite
capacity in an environment with heterogeneous technologies. To this
end, the standard defines interfaces for the collaborative exchange of
context information between the networks. Nevertheless, the standard
was never implemented and it seems to be abandoned.
2.4

cross-technology communication

For a long time, heterogeneous wireless technologies were believed to
be unable to communicate with each other due to the differences in
their PHY layers. The introduction of Cross-Technology Communication (CTC) broke this stereotype. Consequently, in recent years CTC
has become an increasingly popular research topic, as it promised
to enable direct exchange of information among devices employing
incompatible wireless technologies without the need for expensive
multi-radio gateways. In general, CTC uses a side channel that is
mutually available for both technologies (e.g., power modulation and
sensing are one of the simplest side channels).
Heretofore, the research efforts were focused on designing CTC
schemes between incompatible technologies in the 2.4 GHz ISM band.
The numerous examples include CTC between WiFi and ZigBee [31,
33, 81, 82, 104, 124, 180, 193, 204], between WiFi and Bluetooth [34, 181],
between ZigBee and Bluetooth [95, 97], between LTE and ZigBee [129].
The existing CTC schemes usually enable one-way communication.
Some CTC schemes might be used to implement a bi-directional channel (subject to proper parametrization), but it is usually more efficient
to employ two different CTC schemes designed and optimized for spe-
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cific directions. A simple broadcast CTC among multiple technologies
is also possible, as demonstrated by Brunner et al. [21].
The available CTC solutions mainly fall into two categories, namely
energy modulation-based CTC and signal-level CTC. We discuss both
types in the following subsections.
2.4.1

Energy Modulation-based CTC

The fact that the channels of heterogeneous technologies are overlapping opened a way to introduce very simple energy modulation,
which allowed for the implementation of low data rate CTC channels
and conveying data between them. In fact, regardless of its PHY layer,
each wireless device can sense the received signal strength (RSS) that
might be influenced (i.e., modulated) by remote nodes (e.g., by changing their transmission power) [28]. Therefore, in energy-based CTC
schemes, a transmitter modulates CTC data bits by constructing databearing energy patterns that can be sensed, detected, and decoded by
a heterogeneous receiver.
The CTC energy patterns are created by modulating three possible
parameters: the intensity of the energy, the gap between energy bursts,
and the duration of an energy burst. Moreover, we notice that the patterns belong to two categories. The unstructured energy patterns do not
follow any specific structure, e.g., the bursts are sent asynchronously
as their timing is not important. While the structured energy patterns are
created on top of a predefined grid structure in time and/or frequency.
Usually, the CTC schemes define their own structure (e.g., they divide time into slots) or adopt some pre-existing structure (e.g., WiFi
beacons are sent periodically, so they can be used as time reference
points) and propose diverse schemes to modulate energy level of the
grid slots.
Unstructured Energy Patterns: Esense [28] and HoWiES [205] enable
over-the-air WiFi to ZigBee communication by injecting dummy packets with durations that are unlikely to be used in regular WiFi traffic.
In particular, they map the CTC messages into the alphabet set consisting of very long frames. The duration of the frames has to be
distinguishable by a ZigBee receiver that samples RSS with a limited
sampling frequency. Esense’s alphabet contains 100 frames with diverse durations, which allows sending of 100 different messages from
WiFi to ZigBee. HoWiES increases the number of possible messages
to 2744 by combining multiple long frames from the basic alphabet. Note that even if the frames (i.e., characters) belong to the same
CTC message (i.e., word), the frames are sent asynchronously and
can possibly be interleaved by regular transmissions from co-located
nodes. Hence, to correctly receive a CTC message, a ZigBee receiver
filters out regular frames (i.e., they are short and do not belong to the
alphabet). Although these methods avoid modifying hardware and
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work with COTS, they need to send dedicated very long frames, which
significantly reduce channel air-time available for native transmissions.
Structured Energy Patterns: Fig. 2.1 shows the basic concept of the
energy modulation-based CTC approaches that are based on structured energy patterns, i.e., the time is slotted, and the slot denotes
the energy modulation unit. To influence the power level of a specific
slot, a transmitter may send a variable number of frames, change
their duration, and/or change its transmission power. On a receiver
side, a heterogeneous node performs spectrum sensing (e.g., based
on a sampling of RSS with limited frequency), computes the average
energy of each slot, and compares it with a predefined threshold to
demodulate CTC bits. Note that the receiver has to synchronize with
the slot structure created by a transmitter. This is usually achieved by
using an energy pattern known to the receiver (i.e., preamble) and
based on cross-correlation (CC) techniques. The granularity of the
energy modulation (i.e., the slot size) has to be selected appropriately
based on the capabilities of a transmitter (e.g., the granularity of the
TX power control) and a receiver (e.g., spectrum sensing resolution).
Usually, other factors have to be considered, e.g., the negative impact
on the underlying transmissions. Note that the higher granularity
of the energy modulation (i.e., the denser energy pattern grid, for
example, the shorter the time slots of the pattern structure), the higher
CTC data rates are achieved.
Time
Slot

Power

30

Time

Frame Transmission

Mean Power Level
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Figure 2.1: The basic concept of the energy modulation-based CTC schemes,
i.e., energy modulation on top of a time-slotted grid.

First, we describe the CTC schemes that reuse pre-existing slottedtime structures as a basis to generate message-bearing power patterns.
DCTC [96] adopts the WiFi beacons as reference points for its energy
pattern and defines multiple critical time points spaced equally within
a beacon period. The critical time points are assigned alternating labels
to indicate bit 0 or 1. Specifically, if a frame transmission overlaps with
a critical time point, a specific CTC bit is received. To modulate CTC
bits, a data frame transmission is delayed to cover the nearest critical
time point that indicates the required bit. EMF [32] modulates CTC
symbols by dividing the period between two WiFi beacons into two
slots and influences the occupancy ratio of the slots by shifting the
transmission of WiFi frames. For example, bit 0 is transmitted when
the occupancy in slot 1 is higher than in slot 2. FreeBee [105] also uses
the timing structure determined by WiFi beacons, however in a bit
different way. Specifically, a ZigBee node first synchronizes with the
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periodic WiFi beacons that are scheduled roughly every 100 ms, then
a WiFi AP shifts the timing of its beacons to modulate CTC data bits,
i.e., a beacon transmission is delayed to modulate bit 0, and a beacon
is transmitted earlier than expected to modulate bit 1. In SLEM [190]
authors adopt the WiFi OFDM time-frequency grid as the energy
pattern structure and modulate the power of individual WiFi symbols
(i.e., with the granularity of 4 µs) to create a CTC channel towards
ZigBee. However, as the approach modifies the TX/RX transmission
chains, the CTC scheme cannot be deployed with COTS hardware.
Most of the energy modulation-based CTC schemes create their own
time-structure based on controlling the transmission of the frames. In
[192] an energy-based CTC scheme is proposed, where data bits are
encoded by the presence/absence of packets at specific time points
equally spaced in time. Specifically, the information is encoded as
energy patterns (i.e., on-off) generated with accurately scheduled
(i.e., microsecond-level accuracy) frame transmissions. WiZig [83]
introduces artificial time slots (i.e., a WiFi transmitter keeps track of the
slot duration using internal timers) and controls the slots’ utilization
by scheduling a variable number of frame transmissions within each
slot. A ZigBee receiver computes average energy based on sensed
signals within each slot (i.e., receiving window) and compares it to a
predefined threshold to demodulate CTC bits, i.e., bit 0 is transmitted
when the average energy is lower than the threshold; otherwise, bit 1 is
transmitted. Note that WiZig can use multiple energy levels to encode
multiple bits simultaneously and hence boost the throughput of the
CTC channel. In addition, it addresses the changing channel conditions
and introduces a rate adaptation algorithm, where the number of
energy levels and the length of a receiving window is adjusted to
optimize the CTC throughput. StripComm [207] further improves
the robustness of WiZig by introducing the Manchester Coding to
CTC transmissions. ZigFi [81] follows a similar approach as WiZig to
enable CTC from ZigBee to WiFi. Specifically, a ZigBee transmitter
defines time-slots and transmits a frame in a time slot to encode bit
1 or does not transmit any frame within a single slot to encode bit 0.
However, its authors claim that it is infeasible to reliably detect ZigBee
frames using RSS at a WiFi receiver since the bandwidth of the ZigBee
channel is much narrower than the WiFi channel. Therefore, they
propose to sense the presence of a ZigBee frame using the Channel
State Information (CSI) obtained from received WiFi frames, i.e., when
the ZigBee and WiFi frames are sent at the same time (i.e., they collide),
the ZigBee signal perturbs the amplitude and phase of the specific
WiFi subcarriers. Note that the CSI is estimated during a short time
(i.e., from WiFi frame preamble); hence the ZigBee frame (hence also
time slot duration) has to be long enough to overlap with multiple
WiFi frames so that the WiFi receiver can recover and synchronize with
the CTC slot structure. AdaComm [182] improves ZigFi by introducing
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a learning-based decoding method to cope with channel dynamics.
B2W2 [34] uses a similar approach as ZigFi to build a CTC channel
from BLE to WiFi. C-Morse [193] creates short (dot) and long (dash)
energy bursts by transmitting one or multiple WiFi frames with small
inter-frame intervals, respectively. Then, it combines multiple bursts
into two sequences to encode bits 0 and 1. The approach is similar to
the one used by HoWiES [205], however, here, the transmissions of
the bursts belonging to the same sequence (i.e., energy pattern) are
performed with predefined time intervals. GapSence [204] prepends
legacy packets with a short customized preamble containing sequences
of energy pulses. The length of silent gaps between them encodes the
CTC data. Such an approach requires dedicated hardware and is not
compatible with COTS devices.
In general, the energy modulation-based CTC approaches strive
to be transparent to upper protocol layers and can be implemented
with commercial wireless devices. However, they suffer from the
low data rate that usually does not exceed 1 Kbps. In Table. 2.1, we
present comparison of (maximal) data rates of the described CTC
schemes. The table also contains information about standard compliance and whether the prototypes were implemented with COTS or
Software-Defined Ratio (SDR) platforms. Note that the comparison of
the transmission reliability is not presented as some of the schemes
present only Bit Error Rate (BER), while the others Symbol Error Rate
(SER) or Frame Error Rate (FER).
Table 2.1: Comparison of the energy modulation-based CTC schemes.
Scheme

CTC Direction

Data Rate

Standard
Compliance

Implementation

Esense

WiFi → ZigBee

n/a

✓

COTS

HoWiES

WiFi → ZigBee

n/a

✓

COTS

DCTC

WiFi → ZigBee

760 bps

✓

SDR

ZigBee → WiFi

190 bps

✓

SDR

WiFi → ZigBee

200 bps

✓

SDR

ZigBee → WiFi

110 bps

✓

SDR

WiFi→ZigBee

31.5 bps

✓

COTS

EMF
FreeBee

ZigBee→WiFi

14.6 bps

✓

COTS

Bluetooth→WiFi

17.5 bps

✓

COTS

Bluetooth→ZigBee

17.8 bps

✓

COTS

SLEM

WiFi→ZigBee

10 kbps

×

SDR

WiZig

WiFi→ZigBee

154 bps

✓

SDR

StripComm

WiFi→ZigBee

1.1 kbps

✓

COTS

ZigBee→WiFi

78 bps

✓

COTS

ZigFi

ZigBee→WiFi

215.9 bps

✓

COTS

AdaComm

ZigBee→WiFi

229 bps

✓

COTS

B2W2

Bluetooth→WiFi

3.1 kbps

✓

SDR

C-Morse

WiFi→ZigBee

936 bps

✓

SDR

ZigBee→WiFi

215 bps

✓

SDR

WiFi→ZigBee

n/a

×

SDR

GapSence
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2.4.2

Signal-Level CTC

The second class of CTC approaches known as signal-level CTC reuses
the waveform of native technologies or proposes a simple signal
modulation scheme to achieve high data-rate communication between
heterogeneous devices. Specifically, the signal emulation technique
focuses on the generation of a foreign waveform (e.g., ZigBee frame)
in a heterogeneous transmitter (e.g., WiFi device), while cross-decoding
technique enables demodulation and decoding of a foreign waveform
at a heterogeneous receiver. Moreover, using the signal emulation
technique, it is possible to generate CTC waveforms based on a simple
modulation scheme that can be detected and decoded at a receiver
adhering to heterogeneous technology. The details of those three
techniques are presented below.
Signal Emulation: Recently, it was shown that the wireless signal of
one wireless technology might be effectively emulated (i.e., generated)
by a transmitter adhering to heterogeneous technology if special care
is taken to correctly select symbols (i.e., constellation points). As the
used symbols are dependent on the payload bits, the transmitter emulates the desired waveform by selecting the frame payload, i.e., the
required waveform (with a preamble, headers, and data payload of
the targeted technology) is produced from the data payload bits after
traversing the transmission chain. In general, an advanced technology
(e.g., WiFi) has enough degree of freedom in its signal modulation to
emulate a complete waveform of simple and narrowband technology
(e.g., ZigBee or Bluetooth). The emulated signal follows the standard
of simple technology, and hence it can be directly demodulated without a need for hardware or software modifications. However, as the
signal cannot be emulated perfectly (i.e., it can be only approximated),
the bit error rate is usually higher compared to the case of a regular in-technology transmission (e.g., the frame reception ratio of the
WeBee CTC scheme is around 50% [124]). Nevertheless, as the native
technologies add redundancy (i.e., some extra data) to transmitted
messages through the usage of the channel coding, the signal distortions introduced by the emulation technique are tolerable, and the
successful CTC operation is possible. Note that the signal-level CTC
techniques significantly increase the throughput compared to energy
modulation-based CTC approaches as they operate with the standard
data rates of the emulated technology (e.g., 250 Kbps in the case of
emulation of Zigbee signal).
The signal-emulation CTC was proposed by WeBee [124] that enables a commercial WiFi device to transmit (i.e., emulate) a ZigBee
signal by proper selection of its frame payload bits. WeBee operates
with data rates of ZigBee but suffers from a high packet error rate
due to the inherent distortions of the emulated signal. TwinBee [31]
improves WeBee in terms of reliability by recovering chip errors in-
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troduced by imperfect signal emulation. Specifically, TwinBee uses
two components: chip-combining coding and soft mapping. The former targets recovering the Cyclic Prefix (CP) related and boundary
errors. The latter helps to reduce QAM quantization errors. LongBee [125] builds on top of WeBee and concentrates the transmission
energy into a narrow band channel (i.e., 5 MHz) by down-clocking
the standard operations of WiFi (i.e., 20 MHz) to extend the communication range. Note that besides the default full-clocked 20MHz
operation, IEEE 802.11-2007 standard [93] supports the OFDM-based
PHY with two down-clocked operations, namely, 10MHz (half-clocked)
and 5MHz (quarter-clocked) sampling-rate. The down-clocking operation is supported in many commercial WiFi devices (e.g., Atheros
5414). Moreover, the IEEE 802.11ah standard [165] uses the 802.11a/g
physical layer that is down-clocked to one of the flexible bandwidths,
i.e., 1MHz, 2MHz, 4MHz, 8MHz, and 16MHz. Hence, although implemented with the SDR platform, the LongBee can be potentially
deployed with COTS hardware. WIDE [80] proposes digital emulation
to generate the binary phase shift sequence of ZigBee’s signal and
achieve CTC from WiFi to ZigBee. Specifically, the authors leverage
the fact that a ZigBee receiver relies on the phase shift modulation
to decode symbols rather than the shape of the analog time-domain
waveform. In other words, the emulation of the analog signal is not
needed, as it is enough to generate a waveform that follows a phase
shift modulation. Many phase sequences satisfy the requirement of
phase shift modulation. Therefore, the authors design an appropriate
phase sequence with relatively small emulation errors to achieve a
reliable CTC. Using a similar technique, in BlueBee [97] a Bluetooth
device emulates the signal of ZigBee. Specifically, it selects the proper
Bluetooth frame payload in order to emulate a legitimate ZigBee frame.
ULTRON [27] is an emulation-based CTC approach, which allows embedding a valid WiFi CTS frame in LTE transmissions for the purpose
of cross-technology channel reservation. Specifically, the content of
an LTE frame (which produces a valid CTS frame after traversing the
LTE TX chain) is predetermined once and prepended to every LTE
BS transmission to trigger the virtual channel reservation mechanism
of co-located WiFi nodes. This way, ULTRON is not a generic CTC
approach as it only targets a specific application.
Cross-Decoding: LEGO-Fi [82] and XBee [95] use a cross-decoding
technique to realize the CTC at the receiver side for the case of ZigBeeWiFi and ZigBee-Bluetooth, respectively. The cross-decoding exploits
that the WiFi/Bluetooth receiver’s signal processing capability offers
enough flexibility to process a ZigBee frame and pushes the complexity of CTC signal decoding to the receiver (RX) side (conversely to the
signal emulation). Specifically, the ZigBee signal leaves distinguishable
features when passing through the WiFi/Bluetooth RX chain. There-
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fore, the signal sequences demodulated by a heterogeneous receiver
can be mapped to symbols of the native technology.
Note that a receiver puts the signal received on RF front-end to the
RX chain only after being notified about an incoming transmission
(e.g., by preamble-based frame detection logic in WiFi). In XBee, a
ZigBee receiver uses an emulation technique to encode BLE preamble
in front of the CTC frame. This way, it makes the BLE receiver recognize the ZigBee frame as a valid BLE frame and put it further into the
demodulation and cross-decoding. LEGO-Fi extends the WiFi’s RX
chain with extra processing blocks to enable detection of the ZigBee
preamble. If the ZigBee preamble is detected, LEGO-Fi proceeds with
cross-decoding. To this end, it reuses some blocks of the WiFi RX chain
(e.g., quadrature demodulator) and maps the demodulated phase shift
sequences to ZigBee symbols.
Along with the emulation-based approaches, the cross-decoding
technique allows accomplishing high data-rate bidirectional CTC
based on the transmission of native radio waveforms.
Simple Modulation Scheme: Finally, there are CTC approaches that
do not emulate heterogeneous waveforms but can generate waveforms
carrying CTC data based on a simple modulation scheme that is understandable by both involved parties. In SymBee [180], a ZigBee
node transmits carefully prepared payload (similar as in emulation
technique) to create phase patterns detectable by a WiFi receiver. On
the WiFi side, authors reuse the idle listening mechanism that continuously processes any incoming signal and searches for a WiFi frame.
Although SymBee remains fully compatible with both standards and
non-disruptive to their operation, it cannot be deployed using COTS
WiFi as the output signal from the idle listening mechanism is not
exposed.
Table. 2.2 presents comparison of the signal-level CTC schemes.
The table contains information about CTC data rate, frame reception
rate (FFR), standard compliance, and whether the prototypes were
implemented with COTS or SDR platforms.
Table 2.2: Comparison of the signal-level CTC schemes.
Scheme

CTC Direction

Data Rate

FRR

[Kbps]

*

Standard
Compliance

Implementation

WeBee

WiFi → ZigBee

250

≈50%

✓

COTS

TwinBee

WiFi → ZigBee

250

≈99%

✓

COTS

LongBee

WiFi → ZigBee

250

⩾90%

✓

SDR

WIDE

WiFi → ZigBee

250

≈86%

✓

SDR
COTS

BlueBee

Bluetooth → ZigBee

250

≈90%

✓

LEGO-Fi

ZigBee → WiFi

250

≈90%

×

SDR

XBee

ZigBee → Bluetooth

250

≈80%

✓

COTS

SymBee

ZigBee → WiFi

31.25

BER⩽30%

✓

SDR

ULTRON*

LTE-U/LAA → WiFi

6500

⩾98%

✓

SDR

ULTRON is not a generic CTC scheme.
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2.4.3

CTC as Enabler for Collaboration

The CTC has the potential to bring a plethora of benefits and applications by enabling diverse technologies to interact with each other
seamlessly. The first motivation for CTC was to get rid of expensive multi-radio gateways and enable smartphones equipped with
WiFi interface to directly control Internet of Things (IoT) devices (e.g.,
light bulbs) that usually employ simpler technologies like ZigBee and
Bluetooth. Yan et al. [148] CTC was used for data dissemination and
collection among heterogeneous IoT devices.
Recently, the CTC was also successfully applied to improve coexistence efficiency. Zhimeng et al. [194] exploit CTC to coordinate
channel access between WiFi and ZigBee nodes and hence combat
cross-technology interference. Specifically, in their approach, a WiFi
AP reserves the channel for a ZigBee node by generating a CTS frame
and immediately notifying the ZigBee node about the following silent
period over the CTC channel. The cross-technology virtual channel
reservation was first proposed in [27] for the case of unlicensed LTE
and WiFi, where LTE BS generates a valid CTS frame using signal
emulation technique. Another CTC application is cross-technology
time synchronization [77, 196], which enables synchronizing clocks of
heterogeneous wireless nodes with high accuracy directly over the air
interfaces. Therefore, the implementation of a cross-technology time
division multiple access (TDMA) scheme is possible. Esense [28] uses
CTC to discover interfering links between heterogeneous nodes (i.e., to
build interference maps). Finally, one can think of applications aiming
to reduce the power wastage in dense network deployments [59]. Here
a device equipped with diverse wireless interfaces may aggressively
switch most of them off during low activity periods, whereas a crosstechnology wake-up radio can be used to switch them on in the case
of increased demand.
We believe that thanks to the CTC, co-located heterogeneous networks can collaborate with each other and negotiate the spectrum
usage. However, to create useful applications on top of CTC, one
requires the existence of a collaboration protocol that describes the
semantic and syntactic of the communication language (including the
format of available frames, addressing scheme, etc.). Unfortunately,
most of the CTC schemes provide only a data pipe, that can carry
arbitrary data, i.e., the work stops after the design of the CTC data
pipe and its evaluation in terms of BER and/or FER. In the case
of signal-level CTC approaches, the problem of node addressing is
solved inherently as the transmitter uses the real frame structure of
the heterogeneous technology and the real address of the targeted
heterogeneous device. However, the development of collaboration
protocols that run on constrained CTC links (e.g., in terms of data
rate) is still an open issue.
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Over the last two decades, wireless technologies have evolved into
very complex and advanced systems. Specifically, in each generation,
those systems include new mechanisms that aim to improve their
performance. Each mechanism, however, comes with a plethora of
parameters to be set correctly to achieve the required results, e.g.,
Khorov et al. [101] shows that depending on the combination of Resource Unit (RU) assignment in 802.11ax, the network throughput
may vary between by more than 100% (i.e., between 100 and 280 Mbps
in the considered scenario). Usually, multiple parameters have to be
tuned together to achieve the best performance in specific use-cases.
This is not a trivial task as the dependencies between the parameters
and their joint optimization might have a highly non-linear impact
on the network performance. Furthermore, the parameters have to be
quickly adapted in response to changing wireless propagation conditions, traffic fluctuations, and diverse QoS requirements. Finally, the
level of complexity is even further increased in coexisting networks,
where diverse parameters have to be tuned across multiple nodes.
Due to those issues, the traditional radio resource management
algorithms may fail to guarantee a reasonable performance level across
all scenarios. We believe that the learning-based approaches can help
us to manage the increased complexity of today’s wireless networks.
Specifically, instead of engineering closed-formed control solutions
(usually based on over-simplified models), in those approaches, an
agent learns the best behavior from interactions with the environment.
The family of learning-based approaches covers Stochastic Convex
Optimization (SCO) and more advanced techniques as reinforcement
learning (RL). In the SCO, an agent tries to find the best parameter
values using the stochastic gradient descent (SGD) method and iteratively optimizes a given convex utility function. While in RL, an agent
interacts with the environment and reinforces (or inhibits) particular
patterns (i.e., policy) of behavior depending on the resulting reward
(or penalty). In the following subsections, we briefly describe both
techniques.
2.5.1

Stochastic Convex Optimization

A Stochastic Convex Optimization deals with minimizing of the expected value of a function F(x, ξ) that is convex in x ∈ Rd where ξ is
some random vector:
Find x∗ = argmin f(x) := E(F(x, ξ)).
x∈K

The setup is that one has access to sample values of F(x, ξ).

(2.1)
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If one could measure the gradient ∇f(x) of the function, one could
use a gradient descent algorithm where the parameters at the t-th
iteration, xt , are updated according to xt+1 = xt − ηt ∇f(x), where
ηt is the step size at iteration t. However, in practical scenarios there
is no access to the actual gradient ∇f(x). Accordingly, the stochastic
gradient descent (SGD) algorithms rely on constructing noisy gradient estimates g˜t using the observed performance metrics, which are
then used to adjust the parameters according to xt+1 = xt − ηt g˜t .
The Kiefer-Wolfowitz (KW) algorithm [103] is a two-point gradient
estimation procedure that combines two function evaluations with
perturbed values of its variable to compute the gradient estimate.
The simultaneous perturbation stochastic approximation (SPSA) algorithm [163] is an extension of the KW algorithm towards multivariate
problems. Specifically, in SPSA, the partial derivatives with respect
to the different variables are estimated by simultaneously perturbing
each variable by an independent and zero-mean amount, instead of
perturbing the variables one at a time.
2.5.2

Reinforcement Learning

Reinforcement Learning (RL) is one of three basic machine learning
paradigms, alongside supervised and unsupervised learning, and is
being already used in robotics for years as it allows the design of
sophisticated control algorithms [107]. The main advantage of RL is its
ability to learn to interact with the surrounding environment based on
its own experience. Fig. 2.2 shows an overview of the learning process
that is as follows:
1. An agent observes the current state of the environment.
2. Based on the observation and its policy, the agent selects and
executes an action in the environment.
3. The environment, in turn, returns a reward associated with this
specific action in the particular state.
4. The agent updates its policy based on the obtained reward.
The way an environment transforms the agent’s action taken in the
current state into the next state and a reward is unknown. Hence,
the agent’s main goal is to learn a policy to select the best action
from its action set and maximize its cumulated reward. The learning
is performed using a trial and error approach with the feedback
(i.e., reward) obtained from the environment. The policy is simply a
function that maps states to the actions. In a simple case, the policy
can be imagined as a look-up table that stores the mapping between
the observed state of the environment to the best action. However, in
real use-cases, the number of possible states (i.e., observation space) is
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Reward Rt+1
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Take action
At

Environment

Observe state St+1

Figure 2.2: Reinforcement Learning.

enormous (if not infinite), thus the simple approach with the look-up
table is not feasible. For this reason, RL agents often make use of very
complex neural networks (NN) that consist of multiple neuron layers.
Such networks are commonly called Deep Neural Networks (DNN),
hence the machine learning subcategory is called Deep Reinforcement
Learning. DNN approximates the policy function, and during the
learning process, its internal parameters are tuned to find the best
approximation. The learning is an iterative process during which a
solver follows a gradient search that leads to smaller errors of the
approximation. The output of this learning is a policy that defines a
∏︁
distribution over actions conditioned on states, i.e., (action|state).
2.5.3

Software Toolkits for Learning-based Approaches

Here, we provide an overview of tools that simplify the development
and training of learning-based algorithms.
Numerical Computation Libraries: In recent years, the task of developing and training the neural networks was simplified by the
emergence of numerical computation libraries. For instance, Keras1
provides a high-level Python API allowing to create and optimize
even a very complex neural network in just a few lines of code. Keras
runs on top of TensorFlow2 [4] that allows representing numerical
computation as a data flow graph, i.e., nodes represent mathematical
operations, while edges represent the multidimensional data arrays
that flow between them. Finally, with only minor changes, TensorFlow
allows performing the computations on a single CPU and GPU as well
as distributed clusters of them using the same code.
OpenAI Gym: OpenAI Gym [20] is a Python-based toolkit for developing and comparing learning-based algorithms. It provides a simple
API that unifies interactions between an agent and an environment.
Specifically, any environment can be integrated into the Gym as long
as all the observations, actions, and rewards can be represented as
structured (e.g., vector or map) numerical data. Note that Gym makes
1 https://keras.io/
2 https://www.tensorflow.org/
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no assumptions about an agent’s structure (just provides input data
and action knobs) and is compatible with any numerical computation library. Based on the unified interface Gym provides access to a
collection of standardized environments. The framework was already
integrated with various environments in areas ranging from video
games (e.g., Ping-Pong) to robotics [20, 145, 146].
Reference RL Agents: The replication of the published RL algorithms
is a challenging task, especially for people entering the machine learning area. Usually, they are very complex, and even a small difference
(e.g., bug) in the implementation may affect their performance. Releasing a code repository along with the published paper is a good
practice, however, still not the case for most publications. Fortunately,
recently the high-quality reference implementations of RL algorithms
have become available [48, 53, 127]. Researchers can use them as a
base and apply them to the problems in their respective areas.
2.5.4

Learning to Collaborate

The success of learning-based approaches comes from its applications
in single-agent domains where training is much easier than in multiagent domains. Specifically, when an environment is not updating
its strategy (so-called stationary environment), an agent can learn from
its own past experience. In the case of multiple agents, each agent
is changing its behavior (i.e., policy) as training progresses, and the
environment (formed by all agents) becomes inherently non-stationary
from the perspective of any individual agent.
Nevertheless, there are many important applications that involve
interaction between multiple agents, where emergent behavior and
complexity arise from agents co-learning together, e.g., multi-robot
control or multi-player games. Specifically, in such environments, a
number of distributed agents repeatedly interact with each other while
trying to achieve some goal. The nature of the interaction between
agents can be collaborative, competitive, or mixed, while agents might
share the goal or multiple individual goals may exist. The key feature
in this problem is that to each agent, the environment consists of all
other agents who are simultaneously making sequential decisions.
Hence, each agent’s reward depends not only on their own action but
also on the joint action of all other agents. Moreover, in the multi-agent
scenario, usually, each agent has access to local information (i.e., its
own observations), and the synchronization of the global knowledge
might be subject to delays, errors, or might not be possible at all due
to missing communication channels.
The traditional reinforcement learning approaches are poorly suited
to multi-agent environments. Those environments are better addressed
with distributed optimization and learning techniques. Lowe at al. [130]
proposes a framework of centralized training with decentralized ex-
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ecution, where agents use extra information (i.e., global knowledge)
to ease training but only local information during the execution time.
This way, the agents can approximate models of other agents and
effectively use them in their own policy learning procedure. Based
on the proposed framework, the authors show that distributed agents
can learn collaborative and competitive behavior.
The heterogeneous wireless networks are a great example of a multiagent environment. Specifically, distributed wireless nodes are coupled
with each other through shared radio resources and usually are competing for them. They have diverse capabilities and objectives (e.g.,
high throughput, low latency, or low energy consumption). Moreover,
due to the nature of wireless propagation, each node has its own local
view of the network state, and the potential exchange of information
consumes resources. We believe that the proposed multi-agent learning algorithms might be successfully applied in the area of coexisting
heterogeneous networks, so they can learn to collaborate and help
each other achieve their goals.
2.5.5

Learning in Wireless Networks

Recently, we have seen a boom in the usage of machine learning in
general and RL in particular for the optimization of communication
and networking systems ranging from scheduling [11, 35], resource
management [135], congestion control [108, 123, 186], routing [172]
and adaptive video streaming [136]. Each proposed approach shows
significant improvements compared to traditionally designed algorithms. However, to reach such a superb level, an RL control agent
requires much training (i.e., interactions) with an environment to
learn the best policies. Similarly, the recent advancements in the image
recognition area have been enabled by the rise of large labeled datasets
(e.g., ImageNet [46]). Due to the lack of alternatives, many research
groups engineer and use their custom training environments using
network simulators or testbeds. For example, Komondor [13] is a lowcomplexity wireless network simulator for the next-generation highdensity WLANs, including support for novel WLAN mechanisms like
dynamic channel bonding (DCB) or spatial reuse. In addition, Komondor permits including intelligent ML-based agents in the wireless
nodes to optimize their operation based on an implemented learning
algorithm. Komondor is focused only on simulating WLAN operation
and does not provide detailed models of other protocol stack layers
nor different wireless technologies. This limits the potential of ML
for cross-layer control/optimization or cross-technology collaboration.
Chinchali et al. [35] presented another custom-built network simulator
using OpenAI’s Gym environment in order to study the scheduling
of cellular network traffic. Building new simulators from scratch is
not needed as there are already widely accepted tools available. In the
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following section, we provide a brief description of the ns-3 network
simulator that might be reused as a training environment for agent
learning purposes.
2.5.6

ns-3 Network Simulator

ns-3 [214] is a discrete-event network simulator for networking systems, targeted primarily for research and educational use. It is an
open-source project developed in C++ using an object-oriented programming model.
ns-3 tries to reflect the reality as close as possible. Therefore it uses
several core concepts and abstractions that map well to how computers
and networks are built, i.e., a Node is a fundamental entity connected
to the network. It is a container for Applications, Protocols and
Network Devices. An application is a user program that generates
packet flows. A protocol represents a logic of network and transportlevel protocols (e.g., TCP, OSRL routing). A Network Device is an
entity connected to a Channel that is the basic communication subnetwork abstraction. As in the real-world, in order to build a network
system, one has to perform a set of tasks, including installing network
devices in nodes and connecting them to channels, allocating proper
MAC addresses, configuring the protocol stacks of all nodes, etc. ns-3
provides a set of functions (so-called helpers) that simplifies the tedious
work behind an easy to use API.
The introduced abstractions came with the unified interfaces between entities, which allowed researchers to work in parallel on different parts of the protocol stack without any problems during integration, e.g., any application can send packets over Ethernet or WiFi
network devices. Based on the core concepts, the ns-3 community
developed a vast set of networking protocols (e.g., IP, TCP, UDP) and
communication technologies (e.g., Ethernet, WiFi, LTE, WiMAX) with
detailed modeling of physical layer operations. Furthermore, ns-3 offers a variety of statistical models for wireless channels, mobility, and
traffic generation. In addition, ns-3 can interact with external systems
(e.g., real-time LTE testbed [84]), applications (e.g., using direct code
execution technique [168]) and libraries (i.e., Click [167]).
Finally, ns-3 also provides generic tracing and attribute configuration
subsystems. The former signals state changes in a network model
and allow monitoring of the internal state and parameters of any
entity (e.g., node, protocol, device) in a simulation. The latter allows
controlling parameters and attributes of those entities at run-time.
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Cross-Technology Communication (CTC) paves a way toward explicit
collaboration as it enables direct communication between co-located
heterogeneous networks. Specifically, using CTC, the networks may
simply exchange information about their current traffic conditions,
negotiate a fair air-time usage [64] or even coordinate channel access [194].
As discussed in the background chapter (§2.4), thanks to the recent advances in the CTC area, the CTC portfolio contains solutions
targeting mostly WiFi, ZigBee, and Bluetooth. Unfortunately, none
of them is directly applicable to WiFi and unlicensed LTE* which recently became competitors in the 5 GHz band and suffer from frequent
collisions and significant performance degradation under coexisting
scenarios (§2.1.5).
3.1

introduction

Consequently, in this chapter, we describe LtFi [68], a scheme that
enables a cross-technology communication between an LTE-U base station (BS) and co-located WiFi nodes. The scheme belongs to the family
of the energy modulation-based CTC solutions with the structured
energy pattern as classified in the background chapter (§2.4).
Fundamental for LtFi is the creation of a broadcast side-channel
on top of the LTE-U air interface that is decodable by legacy WiFi
interfaces. Specifically, LtFi exploits the fact the LTE-U transmissions
are structured in time (i.e., the signal is periodic as the LTE-U uses
duty-cycled channel access) and adopts this structure as a basis for
the creation of the CTC message-bearing energy pattern. The CTC
bits are encoded using the mechanism of subframe puncturing (i.e.,
Almost Blank Subframe), which stops (punctures) the transmission
for a short time (1-2 ms). The relative position of such punctures
within the LTE-U’s on-time is used to modulate information data on
the CTC channel. On the WiFi side, Commodity-off-the-Shelf (COTS)
hardware ability to monitor the MAC states allows distinguishing
between the reception of WiFi and non-WiFi signals. The latter is
used as input for the CTC receiver. The so established unidirectional
broadcast over-the-air CTC enables the LTE-U network to transmit
arbitrary information. For example, it might be used to announce
connection and identification information (e.g., the public IP address
of the LTE-U BS Management Unit) to co-located WiFi nodes, that,
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in turn, use this information to establish over-the-wired backhaul a
bidirectional control channel with the BS.
Contributions: Our key contributions are three-fold:
• We have designed the LtFi, an energy modulation-based CTC
scheme that enables over-the-air data transmission between
LTE-U BS and WiFi nodes. The solution features low complexity
and is fully compliant with LTE-U, and works with commodity WiFi hardware. Moreover, it can be easily integrated with
existing devices as it is only a software add-on.
• Our analytical results reveal that LtFi achieves the data rate up
to 665 bps. Here, using open-source LTE implementation and
commodity WiFi hardware, we have implemented LtFi prototype operating with a data rate of 100 bps. Our experimental
evaluation shows that LtFi operates successfully even at very
low received power level of -92 dBm.
• We have designed and evaluated extensions of LtFi that allow for
its operation in a multi-cell environment. Specifically, we target
the cross-technology neighbor discovery application, where WiFi
nodes try to determine with whom they are interfering.
3.2

system design

This section gives an overview of LtFi. First, we present the general
architecture of our LtFi system. Then in the following sections, we
give a detailed description of its components.
3.2.1

Architecture Overview

Fig. 3.1 shows how LtFi is integrated into LTE and WiFi systems. Note
that as LtFi is only an add-on to existing standards, it can be easily
integrated with already deployed devices by performing a software
update, i.e., no protocol changes are needed.
The most desired feature of LtFi is transparency, meaning that it
should not disturb the operation of higher layers in WiFi nor LTE-U.
Moreover, it should not introduce any additional overhead (like the
over-the-air transmission of additional control frames or signals) but
rather use the side-channel information to encode CTC data without
destroying the regular LTE-U frames.
The LtFi exploits the freedom to place the subframe puncturing into
LTE-U transmission assured in the LTE-U standard. Specifically, to
transmit the CTC information, LtFi modulates the puncturing position
during LTE-U’s on-time. The puncturing has a length of 1 or 2 ms, hence
the additional delay experienced by LTE-U data packets is negligible.
LtFi transmitter (TX) is interfaced with the LTE-U scheduler, which is

3.2 system design

TX
LTE Data

PDCP
LtFi-Air TX
RLC
Scheduler

LTE-U eNb

RX
WiFi Data

Receiver

Sender

TX
LtFi Data

RX
LtFi Data

LtFi-Air RX

MAC

MAC

MAC State
Samples

PHY

PHY

RSSI
Samples

WiFi

Figure 3.1: Integration of LtFi-Air-Interface into LTE-U eNB and WiFi – LtFi
requires an interface to the LTE-U scheduler as well as access to
WiFi MAC layer information.

responsible for managing available wireless resources, i.e., Resource
−
s = [s1 , s2 , ..., sk ]
Blocks (RBs). Specifically, the LtFi TX sends a vector →
of CTC symbols to the eNb scheduler. A CTC symbol si is represented
−
by the relative puncturing position, i.e., the eNb scheduler takes →
s
into its radio resource scheduling decision and stalls (punctures) its
transmission for 1-2 ms at the time points given in the CTC symbols.
Moreover, the interface between LtFi TX and eNb scheduler is used
to negotiate the LtFi symbol duration, the number of punctures per
symbol as well as the configuration of the length of a puncture. This
is needed to adapt to changing LTE-U traffic load (see §3.2.4) and/or
wireless channel conditions.
On the receiver side, a WiFi node, typically an AP, needs to decode
the LtFi CTC signal. As direct decoding of the LTE-U frames is not
possible due to incompatible physical layers, the LtFi receiver has
to detect and demodulate radio patterns based on received signal
strength (RSS) observation. This can be achieved using the spectrum
scanning capabilities of WiFi chipsets (e.g., Atheros). However, it
requires to obtain and process a large amount of spectral scan data.
Instead, we find a simpler solution, i.e., we utilize the possibility to
monitor the signal detection logic of modern WiFi cards (e.g., Atheros
802.11n/ac). Precisely, a WiFi network interface card (NIC) can monitor
the relative amount of time spent in the energy detection (ED) state
without triggering packet reception (RX), i.e., interference (Intf ) state,
which is entered when receiving of a strong non-WiFi signal. As LTE-U
is so far the only source of interference in the 5 GHz band, it is safe
to assume LTE-U being the non-WiFi signal. In order to detect the
relative position of the puncturing in the LTE-U’s on-time, the Intf
state is sampled with a sufficiently high rate, i.e., sample duration of
0.25 ms, and hence sampling frequency equals 4 kHz.
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Figure 3.2: Example of CTC data modulation at LTE-U side. Here a CTC
symbol encodes three bits.

Besides the already mentioned (de-)modulator, the LtFi’s TX/RX
chain contains modules for preamble detection and cyclic redundancy
check. The preamble is used to mark the start of the LtFi frame,
while the error detection using CRC is required to provide reliable
communication over a noisy channel.
3.2.2

Data Modulation

This section describes the basics of LtFi’s modulation techniques. As
already described in the Background (Chapter 2), in order to coexist
with WiFi, a LTE-U BS has to preempt (puncture) its transmission after
at most 20 ms, but additional interruptions are allowed. We use such
basic 20 ms chunk of LTE-U transmission to encode one LtFi symbol
by modulating the puncture’s relative position within the transmission
duration. Note that the interruption in transmission (puncturing) do
not contribute to the on-time of LTE-U, and the remaining data have
to be transmitted in additional chunks.
For the sake of clarity of presentation, we here describe the simplest
modulation process assuming that the LTE-U BS has buffered enough
data, and we use only a single puncture for encoding CTC data.
Without loss of generality, in Fig. 3.2, we present a single LtFi symbol
with 20 ms duration that consists of 18 ms of LTE-U’s transmission
and one puncture of 2 ms. We use the 1-out-of-N encoding. Therefore,
there are eight possible puncturing positions, which allows for the
encoding of three bits in one LtFi symbol. Note that puncturing is
not possible at the beginning and at the end of the transmission as
it would only shorten the LTE-U’s transmission instead of creating
coexistence gaps.
3.2.3

Frame Synchronization & Demodulation

The input to LtFi receiver is a signal created based on the observation
of the relative amount of time the WiFi NIC spent in specific states,
namely, i) idle, ii) receive (RX), iii) transmit (TX) and iv) interference
(Intf ) — see Fig. 3.3.

3.2 system design

Relative Dwell Time

MAC States Distribution
1.00
Intf
Tx
Rx
Idle

0.75
0.50
0.25
0.00

0

5

10

15

20
Time [ms]

25

30

35

40

Figure 3.3: Visualization of an example WiFi MAC states distribution.
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Figure 3.4: Example of a received signal and the demodulation at WiFi side.

Fig. 3.4 shows an example of received Intf signal in a clean channel,
while the pseudo-code of the algorithm used for synchronization and
demodulation is shown in Listing 2. Unfortunately, in practice, the Intf
signal is noisy and has to be cleaned. For this purpose, we employ
the other three states (lines 11-12). The preamble detector is based on
calculating the cross-correlation (line 16) between the known preamble
pattern and the received signal. When the value of the computed crosscorrelation exceeds a predefined threshold τp (line 17), the receiver
assumes it has just detected a preamble (i.e., it is synchronized with
the beginning of the frame) and starts decoding CTC symbols (lines 2129). The receiver might still restart decoding if the preamble detector
computes a higher cross-correlation value (line 19). The CTC symbol
decoding is performed in the following way: the receiver computes
the cross-correlation to each valid symbol and takes the one with the
highest value. Each symbol is afterward de-mapped to bits — see an
example in Fig. 3.4. The receiver continues until it decodes all symbols
of the fixed-length LtFi frame. Note that the LTE-U cycle length has to
be known a priori or discovered automatically as proposed in [142].
3.2.4

Load-Aware Adaptive Coding Scheme

Previously, we assumed that the LTE-U BS has saturated traffic, i.e.,
there is enough data so that one LtFi symbol of 20 ms duration is sent
in each LTE-U cycle. In practice, however, as network traffic is bursty
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Algorithm 1: LtFi air-interface receiver (preamble detection and
demodulation).

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

21
22
23
24

Input: Tc
▷ LTE-U cycle duration
Input: ∆t = 250 µs
▷ Sampling interval → fs = 4 kHz
Input: EDt , RXt , T Xt , IDLEt The amount of time spent in each MAC
state during last ∆t
Input: τ1 , τ2 , τ3 ∈ ⟨0, 1⟩
▷ Thresholds for signal cleaning
Input: τp
▷ Preamble Detection Threshold
Input: P = {p1 , . . . , pN }
▷ Preamble Reference Signal
Input: M1 , . . . , Mk
▷ Set of k possible LtFi symbols
Input: L
▷ LtFi frame length
Tc
W ← ∆t
▷ Window Size (i.e., samples in LTE-U cycle)
N ← 4W
▷ Preamble Length
t0 ← 0
▷ LtFi Symbol Start Marker
s←0
▷ Synchronization Flag
R←0
▷ Cross-correlation of last synchronization
l←0
▷ Number of decoded symbols
F ← {}
▷ Decoded bits of frame
while True do
t ← t+1
▷ For each new sample
Intft ← EDt − RXt
St ← Intft
▷ Interference signal (i.e., LTE-U)
St [St > τ1 ] = 1; St [1 − St > τ2 ] = 0
▷ Signal cleaning
St [RXt > τ3 ] = 0; St [T Xt > τ3 ] = 0; St [IDLEt > τ3 ] = 0
St = St − 0.5
▷ Remove DC for better CC properties
P̃ ← St−N , . . . , St
▷ Last N samples of recv. signal
∑︁N
r = ⟨P, P̃⟩ = i=1 pi × p̃i
▷ Preamble Detector
if r ⩾ τp and s = 0 then
s ← 1; R ← r; t0 ← t ▷ Preamble detected → synchronization

if r ⩾ R and s = 1 then
R ← r; t0 ← t; l ← 0; F ← {} ▷ Re-synchronization with higher
CC
if s = 1 and t − t0 = W then
l ← l + 1; t0 ← t
M̃ ← St−W , . . . , St
▷ Received LtFi symbol
∑︁W
k
k
⟨M̃, M ⟩ = i=1 mi × m̃i
▷ Cross-correlation (CC)
k∗ = argmax(⟨M̃, Mk ⟩)
▷ Symbol with highest CC
k

25
26
27
28
29

∗

B = map(Mk )
F ← {F, B}
if l = L then
yield F
l ← 0; s ← 0; F ← {}

▷ Symbol-to-bit mapping
▷ Append bits to frame

(e.g., adaptive video streaming), the duration of the LTE-U’s on-time is
expected to be variable.
To deal with the issue of variable duty cycles, we introduce the
Load-Aware Adaptive Coding Scheme that selects the proper symbol
length and number of punctures depending on the network load in
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the LTE-U network. In Table 3.1, we show the LtFi symbol lengths
together with the number of available puncture positions as well as
the number of bits that can be encoded using single puncturing of
1 ms. Note that without affecting its throughput, an LTE-U BS may
use cycle and on-time of longer duration (i.e., the same duty-cycle)
to create a LtFi symbol encoding more bits. Here, we use 1-out-of-N
encoding, but it is also possible to encode more bits if we introduce
more punctures within the LTE-U’s transmission. We evaluate such
cases in the following section.
Table 3.1: Available LtFi Symbol Lengths.

3.3

Min LTE-U

Max LTE-U

Available

Number of

on-time

on-time

puncture positions

encoded bits

4

5

2

1

6

9

4

2

10

17

8

3

18

20

16

4

transmission rate analysis

In this section, we provide a theoretical analysis of the achievable data
rate of the LtFi CTC channel. Note that an LTE-U BS has to apply one
puncture within its continuous transmission of the maximal duration
of 20 ms. Here, we adopt that 20 ms transmission chunks as the LtFi
symbols. Moreover, we assume operation at high SNR, i.e., the WiFi
receiver can detect and decode CTC signals with high probability.
We define z as the number of 20 ms LTE-U transmission chunks (i.e.,
LtFi symbols) present during a single cycle with a duration of Tcycle .
Inside the symbol, we can add up to k punctures of 1-2 ms duration
to encode CTC data bits. The number of available LtFi symbols M
grows with the number of puncture position combinations and can be
computed as the binomial coefficient (3.1), where n is the number of
possible puncturing positions. Hence, by increasing k more bits can
be encoded into a single LtFi symbol. Therefore, the LtFi data rate can
be computed using the following equations:

M=

(︃ )︃
n
n!
, 0⩽k⩽n
=
k!(n − k)
k
⌊log2 (M)⌋ · z
R[bps] =
Tcycle

(3.1)
(3.2)

Note that when increasing k the LTE-U BS has to send its remaining
data in additional chunks that can be used to create additional LtFi
symbols (i.e., z grows) still within the same LTE-U cycle.

51

cross-technology communication for lte-u and wifi

LtFi CTC Data Rate [bps]

52

on-time:20ms
on-time:30ms
on-time:44ms

600

400

200

0
0

1

2
3
4
5
6
7
Number of punctures in LtFi frame

8

9

Figure 3.5: Analytical results of the LtFi data rate.

Fig. 3.5 shows the data rate of the LtFi air-interface with increasing
number of punctures (k ∈ {0, 1, .., 9}) of 1 ms duration for different
values of LTE-U on-time and period of 90 ms. Here, we use only the
LtFi symbols of 20 ms duration. We can observe that for large k and
on-time of 44 ms a data rate of up to 665 bps can be achieved. For
a shorter on-time of 20 ms the data rate is between 44 and 166 bps
depending on the number of punctures per symbol k. The transitions
between the different number of LtFi symbols within the LTE-U cycle
(z), caused by the introduction of additional punctures, can be easily
noticed.
3.4

prototype implementation

This section gives a brief overview of the LtFi prototype.
3.4.1

LtFi Transmitter

The LtFi transmitter was implemented using srsLTE [74], which is
an open-source software-based LTE stack. It runs on a host machine
and generates a waveform that is sent to Ettus USRP (X300 in our
case) for over-the-air transmission. As LTE-U is not supported in the
public srsLTE repository, we applied several modifications to the eNB
code. Specifically, we have implemented LTE-U’s duty-cycled channel
access scheme, where we can program the duration of on and off-time
of single LTE-U cycle as well as inject multiple punctures during the
on-time. In addition, we provide a Python-based application that hides
the complexity of the LtFi transmitter (including data modulation and
preamble/CRC generation) behind a simple API allowing for sending
messages. The application translates the message into the chain of
CTC symbols and passes it to the eNB scheduler. Moreover, we have
exposed a function for controlling the RF gain of the USRP that allows
us to set the different transmission power level of LTE-U BS.

3.5 experimental evaluation

WiFi BSS
AP / LtFi Rx

BS / LtFi Tx

STA

UE

Figure 3.6: Experiment setup – LTE-U BS (left) with co-located two WiFi BSSs
(right).

3.4.2

LtFi Receiver

For the WiFi node, we have selected off-the-shelf equipment using
Atheros AR95xx chipset as it allows direct monitoring of the signal
detection logic of the WiFi NIC at a very fine granularity level. More
details on Atheros signal detection logic can be found in [142] and the
patent from Atheros [92]. We sample the Atheros registers with a rate
of 4 kHz and process the data in blocks of 1 s window sizes. For this
purpose, we migrated the RegMon tool [90] to SMP systems (Ubuntu
16.04) and provided a patch to the upstream ath9k wireless driver.
Moreover, we replaced the ring buffer in RegMon with a relay file
system (relayfs) as it provides an efficient mechanism for transferring
large amounts of data from kernel to user-space. The LtFi receiver
is implemented entirely in Python language. It runs in real-time,
occupying only up to 15% of a single core of Intel i5-4250U (1.30 GHz)
CPU time.
3.5

experimental evaluation

The experiment setup consists of a single LTE-U BS and two WiFi BSSs
(i.e., AP with associated STA). LtFi runs on one of the WiFi APs, placed
2 m away from the LTE-U BS. The second BSS is used for background
traffic generation. During the experiment, the transmission power of
the LTE-U BS (hence LtFi TX) was varied. The LTE-U CSAT period
(Tcycle ) and on-time duration was set to 40 ms and 19 ms (i.e., z = 1
and n = 16), respectively. With such configuration and using a single
1 ms long puncture (k = 1), LtFi achieves a transmission data rate
of 100 bps, i.e., there are 25 LTE-U cycles in one second, and in each,
we can encode 4 bits using 1-out-16 encoding. The transmitted LtFi
frame consists of 4 preamble symbols, 4 bytes of data payload (8 LtFi
symbols) and 2 bytes of CRC sum (4 LtFi symbols). Therefore, the
frame accommodates 16 LtFi symbols in total and lasts for 40 × 16 =
640ms. Therefore, the payload throughput equals 1000ms
640ms × 4 ∗ 8bit =
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50bps. Note that the throughput can be improved by extending the
payload duration while keeping the preamble size fixed.
As the performance metric for the LtFi air-interface, we selected
the LtFi Frame Error Rate (FER) and LtFi Symbol Error Rate (SER).
We measured both values for different received signal strength levels
of the LTE-U signal at the LtFi-enabled WiFi node in three different
scenarios, namely:
1) Clear Channel: the wireless channel was free from WiFi traffic
and only the LTE-U BS was transmitting during its on-time. The
four WiFi nodes were idle.
2) Background Traffic: similar to the first scenario, except that the nonLtFi WiFi BSS was generating WiFi background traffic. We distinguished between two cases, namely, i) light (UDP 10 Mbit/s)
and ii) heavy (backlogged TCP) traffic.
3) WiFi AP DL: similar to scenario 1, except that the LtFi-enabled
AP itself was generating traffic to its client station. As in the
second scenario, we have two cases with light and high load.
The Clear Channel scenario represents the simplest environment for
LtFi due to the absence of any other signal except the LTE-U. The
Background Traffic is more challenging as the LtFi RX node receives
a mix containing both LTE-U and WiFi signals. The last scenario,
WiFi AP DL is the worst case as the LtFi-enabled AP is additionally
transmitting itself WiFi traffic and thus — due to the half-duplex
constraint — is temporarily unable to receive the LtFi signal.
In order to ensure statistical significance, each presented result
is calculated based on the transmission of 103 LtFi frames. As the
confidence intervals are very small, we decided not to show them in
the figures to improve the readability.
Fig. 3.7 shows the FER for the three different scenarios. We can
see that the LtFi air-interface can operate close to the receive signal
strength required for energy detection based carrier sensing (i.e., the
standard value in WiFi equals -62 dBm). For example, in Clear Channel
scenario a power level of -60.5 dBm is sufficient to reliably decode
LtFi frames. Moreover, we see a very narrow region with intermediate
FERs, e.g., 1-2 dB for Clear Channel. For the other two scenarios, a
slightly higher receive power is required, e.g., -57 dBm for Background
Traffic (high). Finally, we see that in WiFi AP DL (high) scenario, the
FER stays above 20 % even for high receive power levels. This can be
explained by the mentioned half-duplex constraint. The SER is shown
in Fig. 3.8. Interestingly, here the SER is smallest in Background Traffic
(light), as the RX signal caused by the light WiFi traffic helps to clean
Intf signal (see Listing 2, lines 12-13).

3.5 experimental evaluation

Frame Error Rate
1.0

clear channel
background (light)

FER [%]

0.8

background (high)
WiFi AP DL (light)

0.6

WiFi AP DL (high)

0.4
0.2
0.0
−64

−62
−60
−58
LTE-U Rx Power at WiFi [dBm]

−56

−54

Figure 3.7: LtFi demodulator performance – Frame Error Rate (FER) vs. LTEU RX power with default ED threshold.
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Figure 3.8: LtFi demodulator performance – Symbol Error Rate (SER) vs.
LTE-U RX power with default ED threshold.
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Figure 3.9: LtFi demodulator performance – Frame Error Rate (FER) vs. LTEU RX power using different ED thresholds.
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Figure 3.10: Operation of LtFi in multi-cell environment.

Fig. 3.9 shows the FER in the Clear Channel scenario for the WiFi
NIC operating with different ED threshold values1 . The black curve
corresponds to the default configuration used in the Atheros WiFi
NIC (θ = 28), which results in the ED threshold of -62 dBm. The
highest sensitivity was achieved with θ = 3, where the LtFi receiver
can decode the signal at very low receive power levels, i.e., -92 dBm.
3.6

multi-cell operation

So far, we discussed the scenario where a WiFi node is co-located with
a single LTE-U BS. However, in real deployments, multiple LTE-U BSs
might be co-located. In this section, we will extend LtFi to support a
multi-cell scenario.
For the following, we assume the worst-case scenario where all colocated LTE-U BSs are using the same unlicensed spectrum channel.
Let us note that during the channel selection procedure, each LTE-U
BS tries to avoid channels already occupied by the other operators
and chooses the channel occupied by its own operator. Therefore,
with high probability, all LTE-U BS operating on the same channel are
managed by a single operator. Nevertheless, the question of the impact
of overlapping transmissions from multiple LTE-U BSs (allowed by
the LTE standard supporting operation with frequency reuse one) is
still open.
If we simply allow each LTE-U BS to broadcast asynchronously
different CTC signals as described in §7.3, it would lead to very
unfavorable transmission conditions. Specifically, for each specific
instance of the CTC channel, all the other transmission should be
considered as interference making the decoding of the CTC signal
difficult or even impossible (i.e., the usual SINR computations pertain
1 Atheros chips allows for changing ED threshold by writing its value to AR_PHY_CCA
register.
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properly) – Fig. 3.10(left). The CTC transmission success would be
heavily dependent on the geometry, i.e., the WiFi station’s location in
relation to all neighbor LTE BSs. Mathematically, we can formulate it
as follows. Let V be the set of co-located LTE-U BSs operating on the
same unlicensed radio channel. The SINR of the CTC signal from BS
v ∈ V can be computed as:
SINRv =

σ2 +

∑︁

v
PRX
v
w∈V∧w̸=v PCCI

(3.3)

v is the total transmit power from BS v, P v
where PRX
CCI is the co-channel
interference power level (from the remaining BSs) and σ2 is the Additive White Gaussian Noise (AWGN) power level. The decoding of
the LtFi CTC signal transmitted by v can only be successful when the
LtFi receiver node is located very close to v as only there the SINRv
is high. At the cell-edge, the interfering signals have similar power
levels, so the SINRv is low, and any signal cannot be decoded. Note
that in the case of using the MAC state monitoring as the input signal
to the LtFi receiver, the energy detection (ED) threshold of WiFi NIC
(that is also the sensitivity level of the LtFi receiver) has to be adapted
appropriately.
The most robust solution assuring the best possible CTC transmission can be achieved by two conditions imposed on a set of LTE BSs
creating a neighborhood:

i) enforcing all LTE-U BSs within this neighborhood to have dutycycles aligned in time,
ii) and assuring that all of them will have embedded the same
information on the CTC – Fig. 3.10(middle).
Note that LTE-U BSs are not required to have the same network load as
the LtFi symbol is always formed using the transmission of a BS with
the lowest duty-cycle – Fig. 3.10(right). Such coordinated transmission
of the CTC information is simple to achieve if there is a common entity
controlling the duty cycles and all the LTE-U BSs in the neighborhood
(e.g., single building) are managed by a single operator. In fact, the
LTE system is designed to operate with a frequency reuse factor of 1.
3.6.1

Cross-technology Neighbor Identification

We design and evaluate extensions of LtFi that allow for its operation
in a multi-cell environment. Specifically, we target the cross-technology
neighbor discovery and identification use-case, where WiFi nodes try
to determine with whom they are interfering and to set up communication channels over the wired Internet. We believe the cross-technology
neighbor discovery will be one of the most important applications of
the CTC channel in the case of wireless coexistence.
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Figure 3.11: Overview of the proposed scheme allowing LtFi for operation
in a multi-cell environment. Example network consisting of
multiple co-located LTE-U BSs and WiFi nodes placed at three
locations. For illustration, each CTC symbol encodes 3 bits of information. The table shows cluster IDs for the six configurations
for each cell (BS).

Having constraint to transmit the same data on CTC from all LTE-U
BSs, we divide the problem of proximity detection into two subproblems: i) detection of the LTE-U network identified by the public
IP address of its LtFi Management Unit and ii) detection of the LTE-U
BS IDs in interference range. The first is solved by programming all
LTE-U BS to transmit the same data over CTC, i.e., public IP address.
In the absence of any interference, this data can be easily decoded by
any WiFi node. The second is solved by introducing BS clustering in
the LTE-U network where adjacent BSs are grouped into clusters, each
accommodating three of them. We demand that members of the same
cluster send the same data over the CTC, whereas different clusters can
send different data. For WiFi nodes located inside those clusters, the
SINR is improved due to the absence of intra-cluster interference. This
enables the WiFi node A from Fig. 3.11 to decode the data on the CTC
channel from the cluster containing cells 0, 1, and 4. However, such a
static non-overlapping clustering is not sufficient as WiFi nodes located
at cluster edges will suffer from the inter-cluster interference. We solve
this issue by using a dynamic clustering where the members of a
given cluster are not fixed but change periodically. For a cluster size

3.6 multi-cell operation

of three, we have six overlapping cluster configurations with changing
members to cover all the six cell-edges. As with overlapping clusters,
a BS is no longer a member of exactly one cluster, the overlapping
clusters need to be orthogonalized in time.
4 Symbols

4 Bytes

2B

2B

2B

Preamble

LtFiMU IP
address

CRC

1:CLS ID

CRC

...

2B

2B

6:CLS ID

CRC

Figure 3.12: Structure of the LtFi neighbor discovery frame.

We define the LtFi frame consisting of two parts that have to be
sent by each BSs synchronously — Fig 3.12. The first part contains
the network ID (e.g., IP address of the network controller), while
the second part consists of the six cluster IDs that the BS is part of.
Depending on the WiFi node location, only a subset of the six cluster
IDs can be decoded from which the WiFi node can derive the set of
interfering BSs. A separate CRC protects each element of the message.
This is required to make sure that each part of the CTC message can
be decoded independently as the receiver experiences different SINR
for each of them. Note that the start and the end of each element
of the message have to be aligned with LtFi symbol boundaries, i.e.,
corresponding data bits of different cluster IDs have to be sent in
separate LtFi symbols. The message has a size of 30 Bytes plus four
LtFi symbols for the preamble, and it is repeated in an infinite loop.
Note that message is created only once for each BS after the execution
of clustering procedure.
Fig. 3.11 illustrates LtFi’s multi-cell operation with the dynamic
clustering approach. At location A the WiFi node can decode the
network ID and only the cluster-ID 5. As no other cluster IDs can be
decoded, the WiFi node assumes to be located between the cells being
members of cluster 5 during configuration (time-slot) 1, namely cell 0,
1, and 4. At location B the WiFi node is at the edge between cells 4 and
6. Here, the cluster-ID 4 can be decoded in configuration 2 and 3 which
corresponds to the clusters containing {3, 4, 6} and {4, 5, 6} cells. Note
that in this illustrative example, we assume that the signals received
from non-adjacent BSs are weak and have only a minor impact.
3.6.2

Estimating LTE-U BSs in Proximity

A WiFi node continuously decodes the information it receives on the
LtFi air-interface. After decoding the first part of the frame (i.e., the
IP address), it creates a control channel over the wired Internet with
the LTE-U network controller. In the next step, the WiFi node retrieves
from the controller a code-book which is required to derive the actual LTE-U BS IDs from the correctly decoded <configuration/slot
number, cluster ID> tuples. Note that this is required as we apply
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Algorithm 2: Deriving the LTE-U BSs in proximity.

1

2
3

Input: C = {(i1 , c1 ), . . . , (in , cm )}
▷ Set of decoded configuration
number and cluster IDs
Input: Z
▷ Code-book received from LTE-U network
X ← {Z(i, c), (i, c) ∈ C} ▷ Translate C into set of sets of cells IDs using
code-book Z
⋃︁
Y ← A∈X A ▷ Y contains cell IDs being member of any element in X
return Y
▷ Return the set of cell IDs in proximity

dynamic (overlapping) clustering in the LTE-U network. The codebook is a matrix that is constructed as follows. The entry in row i and
column j contains the set of cell IDs being members of the cluster i in
configuration (time-slot) j. Note that for a cluster size of three, we need
six overlapping cluster configurations, hence i, j ∈ (1, 6). The matrix
shown below is the code-book for the example given in Fig. 3.11. Here
only the entries for the clusters with ID 4 and 5 are shown:
..
.

⎡

⎢
⎢
⎢ {3, 6, } {3, 4, 6} {4, 5, 6} {5, 6, } {2, 4, 5} {2, 5, }
Z=⎢
⎢{0, 1, 4} {0, 1, } {1, 2, } {1, 2, 4} {1, , } {6, , }
⎣
..
.

⎤
⎥
⎥
⎥
⎥
⎥
⎦

The final step is the computation of the set of BS IDs from the
data received over the LtFi CTC channel for which the algorithm is
shown in Listing 2. For our example from Fig. 3.11, the WiFi node
at the location B has C = {(2, 4), (3, 4)} and using the code-book Z it
determines:
X = {{3, 4, 6}, {4, 5, 6}}
Y = {3, 4, 5, 6}
Therefore, the LTE-U BSs in the proximity of a WiFi node at location
B are 3, 4, 5 and 6.
3.6.3

System-level Simulations

We use simulations for the sake of LtFi performance evaluation in a
multi-cell environment. The objective is to show that a WiFi node is,
indeed, able to estimate the set of LTE-U BSs in its proximity. However,
we provide only a limited evaluation of this scheme, as in Chapter 4
we propose a much better CTC approach that inherently addresses
the issue of multiple transmitters (i.e., it adopts and relies on medium
access mechanisms of the underlying technologies to avoid collisions).
We conduct system-level simulations using Matlab according to the
methodology recommended by the IEEE 802.16m group [164]. The
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Table 3.2: Simulation parameters.

Parameter

Value

LTE-U BS Number

20

LTE-U Antenna type

omni-directional

LTE-U TX power/FFR/MAC

20 dBm/1/CSAT

LtFi RX sensitivity rel. to noise

-77 dBm

Pathloss model

Motley-Keenan (α = 0.44)

Correlated shadowing σ

0 & 6 dB

setup mimics an indoor office scenario. The LTE-U BSs are placed in
a hexagonal grid with inter-BS distance set to 50 m. All of them are
using the same unlicensed channel (5.2 GHz) and are transmitting
the LtFi signal as described in §4.3.4. The LtFi receiver is placed on a
regular grid. The remaining parameters are summarized in Table 3.2.
For the simulations, we use the following simplified model according to which the LtFi receiver can correctly decode the information as
long as it can distinguish the puncture within LTE-U’s transmission.
Thus, the energy received during puncture (from all LtFi transmitters)
has to be lower, while energy received during on-time has to be higher
than the energy detection threshold.
The value of sensitivity level was selected to be -77 dBm (i.e., 19 dB
above the noise floor), as it achieves the best performance in the
defined scenario2 . Note that modern WiFi NICs allow tuning of the
ED threshold, which can be used to develop an adaptation mechanism
aiming to improve the SER of LtFi receiver. At each location, the LtFi
proximity detection algorithm (Listing 2) was executed in order to
estimate the number of LTE-U BSs in its vicinity.
Fig. 3.13a shows the estimated number of neighboring LTE-U BSs
for each LtFi receiver location. In the absence of shadowing, i.e., σ = 0,
we observe a strong correlation between the LtFi’s receiver positions
and the number of estimated LTE-U BSs. When the LtFi receiver is
placed close to a single LTE-U BS, the number of reported BSs is up to
seven, whereas for locations between three BSs, the reported number
is three. Finally, Fig. 3.13b shows the results for an environment
with Shadowing, i.e., σ = 6. Note that here we consider only results
obtained from a single reception of the LtFi frame. However, in reality,
the frame and hence neighbor detection procedure runs in a loop.
Therefore, we conclude that a LtFi-enabled WiFi node can accurately
identify the interfering LTE-U BSs in its proximity.

2 In the case of Atheros WiFi NIC the ED is configured with θ = 23.
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Figure 3.13: Number of detected LTE-U BSs at each spatial location. Black
rectangles mark the location of LTE-U BSs. An ED threshold of
θ = 23 (-77 dBm) is used.

3.7

summary

In this chapter, we describe LtFi that the first attempt to enable CTC
between WiFi and unlicensed LTE. Specifically, LtFi is the energy
modulation-based CTC scheme that enables unidirectional over-theair transmission from LTE-U to WiFi. LtFi is fully compliant and
transparent for both technologies, which was confirmed with our prototypical implementation using open-source LTE stack and commodity
WiFi hardware. Our experiment results show that LtFi frames can be
reliably decoded even at very low received power (i.e., -92 dBm), and
it provides a data rate of up to a few hundreds of bits per second.
Moreover, we have designed a mechanism allowing for the successful operation of LtFi CTC in multi-cell scenarios. The mechanism is
focused on enabling the cross-technology neighbor discovery between
WiFi and LTE-U networks. Unfortunately, the multi-cell operation
further reduces the already low data rate of the LtFi and requires
coordination of the CTC channel among co-located LTE-U BS.
In order to address those shortcomings, in the next Chapter 4, we
describe our second and more advanced CTC scheme that enables
bidirectional communication between LTE* (i.e., both LTE-U and LTELAA) and WiFi, provides orders of magnitude higher CTC data rates
and inherently addresses the issue of multiple transmitters.

G E N E R I C C R O S S - T E C H N O L O G Y C O M M U N I C AT I O N
SCHEME

As seen in the background chapter (§2.4), the energy modulation-based
Cross-Technology Communication (CTC) schemes usually create message bearing power patterns on top of a predefined grid structure
to enable over-the-air communication between specific a pair of technologies. For example, they divide time into equal-length slots and
modulate the average energy level during each slot by transmitting a
variable number of frames. As opposed to earlier technology-specific
approaches, in this chapter, we provide a generic CTC framework
that can be tailored for various wireless technologies and applications. The framework covers the family of energy modulation-based
CTC schemes with the structured energy patterns and can be used to
determine the data rate using their energy pattern grid parameters.
4.1

introduction

Based on our paper [66], in this chapter, we present a geNeric crOssTeCHnology Communication (NOTCH) framework that can be used
to enable direct over-the-air CTC between heterogeneous wireless
systems and hence empower co-located wireless networks, regardless of their technologies, to establish common control channel and
implement coexistence strategies minimizing the impact of CrossTechnology Interference (CTI). We introduce NOTCH using OFDMbased systems (i.e., WiFi and LTE*) that can generate 2-dimensional
message-bearing power patterns on top of the fine-grained timefrequency OFDM grids. Nevertheless, the framework can be successfully applied to CTC schemes operating with arbitrarily defined
pattern grids. For example, a single-carrier system can be considered a special case of OFDM, i.e., with one subcarrier, where only
1-dimensional power modulation in time is possible. A similar analogy applies when a receiver can sample only signal power strength.
Note that NOTCH covers the family of energy modulation-based CTC
schemes with structured energy patterns. In addition, it belongs to the
signal level CTC class when it creates a simple amplitude modulation
on top of the OFDM grid.
NOTCH features an innovative usage of symbol-level energy modulation for the creation of CTC channel and achieves high efficiency by
building on new insights on cross-technology signal reception. Specifically, having the possibility to create cross-observable power patterns,
NOTCH-transmitter (TX) performs amplitude modulation (in time
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Figure 4.1: NOTCH creates CTC punched cards using OFDM resources.

and/or frequency domain) to impose the message-bearing patterns
into the waveform and hence convey CTC data across diverse wireless
technologies. For the case of OFDM-based systems, our approach
is best imagined as a punched card from the early days of computers where digital data is represented by the presence or absence of
holes in predefined positions – Fig. 4.1. We have demonstrated that
such message patterns are easily decodable when cross-observed at
a NOTCH-receiver (RX) although the receiver adheres to a different
wireless technology.
The key principle behind the design of NOTCH is to embed the
intended power patterns into a wireless signal without corrupting intechnology transmission (i.e., between nodes of the same technology)
and in the presence of technology constraints (e.g., lack of fine-grained
symbol-level power control).
Contributions: Our key contributions are three-fold:
• We have analyzed the cross-technology observability (shortly
cross-observability) of specific power variation patterns embedded
into signals when transmitted and received by heterogeneous
wireless technologies.
• We have introduced NOTCH, a generic energy modulationbased CTC scheme that encodes data as message-bearing power
patterns imposed within the wireless transmission. Its uniqueness comes from its capability to jointly transmit CTC data with
high efficiency and negligible overhead to the underlying intechnology communication.
• We have demonstrated the feasibility of NOTCH for the case
of WiFi and LTE-U/LAA, i.e., we have designed and implemented a prototype using SDR and COTS hardware. As WiFi
does not support fine-grained (i.e., per symbol) power control,
NOTCH emulates (i.e., mimics) such functionality by forcing
low power 64-QAM constellation points on the specific subcarriers. Our evaluations reveal that it achieves reliable and efficient
CTC with a bi-directional data rate up to 84 kbps (i.e., orders of

4.2 exploiting cross-observability

magnitude faster than state-of-the-art energy modulation-based
CTC approaches) without significantly affecting in-technology
communication.
4.2

exploiting cross-observability

Here, we analyze OFDM signal modulation in the power domain and
demonstrate that it can be used as a basis to create a CTC between
heterogeneous OFDM-based technologies.
4.2.1

Cross-observable Power Modulation

Due to the different physical layer parameters, the heterogeneous
OFDM-based systems cannot successfully decode the cross-received
signals. However, the OFDM-based RX may use its FFT module to
estimate the power spectral density (PSD) [153] in the points given
by the center frequencies of the used subcarriers. The resolution of
the PSD estimate is determined by its OFDM grid and is equal to the
subcarrier spacing (∆fRX ) in frequency and to FFT period (∆TRX ) in
time. If the OFDM TX, during its transmission, is able to modulate
the TX power of the radio resources at the granularity of RX’s PSD
resolution, the RX can detect those power changes. We state that such
power variation performed by TX is cross-observable by RX.
Fig. 4.2 shows an illustrative example, where TX A groups its radio
resources into Cross-Observable Resource Block (CORB) with the size
of three subcarriers in frequency and one FFT period in the time
dimension and modulates TX power level of each block to create a
cross-observable power pattern. The same CORB can be represented (with
respect to its bandwidth and duration) in the OFDM grid of RX B
with one subcarrier and three FFT periods. Hence, RX B can recognize
the power pattern imposed by the transmitter in its PSD estimate.
Although the obtained pattern is recognizable, it is slightly distorted
due to asymmetries in the physical layers of both technologies (i.e.,
sampling rate and FFT size). This process can be compared to image
resampling, i.e., transforming a sampled image from one coordinate
system to another [50]. Note that we assume silently in this example
that TX A can control TX power of its radio resources at the highest
granularity, i.e., each subcarrier during each FFT period, which is not
the case for most of the OFDM-based wireless systems.
The number of the time-frequency resources that have to be grouped
together in a CORB depends on the sampling rates and FFT sizes of
both involved systems. However, according to the Nyquist sampling
theorem, reconstruction of the 2D signal is possible when the sampling
rate for each dimension is at least twice of the signal bandwidth in the
considered dimension. Hence, given an OFDM-based TX and RX with
a different subcarrier spacing ∆f and symbol duration ∆T , a CORB
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Figure 4.2: An OFDM TX imposes power patterns into its OFDM timefrequency grid that can be cross-observed but slightly distorted
at another OFDM RX.

has to satisfy the following equations for its duration ∆TCORB and the
bandwidth ∆fCORB :
∆TCORB = a · ∆TTX + ϵa ⩾ b · ∆TRX + ϵb
a ⩾ 1, b ⩾ 2

where a, b ∈ N,

ϵa → 0, ϵb → 0

∆fCORB = n · ∆fTX + ϵn ⩾ m · ∆fRX + ϵm
n ⩾ 1, m ⩾ 2

where n, m ∈ N,

ϵn → 0, ϵm → 0

(4.1)
(4.2)
(4.3)
(4.4)

Note that the CORB does not have to be the same in both communication directions. Moreover, multiple CORBs may exist, but higher
CTC data rates can be achieved under finer granularity — see the next
subsection. We use ϵ variables to indicate that small errors in fulfilling
the above equations are allowed, i.e., a given value does not have to
be necessarily an exact multiple of the corresponding one.
The constraint (4.4) assures that the power modulation of any CORB
(even randomly placed in the OFDM grid of TX) can be cross-observed
at the RX as long as it is located within RX’s bandwidth. However,
assuming no carrier frequency drift (CFD), it can be relaxed to m ⩾ 1,
when correctly placing CORB in the OFDM grid of TX, i.e., at the
center frequency of one of the RX’s subcarriers. In such a case, the
single frequency bin absorbs the entire power of CORB as there is no
leakage to adjacent subcarriers [153]. Our evaluation reveals that in
practice, small values of CFD of the commodity hardware are tolerable.
Finally, the equations can also be used to determine CORB parameters for a single-carrier wireless system, i.e., the bandwidth of the
single subcarrier ∆f covers the entire channel. A similar approach can
be followed in the case the fine-grained spectral scanning capabilities
are not present and only RX power sampled with limited rate is available, i.e., ∆fRX covers the entire channel and ∆TRX is reciprocal to the
receive signal strength (RSS) sampling rate. If the power pattern is
created on top of the time-slotted grid structure, ∆TTX equals the slot
duration.
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Figure 4.3: CTC power pattern encoding schemes: (left) power modulation
of each CORB, (middle) 1-out-of-N encoding, (right) 1-out-of-N
encoding in two subgroups.

The power pattern can be cross-observed only within overlapping
spectrum (∆BPP ) that is computed as the intersection of the spectrum
bands of both systems given by intervals:
end
start end
∆BPP = (Fstart
TX , FTX ) ∩ (FRX , FRX ).

4.2.2

(4.5)

Punched Cards – the Data-bearing Power Patterns

Having the possibility to exchange cross-observable power patterns,
we create the message-bearing patterns and establish a CTC channel
to transmit meaningful data. Specifically, we use the CORB as a single
CTC-symbol and modulate its power level. CTC-symbols are organized
into a CTC-grid with the spacing equal to the duration of one CORB
in time (i.e., CTC-slot) and its bandwidth in frequency (i.e., CTCsubcarrier). A CTC-frame carries data encoded into a message-bearing
pattern as depicted in Fig. 4.1. Note that in the frequency domain, the
CTC-frame resembles punched cards, where a hole means bit 0 and
its absence bit 1.
Assuming operation at high SNR and large difference between
the individual power levels, i.e., allowing to detect them with high
probability, the maximum data rate (Nyquist capacity) of the CTC
channel equals:
[︃
]︃
⌊︂ ∆B ⌋︂ log P
bits
PP
2
·
(4.6)
RCTC =
∆fCORB ∆TCORB
s
where P is the number of distinguishable transmission power levels.
Here, we use two power levels (e.g., low/high or on/off), as it is
sufficient to create a CTC punched card. However, our approach can
be extended to multiple power levels.
Modulation of all available CTC-symbols may have a negative effect
on the underlying in-technology transmissions1 (i.e., lower data rate
1 Note that from the perspective of the native technology RX, the modulation of power
of already scheduled resources is seen as channel fading.
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Figure 4.4: OFDM symbol grouping strategies.

and/or a higher bit error rate). Therefore, we use 1 out of N encoding,
e.g., we encode k bits by lowering the power of only one out of N = 2k
CTC-subcarriers. Explaining using our analogy of punched cards, we
create a single hole in each column of a punched card. Furthermore, we
can increase the CTC data rate by dividing available CTC-subcarriers
into groups and creating a hole in each group — see Fig. 4.3. Note that
a similar approach can also be applied in the time dimension (e.g., as
in the previous chapter).
4.2.3

Handling CTC Inter Symbol Interference

If the energy modulation is performed with an OFDM symbol level
granularity, it usually happens that the CTC-slot duration used in
a transmitter is not exactly the same as the one used in a receiver.
For example, the LTE symbol’s duration (i.e., 71.4 µs) is not exactly a
multiple of the duration of the WiFi one (i.e., 4 µs). The direct effect
of this mismatch is inter-symbol interference (ISI) in the time domain,
which grows with the number of received CTC-slots — Fig. 4.4a. The
alignment of the CTC-grid between TX and RX can be periodically corrected by grouping a variable number of OFDM symbols — Fig. 4.4b.
4.3

system design

Next, we present the design of NOTCH system supporting the CTC
following the concepts from the previous section.
4.3.1

Architecture Overview

Fig. 4.5 shows the conceptual architecture of the NOTCH. The CTC TX
encodes the incoming CTC data and creates a CTC-frame. The frame
is then mapped to a matrix of size matching TX’s OFDM grid. The
elements are weights between 0 and 1, encoding the intended power
pattern. The matrix is passed to the power control module, which
applies it row-by-row to the output of the OFDM modulator. The
ability to control the transmission power is essential for the operation
of NOTCH. However, direct power control is missing in most OFDM-
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Figure 4.5: The conceptual architecture of NOTCH with colored blocks showing the required OFDM technologies’ extensions.

based technologies. Fortunately, in LTE and WiFi, similar effects can
be achieved indirectly (see §4.4).
At the receiver side, the CTC signal is sampled by performing
the power measurements of frequency bins of each OFDM symbol
(i.e., the output of the FFT block). The samples are passed to the
NOTCH RX that aggregates them according to the given CTC-grid
and decodes the CTC-frame. Note that an OFDM-RX puts the received
signal into its FFT block only after being notified about an incoming
transmission (e.g., by frame detection logic in WiFi). Fortunately, the
state-of-art commodity WiFi chips (e.g., ath9k and ath10k) offer some
limited spectrum sensing capabilities and allow sampling the power
of each frequency bin at a decent rate when the device is not busy
with transmission or reception. We assume similar capabilities in
commodity LTE devices and exploit them for our CTC scheme. Note
that in 3GPP Release 13, the operation of unlicensed LTE was only
specified in the downlink (DL); however, the eNBs have to support
power sensing capabilities to select the least loaded wireless channel
in the case of LTE-U and enable energy-sensing-based coexistence in
the case of LTE-LAA. Furthermore, the uplink (UL) operation in the
unlicensed channel was included in 3GPP Release 14. Therefore, Rel-14
compliant eNBs are equipped with a full RX chain, and the FFT block
can be reused for spectrum scanning purposes (like in ath9k/ath10k).
4.3.2

Synchronization & Frame Detection

NOTCH introduces its own synchronization mechanism based on
the CTC preamble detection. Specifically, an NOTCH TX marks the
beginning of a CTC-frame with a predefined preamble, i.e., a unique
power pattern, while a receiver is equipped with a preamble detector
based on calculating the 2D cross-correlation of the received signal and
the known preamble pattern. The classical requirements for preamble
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Figure 4.6: NOTCH’s preamble detection mechanism.

hold, namely, the preamble pattern has to be carefully selected to
ensure good detection properties, (e.g., cross-correlation with a single
and very high peak) and special care has to be taken to avoid repeating
it inside the frame. The detector computes cross-correlation every
time a new row of samples is received from FFT until a peak is
detected, as illustrated in Fig.4.6. From this point in time, the receiver is
synchronized with the beginning of the frame and starts demodulating
the CTC-symbols.
4.3.3

Channel Estimation & Demodulation

An NOTCH RX follows a classical approach to overcome the channel
frequency selectivity, i.e., it performs channel estimation to obtain the
reference power level of each CTC-subcarrier. To this end, it measures
their average receive power at the moment of the CTC preamble detection. The preamble is created using different power levels, however,
the changes are known and can be easily reverted. Afterward, to reveal
the received CTC punched card, the NOTCH demodulator takes the
samples row-by-row and compares the power of each CTC-symbol
with the reference level. If a symbol power level is significantly lower
than the reference level, the demodulator marks a hole at its position
in the punched card.
4.3.4

Channel Access & Framing

NOTCH only overlays power patterns onto the underlaying frames.
Thus, it completely adopts and depends on the channel access schemes
of the underlying technology to avoid collisions and allow efficient
multi-node operation. However, when legacy nodes do not send data
frames, NOTCH TX cannot communicate. This issue can be solved
by introducing a mechanism allowing to trigger the transmission of
dummy frames in the underlying technology.

4.3 system design

4.3.5

Broadcast Cross-technology Channel

NOTCH allows for implementation of the cross-technology broadcast
channel (CTBC), which is received simultaneously by multiple heterogeneous technologies. The CTBC can be realized in two following
approaches.
First of all, the NOTCH can jointly transmit CTC and in-technology
data by imposing the CTC message bearing power pattern on top of
underlying transmissions. Hence, we can set the same payload content
into both CTC and in-technology frames. This approach might be seen
as superposition coding [178], where the objective is to communicate
two messages simultaneously by encoding them into a single signal
in two layers. In the case of NOTCH one layer is the complex intechnology OFDM signal, while the second one is the 2-dimensional
power envelope (i.e., the power pattern).
Second, the generic NOTCH can be parameterized in a way allowing
the creation of a message-bearing power pattern understandable by
multiple heterogeneous receivers. To this end, we define parameters
of a CORB that is cross-observable among considered technologies
by extending equations (4.1–4.4) with extra constraints allowing each
receiver to sample and decode it correctly. Note that in most cases, the
CTBC brings one-to-many communication at the cost of low data-rate.
4.3.6

Bootstrapping

NOTCH has to be correctly configured to enable efficient CTC between
specific pairs of heterogeneous OFDM-based technologies. However, a
newly deployed node has no prior knowledge about co-located wireless technologies and no clue about the proper NOTCH parameters
allowing bootstrapping communication. As the number of existing
(most popular) wireless technologies is limited, we can envision at
least three approaches:
• Brute-force discovery: During the active cross-technology neighbor discovery process, the new node transmits CTC data using
different CTC configurations, i.e., for each known technology.
Moreover, during the passive listening phase, it runs multiple
instances of NOTCH in parallel again using different CTC configurations.
• CTC broadcast: The new node uses the broadcast cross-technology
channel during the discovery phase to negotiate NOTCH parameters for each pair of technologies.
• Physical layer discovery: The new node performs spectrum scanning to discover and determine coexisting wireless technologies
based on their unique features (e.g., as proposed in [175], [162]).
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Then, it starts using NOTCH configuration predefined for the
discovered technologies.
A detailed description and evaluation are out of scope for this work.
4.4

punched cards for wifi and lte* ctc

On top of the OFDM grid, LTE and WiFi introduce their own logical
structures that cannot be arbitrarily modified. Therefore, additional
constraints have to be considered when integrating NOTCH with
the underlying systems. To this end, we have to select the subset of
radio resources available for CTC carefully. Our general rule of thumb
is to avoid time-frequency resources meant for time and frequency
synchronization, channel estimation, and those carrying control data
as they are crucial for the proper demodulation of the native signal.
Specifically, we impose CTC-frame only on radio resources that carry
data. Moreover, in this section, we address the issue of the missing
interface allowing for fine-grained power control of OFDM resources
in both systems.
4.4.1

NOTCH Punch Card Design

WiFi→LTE*: The asynchronous nature of WiFi and the lack of finegrained TX power control of OFDM resources within single transmission prevent implementation of efficient NOTCH-based CTC. However,
as we will show in §4.4.3, it is possible to emulate the missing power
control feature at the granularity of a single subcarrier in the frequency
and duration of two LTE symbols in time, which allows us to embed
CTC-frame within a single WiFi frame. Following our rules, we cannot
impose a CTC pattern in the first part of the WiFi frame (i.e., preamble,
PLCP, and data header) and cannot use the pilot subcarriers. Therefore,
WiFi offers its 52 data subcarriers during data payload for the CTC
modulation.
Punched Card: Out of the 52 available WiFi subcarriers, we take a
subset of 48 and divide them into three groups. In each group, we
lower the TX power of a single one in 16 available positions, effectively
encoding four CTC data bits. Hence, in a single CTC-slot (i.e., with
duration of two LTE symbols), we can encode 4 · 3 = 12 bits, resulting
12 bit
in a data rate of 2·71.4
µs = 84 kbps.
LTE*→WiFi: We assume the usage of cross-carrier scheduling feature in
LTE* and exclude the 62 central subcarriers carrying PSS/SSS. Note
that they overlap (band-wise) with three WiFi subcarriers, i.e., one
null and two data subcarriers assuming operation at the same center
frequency. As we demonstrate in §4.4.2, LTE allows modulating the
TX power at the RB granularity. Although the bandwidth of two RBs
is slightly wider than that of a single WiFi subcarrier, we found that
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Table 4.1: CORB Parameters for CTC between WiFi (802.11n) and LTE.

Frequency dimension
Subcarriers

Time dimension
Symbols

Direction

Tx

Rx

∆fCORB

Tx

Rx

∆TCORB

WiFi → LTE

1

≈21

315 KHz

36

142.8 µs

312.5 KHz

≈2

7

125

LTE → WiFi

24

≈1

500 µs

the same punched card with 48 CTC-subcarriers as in the case of
WiFi→LTE* can be used. However, due to longer CTC-slot duration,
12 bit
the expected data rate equals 0.5
ms = 24 kbps.
In Table 4.1, we summarize the parameters of CORB enabling CTC
between WiFi and LTE*. Note that the parameters conform to the equations (4.1–4.4), e.g., the power modulation of a single WiFi subcarrier
is observed on roughly 21 LTE subcarriers.
4.4.2

Creating CTC Punched Cards in LTE*

We envision two approaches to generate punched cards that utilize
features provided by LTE standard and require only software updates.
Specifically, we exploit the fact that the Resource Allocation Type 1
(RAT1) [2] allows a scheduler to assign the resources at a granularity
of a single RB.
RB Blacklisting: The NOTCH TX blacklists intended RBs in each
scheduling round. Hence, the scheduler omits those RBs when allocating resources. As the bandwidth of a single WiFi subcarrier
corresponds to roughly 21 LTE subcarriers, up to 3 RBs overlapping
(band-wise) with a single WiFi subcarrier have to be blacklisted at the
worst case. Therefore, a throughput drop of up to 9% (i.e., 3 · 3 out 100
RBs) is expected for in-technology communication.
RB Power Control: The NOTCH TX exploits the built-in DL power
control mechanism of LTE. Specifically, instead of blacklisting, it just
lowers the TX power of particular RBs. This scheme is beneficial as
it creates a smaller overhead for the LTE communication, i.e., the
scheduler may still allocate the RBs with the lower power to UEs
experiencing good channel conditions or just slightly decreasing their
MCS.
4.4.3

Creating CTC Punched Cards in WiFi

To enable punched cards generation by commodity WiFi devices, we
propose a standard-compliant per-subcarrier power control emulation
through payload modification. Specifically, we interleave WiFi payload
bits with extra bits in the proper positions, i.e., pattern generating bits —
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Fig. 4.7. Hence, after passing the WiFi TX chain, the modified payload
produces the waveform carrying both the WiFi payload and CTC
power pattern.
TX Power Control Emulation: NOTCH emulates per-subcarrier power
control by exploiting the property of M-QAM modulation and the fact
that during receiving of single CTC-symbol, an LTE*-based CTC RX
observes only the average power of multiple WiFi OFDM symbols.
Specifically, the M-QAM modulation, where M = 2b , allows encoding groups of b bits into the constellation alphabet
given as
√
αM−QAM = {±(2m − 1) ± (2m − 1)j}, where m ∈ {1, ..., M/2}. Therefore, the different constellation points are achieved by modulating both
the phase and the amplitude. For instance in 64-QAM, four points
close to the center of the constellation√diagram (Smin = ±1 ± 1i) have
the smallest amplitude, i.e., Amin = 2, while the points√in the four
corners (Smax = ±7 ± 7i) the highest one, i.e., Amax = 7 2. As each
point is equally probable, the average power of CTC-symbol observed
by LTE*-based NOTCH RX equals Pavg = A2avg = 42 – see Fig. 4.8.
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Figure 4.9: Internal structure of NOTCH WiFi-based transmitter.

NOTCH TX forces a WiFi TX to use only the four low amplitude
QAM points, i.e., Smin , on the selected subcarriers for the duration of CTC-symbol. Hence, the averaged symbol power observed
by NOTCH RX equals Pmin = A2min = 2. The difference between the
̇
average and minimal power levels equals Ravg−min = 10 log
10 (42/2) =
13.22 dB. As we will demonstrate, it is sufficient to establish CTC. For
the description of the WiFi TX chain, we point to [152]. To determine
when and which bit, 0 or 1, should be interleaved into the WiFi payload, we designed a simple heuristic based on reversing the WiFi TX
chain.
In Fig. 4.9, we show how the NOTCH TX creates the pattern generating bits sequence, from step (i) to step (vii). (i) The NOTCH encodes
incoming CTC payload and creates a CTC punched card. (ii) The
punched card is mapped to WiFi OFDM grid and represented as a
resource significance matrix S52,N , where 52 refers to the 52 data
subcarriers used in 802.11n and N is the number of OFDM symbols. Specifically, the mapper sets Sij = 1 if the subcarrier i during
the OFDM symbol j should have a low power level (i.e., be loaded
with the low-amplitude 64-QAM constellation point) to encode CTC
pattern; otherwise, Sij = 0. (iii) The subcarrier matrix S52,N is transformed to the bit matrix S312,N by replicating its columns six times.
Now, Sij = 1 means that this bit is a pattern generating bit and has
to be loaded correctly with a proper bit (position-wise) of the lowamplitude constellation point. To this end, a helper matrix B312,N
storing required bits on proper positions is constructed. The matrix
is filled with the constellation point bits bk from Table 4.2 as follows:
Bi,j = bi mod 6 if Si,j = 1 and is not determined, i.e., Bi,j = x otherwise. Note that any bit on positions b5 and b2 (Table 4.2) can be
used. Hence, they can be removed from the significance bit matrix
S312,N . (iv) The columns of both matrices S and B are permuted according to the WiFi deinterleaver and (v) extended with additional
zero bits in the positions determined by WiFi de-puncturing pattern.
For instance, the puncturing pattern for the code rate R = 5/6 is
P5/6 = [1, 1, 1, 0, 0, 1, 1, 0, 0, 1]. Therefore, during de-puncturing, four
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Table 4.2: 64-QAM Symbols with the Smallest Amplitude.

Symbol

Symbol Bits
b5

b4

b3

b2

b1

b0

-1 - 1j

0

1

0

0

1

0

-1 + 1j

0

1

0

1

1

0

+1 - 1j

1

1

0

0

1

0

+1 + 1j

1

1

0

1

1

0

Bit

0

1

1

0

1

1

Mask
zero bits are added every six bits which increases the size of both
matrices from (312,N) to (520,N). (vi) As the convolutional encoder
outputs two bits for each incoming bit, both matrices are transformed
into vectors of length of 260N storing two bits in each position, i.e.,
S520,N → s260N and B520,N → b260N . (vii) Having both s and b, the
bit multiplexer controller knows when to switch between WiFi payload bits (sj = b00) and CTC pattern bits (sj ̸= b00). Moreover, in the
latter case, it knows what should be the output of the convolutional
encoder, i.e., bj . However, it does not know what should be an input
bit to make the encoder generate it.
The convolution encoder used in WiFi can be represented as a finite
state machine, where the one input bit activates the transition between
states, and two output bits are generated during the transition. We
observe that all 64 possible states of WiFi encoder can be classified
into four groups generating the same output bits when fed with the
same input bit — Table 4.3. Another important observation is that
we can arbitrarily set one of the two output bits in each state group
by switching the input bit between 0 and 1. For instance, when the
encoder is in the state from group D, we can put bit 1 to its input to
set the next output bit at the position 0 to 0 or put bit 0 as input to set
it to 1. Similarly, we can set the output bit at position 1. However, we
cannot set both output bits at the same time.
Table 4.3: WiFi Convolutional Encoder State Groups.

State

Input Bit

Group

0

1

A

00

11

B

11

00

C

10

01

D

01

10

4.4 punched cards for wifi and lte* ctc

The NOTCH TX exploits the above observation to determine the
input bit knowing the current state of the convolution encoder and
required output bj in the next step. In Table 4.4, we show three
examples.
Table 4.4: Examples of NOTCH encoder operation.

Ex.1

Ex.2

Ex.3

Importance Mask sj

01

10

00

Required Output bj

x1

0x

xx

Encoder State Group

C

A

x

Input Bit

1

1

WiFi Data Bits

Encoder Output

01

00

xx

The simple heuristic observes only the current state and does not
require any memory. Unfortunately, it may fail when both output bits
have to be set, i.e., sj = b11. Note that we set one out of two bits arbitrary, while the other one is set correctly with the probability of 50%.
However, the matrix S is very sparse, i.e., it contains only 12 significant
bits (ones) in each column that are scattered by the WiFi de-interleaver
and interleaved with extra zero bits by the WiFi de-puncturer on 520
positions. Although the probability of having two adjacent significant
bits is very low, we cannot guarantee to always force the usage of
the smallest amplitude constellation points in the required positions
of the OFDM grid. However, note that LTE*-based CTC RX observes
only the average power of 21 WiFi symbols. Therefore, even if our
approach fails to force low amplitude constellation points in a few out
of 21 OFDM symbols, the CTC symbols can be correctly received. Our
experiments with interleaving random WiFi with random CTC bits
reveal a very low fail-rate (i.e., less than 1%) and confirm the proper
operation of NOTCH.
This approach modifies neither the hardware nor the firmware and
introduces only a slight overhead in frame size (i.e., 4.6%) in the case
of MCS 7 as we add 12 every 260 bits2 . Legacy WiFi receivers can
receive the modified WiFi frame, but some extra steps are required to
remove the CTC generating bits from WiFi payload before passing it
to the higher layers, i.e., interleaved pattern bits result in a negative
result of CRC check, what is an indicator for an STA to remove CTC
message and check CRC again. To this end, we add the length of
a CTC message and its bits at the beginning of the WiFi payload.
Knowing both the WiFi receiver can generate vector s and use it to
puncture the decoded bits in the positions j where sj ̸= b00. Note that
2 Note that the control messages for collaboration purposes are not sent with each WiFi
frame. Moreover, the expected gains from the collaboration enabled by CTC exceed
its overheads.
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the CTC power pattern cannot be imposed on the WiFi payload part
carrying the CTC bits as they have to be decoded first.
4.5

prototype implementation

Next, we introduce the NOTCH prototype, which we have implemented using Software-defined Radio (SDR) platforms and commodity WiFi devices.
4.5.1

LTE-U/LAA Side

To be fully operational (w.r.t. DL LTE and CTC transmissions), our
prototype requires an LTE implementation supporting the following
features: i) carrier aggregation with licensed and unlicensed carrier
components (CC), ii) cross-carrier scheduling for the unlicensed CC,
iii) Resource Allocation Type 1, iv) discontinuous channel access in the
unlicensed band (duty-cycling or LBT), and v) DL power control by
means of setting PA parameter for RBs assigned to a user.
NOTCH TX: As, to the best of our knowledge, no open-source LTE
implementation provides all these features, we selected the srsLTE
framework [74] and introduced a direct power control interface in LTE
TX, however, sacrificing the operation of the DL channel3 . Specifically,
before performing IFFT, we multiply time/frequency resources of the
selected RBs with weights specified by the NOTCH TX, i.e., in range
of [0,1]. Since we manipulate the already-scheduled resources, a UE
may not be able to receive and decode the PDSCH. Furthermore, to
emulate the discontinuous channel access, we implement a signal gate
that is mostly closed, i.e., the time-domain signal is nulled before
being passed to the RF front-end. The duty-cycled access of LTE-U is
achieved by opening the signal gate at a slot boundary for a duration
of a frame, while LTE-LAA random channel access is emulated by
opening the gate at a random point in time. The NOTCH TX is
implemented in Python, and it sends the weights as matrices over TCP
socket to the srsLTE transmitter. For over-the-air transmission, we use
the Ettus USRP-X310 SDR platform.
NOTCH RX: We configure LTE nodes to operate in a selected 20 MHz
channel. In addition, we have modified srsLTE to make it always
perform FFT operation (i.e., spectrum scanning mode). Then, we copy
the output of the FFT block, compute the power of each frequency bin
and send it to the NOTCH RX implemented in Python over a socket
for CTC decoding.

3 Note that with a more advanced LTE implementation, NOTCH TX should interface
with a MAC scheduler for RB blacklisting and TX power control.

4.5 prototype implementation
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srsLTE + USRP B205mini
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CTC

Figure 4.10: Platforms used in LTE*-WiFi NOTCH prototype.

4.5.2

WiFi Side

We selected COTS WiFi devices based on Atheros AR928x (802.11n)
and QCA988x (802.11ac) controlled with open-source ath9k and ath10k
drivers, respectively.
NOTCH TX: We generate the content of the WiFi frame carrying both
valid WiFi payload and CTC message-bearing pattern using Matlab
WLAN Toolbox [131]. Then, we send the frame over a monitor interface (i.e., raw 802.11 socket). Specifically, we have implemented
NOTCH TX as described in §4.4.3. First, we interleave the scrambled
WiFi payload bits with CTC pattern generating bits. Second, we pass
the modified payload through the WiFi descrambler as the payload is
scrambled again when entering the real WiFi device. The usage of the
same scrambler seed value is essential to generate the intended CTC
power pattern. Atheros AR928x chipset increments the scrambling
seed value from 1 to 127 (i.e., 7 bits) by one every time it transmits a
frame. In ath5k supported WiFi cards, the scrambling seed can be easily fixed to the value of 1 by setting bit 0 into the GEN_SCRAMBLER
field in the control register AR5K_PHY_CTL (0x992c) of the driver.
Although not being described, we have found out that the same register and value allow for the same effects also in ath9k WiFi cards. We
have not confirmed this feature in ath10k chipsets. Therefore, in our
prototype implementation, the ath9k WiFi cards are used as CTC TX
and RX, while ath10k-based chipset only as CTC RX. Note that even
without fixing scrambler seed to the value of 1, the CTC message is
sent correctly once in 127 transmissions.
Unfortunately, when sending the frames over the monitor interface,
the driver does not use the 802.11 MPDU aggregation. Therefore, the
maximal frame size is limited by MSDU size, i.e., 3839 bytes. As we
use MCS 5 (64-QAM, 2/3) during our experiments, the maximal frame
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Figure 4.11: Practical limitations of the spectrum scanning provided in
AR928x WiFi chip. The interval between spectrum samples is
not constant.

duration is bound to ≈600 µs and contains only four CTC-slots. We
overcome this issue by generating the waveform of a long WiFi frame
(with MPDU aggregation) in Matlab and sending it using USRP SDR.
NOTCH RX: Atheros AR928x and QCA988x chipsets provide limited
spectral scanning capabilities performing FFT operation and reporting
signal strength of each frequency bin i, i.e., |hi |2 , at a rate of up to
50 kHz. AR928x performs the 64-point FFT operation for 20 MHz channel but reports magnitude for 56 subcarriers. QCA988x provides up to
256-point FFT for a 20 MHz channel with a resolution of 78.125 kHz.
We use three different configurations for our WiFi-based CTC RX,
namely Ath9k FFT-64, Ath10k FFT-64 and Ath10k FFT-256. The samples are delivered only if the device is not busy with TX/RX of WiFi
frames, hence scanning mode does not affect the performance of
in-technology transmissions. The FFT samples are copied from the
spectral driver to user space using relayfs as soon as they become
available.
We faced a practical limitation when using those two Atheros chips,
namely, it turned out that the spectral samples are delivered in irregular periods, i.e., the interval between the majority of FFT samples is
lower than 75 µs, however, there are 20% of the samples which arrive
after this value — see Fig. 4.11.
Hence, we cannot simply rely on the counting of received samples
to aggregate them according to the proper CTC power pattern grid.
Fortunately, the samples are time-stamped, allowing us for resampling. Specifically, we collect samples during the 100 µs window and
aggregate them (i.e., compute the mean value for each frequency bin)
before passing to the NOTCH RX. If no samples were received during
the window, we repeat the last aggregated sample to keep the stream
synchronous. Therefore, we sample a single CTC-symbol (i.e., 0.5 ms)
five times that conforms with the Nyquist sampling theorem.

Bandwidth 20MHz

4.6 performance evaluation
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Figure 4.12: Spectrograms of punched cards: LTE*→WiFi and WiFi→LTE*.

4.6

performance evaluation

We evaluated the performance of the NOTCH prototype in a small
testbed located in an office space. During our experiments, all LTE and
WiFi nodes operate on the same 20 MHz channel at 5GHz unlicensed
band. The initial distance between nodes was set to 3m. To ensure
statistical significance, each presented result is an average of 103
transmitted frames. Note that the confidence intervals are not shown
in the figures for two reasons, i.e., they are very small and would
make the figures less readable.
4.6.1

Punched Cards over the Air

The generation of a message-bearing power pattern on top of the
legacy in-technology transmission is a base for the CTC. In Fig. 4.12,
we show the spectrograms of NOTCH punched cards. It is easy to
recognize the low-power CTC-symbols as well as their duration that
equals 0.5 ms in the case of LTE*→WiFi and 0.142 ms (i.e., two LTE
OFDM symbols) in the case of WiFi→LTE*. We use three low-power
CTC-symbols in each slot to encode data as described in §4.4.1, while
the preamble pattern spans over two CTC-slots and is generated with
four low-power CTC-symbols assuring its uniqueness.
4.6.2

Frame Error Rate

To evaluate the performance of NOTCH CTC in terms of frame error
rate (FER), we selected an unoccupied wireless channel to avoid external interference and either varied the TX power of the CTC TX or
change the distance between nodes to influence the received power
and SNR.
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Figure 4.13: Impact of SNR on LTE*→WiFi FER.
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Figure 4.14: Impact of SNR on WiFi→LTE* FER.

The results shown in Fig. 4.13 and Fig. 4.14 prove that NOTCH enables a bidirectional CTC between LTE* and WiFi. It operates reliably
when the SNR exceeds 12 dB.
Fig. 4.13 presents the FER of LTE*→WiFi CTC, when using maximal CTC-frame size (i.e., restricted by maximal LTE-LAA continuous
transmission of 10 ms). The ATH10k-based NOTCH RX outperforms
the ATH9k-based one when using a larger FFT size, i.e., 256 vs. 64.4
Fig. 4.14 illustrates that there is no difference in FER of WiFi→LTE*
CTC when sending WiFi frames with imposed CTC patterns from
COTS and USRP devices. Moreover, we can see that the increase in
the CTC-frame duration has a marginal impact on FER.
4.6.3

Periodic CTC-Slot Correction

The CTC-slot duration has to be periodically corrected to keep it
aligned between NOTCH TX and RX so that errors caused by growing ISI are avoided. In the case of LTE*→WiFi CTC, our WiFi-based
NOTCH RX realizes such correction implicitly as it performs resam4 In the case of 256-point FFT, the power of each CTC-subcarrier is a sum of power
values of four FFT bins. This is a known technique to reduce the error of PSD
estimate [153].

4.6 performance evaluation

pling of FFT samples to fix the issues related to the variable intersample intervals (§4.5.2).
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Figure 4.15: Impact of periodic CTC-slot correction on CTC FER.

Fig. 4.15 illustrates the Frame Reception Rate (FRR) of CTC between
WiFi→LTE* with and without periodic CTC-slot correction. During
the experiment, the CTC signal was received at the SNR of 30 dB.
Therefore, the degradation of the FRR is attributed to the CTC-slot
misalignment. We observe that the misalignment has a negligible
impact in the case of short CTC-frames but is harmful for long frames.
Fortunately, using the variable grouping of WiFi OFDM symbols,
we can periodically correct the alignment of the CTC-slots between
NOTCH TX and RX and improve the FRR significantly.
4.6.4

Impact on In-technology Transmissions

The WiFi-based NOTCH TX interleaves WiFi payload bits with extra
bits to impose the CTC-frame into the WiFi frame. To confirm that
our approach does not degrade WiFi transmissions, we conduct an
experiment, where we first send only standard WiFi frames and then
only modified frames (i.e., with CTC) to WiFi RX using MCS-5 (64QAM, 2/3). Fig. 4.16 shows that there is no difference in FER in both
cases. Therefore, the only overhead caused by CTC is the slightly
longer frame, e.g., it equals 5.8 % in the case of MCS-5 as 12 bits are
added every OFDM symbol carrying 208 payload bits.
Due to missing features of the used LTE platform (see §4.5.1), we
could not measure the overhead on LTE caused by our CTC scheme.
However, we can estimate that it does not exceed 9 % as the LTE
scheduler operates at RBs level, and it has to blacklist at most 3 × 3
out of 100 RBs to impose NOTCH message-bearing pattern.
The bandwidth of the three RBs (36 LTE SCs) exceeds a single WiFi
subcarrier’s bandwidth almost two times. Therefore, next, we have
checked whether the nulling of all 36 LTE SCs is required for the
proper CTC operation. Fig. 4.17 shows the FER of CTC when nulling a
different number of LTE subcarriers around the center frequency of the
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Figure 4.16: CTC impact on legacy WiFi transmissions.
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Figure 4.17: CTC FER for various number of nulled LTE SCs.

corresponding WiFi subcarrier. First, we observe that NOTCH operates
correctly when nulling between 20 and 48 subcarriers. This proves
that reliable CTC can be achieved at the level of LTE scheduler and
at the granularity of RBs. Second, for an Ath10k-based NOTCH RX,
nulling of only 16 LTE SCs is enough for a decent CTC operation.
Thus, the overhead of CTC on LTE can be reduced as in most cases
the blacklisting of two RBs overlapping (band-wise) with one WiFi
subcarrier is sufficient.
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Figure 4.18: Impact of modulated LTE RBs TX power on CTC FER.

4.6 performance evaluation

Fig. 4.18 proves that reducing the power level by 9 dB instead of
blacklisting the RBs (OFF) allows a reliable CTC transmission. Note
that in LTE standard, the maximal TX power reduction is -6 dB, which
allows for decent CTC operation in the case of ath10k-based CTC RX.
Hence, the RBs can be used for LTE* transmissions, which further
limits the CTC overheads.
Robustness to Interference

4.6.5

Since the LTE-U accesses the wireless channel in a duty-cycled manner,
the collisions with the WiFi frames are expected. Therefore, we study
the impact of the background WiFi traffic on the performance of the
LTE-U→WiFi CTC. To this end, in addition to the CTC TX and RX, we
placed two additional WiFi nodes in their vicinity and set up a UDP
connection with a variable data rate.
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Figure 4.19: CTC FER under WiFi background traffic.

Fig. 4.19 shows the CTC FER performance reported by the Ath10kbased NOTCH receiver for diverse SNR values. We observe that FER
increases with increasing background WiFi traffic. However, the performance drop is bearable (less than 20%) even with the data traffic at
the constant bit rate of 20 Mbps. In the case of saturated data traffic
without (i.e., throughput around 32 Mbps) and with (i.e., 38 Mbps) the
MAC frame aggregation, the NOTCH receiver can correctly receive
CTC-frames only when SNR exceeds 30 dB (i.e., the LTE-U power is
high enough to block WiFi through its energy detection (ED) mechanism). Moreover, we can identify the transition area (SNR of 24 dB
and 28 dB), where the LTE-U signal is not detected by the WiFi TX
but is strong enough to corrupt the frames at the WiFi RX. Hence, the
frames are often retransmitted, leading to higher channel utilization
that negatively impacts CTC performance.
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Increasing CTC Reliability

4.6.6

We show that NOTCH can achieve reliable operation when SNR
exceeds 12 dB. To allow for operation in the lower SNR regime, we have
two options: i) increase the CTC-symbol duration or ii) transmit the
frame multiple times. Note that both solutions improve the reliability
but at the expense of CTC capacity.
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Figure 4.20: Impact of CTC-symbol duration on FER.

Fig. 4.20 shows the FER of the CTC under different CTC-symbol
durations reported by two WiFi-based NOTCH RXs. We can see that
longer CTC-symbols facilitate operation at a lower SNR regime, e.g.,
with symbol duration of 2 ms (i.e., four LTE slots), the ath10k-based
NOTCH RX can operate reliably at SNR of 5 dB.
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Figure 4.21: Impact of repetitive transmission on FER.

Fig. 4.21 shows the impact of the number of retransmissions on the
performance of LTE*→WiFi CTC. In this scenario, the ath10k-based
NOTCH RX operated at the SNR of 3 dB, and the short CTC-symbol
duration was used. The FER drops when increasing the number of
retransmissions, e.g., four retransmissions allow for significant FER
reduction, roughly by a factor of 10. Moreover, maximum ratio combining (MRC) brings further gains in terms of the decreased FER by
combining the energy from multiple copies of the same frame before
decoding.

4.7 summary

4.7

summary

In this chapter, we have described NOTCH, a generic energy modulationbased CTC scheme that supports direct communication between heterogeneous OFDM-based wireless technologies. NOTCH imposes
cross-observable data-bearing patterns on top of wireless transmissions of underlying technologies that can be cross-observed and decoded by a heterogeneous receiver. Moreover, NOTCH can be used to
compute the data rate for the energy modulation-based CTC schemes
that create message-bearing power patterns on top of an arbitrarily defined grid structure (e.g., OFDM grid or slots in time). The
implementation of an instance of NOTCH requires consideration of
technology-specific constraints of involved parties (e.g., the lack of
symbol-level and per-subcarrier transmission power control) as well
as platform-specific limitations (e.g., imperfect spectrum scanning
capability).
As proof of concept, using standard-compliant mechanisms, we
have implemented and demonstrated the bidirectional communications between WiFi and LTE-LAA/U using both low-cost commodity
devices and SDR platforms. Our extensive experiments revealed that
NOTCH achieves reliable communication with bit rates of 84 Kbps,
however at the cost of up to 9% data rate drop in the in-technology
communication. Fortunately, as we explain in the next Chapter 5, the
CTC serves only as a control channel and the collaboration messages
are not sent with (i.e., not imposed on) each frame transmission. Furthermore, the expected gains of the collaboration enabled by CTC
exceed its overheads.
Lastly, the NOTCH-based CTC is superior to the LtFi from Chapter 3 as it provides bidirectional communication and a higher data
rate. However, it requires fine-grained (i.e., subcarrier-level) spectrum
scanning capabilities, which so far are present only in Atheros-based
WiFi NICs. Therefore, LtFi might be seen as a fallback solution (only
for LTE-U and WiFi) that provides low-data rate CTC but requires only
limited RX power (i.e., channel-level) sampling capabilities. Moreover,
LtFi has only a marginal impact on the data rate of the underlying
LTE-U transmissions.
We believe that NOTCH opens new avenues for efficient crosstechnology collaboration between diverse technologies in the unlicensed spectrum. Finally, it is worth mentioning that Yao et al. [190]
presented a CTC scheme for WiFi and ZigBee, which is compliant
with our generic framework. Specifically, the authors also modulate
the power of individual subcarriers within a single WiFi frame and
carefully select the duration of the CTC symbol, so it is detectable by
a ZigBee device.
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Part II
CROSS-TECHNOLOGY AND CROSS-NETWORK
C O L L A B O R AT I O N

5

CROSS-TECHNOLOGY INTERFERENCE-NULLING

The first part of this thesis was focused on enabling data exchange
between co-located heterogeneous wireless networks. In this chapter,
we exploit this new ability to establish control channels for collaboration purposes and propose a novel coexistence scheme for WiFi
and LTE-U/LAA networks. Specifically, both systems have built-in
coexistence mechanisms (based on listen-before-talk or duty-cycling)
that base their spectrum sharing strategy on mutual exclusion in time,
i.e., they try to separate conflicting transmissions by allowing at most
one node to access a channel at a given time instant. To make the
coexistence more efficient, a significant body of research develops
solutions based on dynamic tuning of channel access parameters (e.g.,
[23, 160, 202]), emulation of channel reservation frames [27] or even
further separation in frequency (e.g., [78]).
Contrary to the prior work, we target improving coexistence and
higher spectrum utilization thanks to mutual exclusion in space,
i.e., we employ existing beamforming capabilities of modern wireless nodes equipped with multiple antennas to perform interference
nulling between heterogeneous nodes. To this end, we have exploited
Cross-Technology Communication (CTC) scheme from Chapter 4 to
measure Channel State Information (CSI) between heterogeneities.
However, as only amplitude information (i.e., the level of mutual
interference) is available, we design a beam search algorithm where
both nodes collaboratively find a signal precoding matrix yielding
interference cancellation.
5.1

introduction

Smart antennas can unlock the potential of unlicensed spectrum by
letting the coexisting networks transmit concurrently without harmful
interference. This is possible by strategically allocating the antenna
degrees-of-freedom for both beamforming toward the intended receiver and interference nulling toward the victim receiver(s).
However, interference nulling requires obtaining CSI towards the
suffering node, which can be easily accomplished in the case of homogeneous technology but is challenging in the case of heterogeneous
networks. In particular, not being able to understand nor even to
distinguish each other’s transmissions, heterogeneous wireless nodes
cannot measure the CSI and simply regard those signals as noise.
In this chapter, we describe XZero [211], which is a practical system
enabling the cross-technology interference nulling (CTIN) between
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LTE* BS and WiFi nodes. Specifically, we have enabled an LTE* BS
equipped with an antenna array to leverage beamforming capabilities
and perform interference-nulling towards co-located WiFi nodes in
order to decrease the negative impact caused by its downlink transmissions on these WiFi nodes.
XZero relies on the CTC scheme developed in Chapter 4 to estimate CSI between BS and WiFi nodes. Specifically, it exploits the
CTC frame reception mechanism, particularly the frame detection and
synchronization based on preamble detection and the channel estimation procedure. However, as only the partial CSI (i.e., per-subcarrier
signal power) can be measured, we have proposed an iterative beam
search where LTE* BS decides on its signal precoding configuration
based on the feedback about the interference intensity from the remote WiFi nodes. A decent interference cancellation (i.e., deep nulls)
can be achieved only with a very fine-grained angular resolution. An
exhaustive linear search in such a large space takes too long time to
be practical in real environments. Therefore, we have designed a treebased search where the BS starts with wide null-beams and focuses
towards the correct direction, being guided by constant feedback from
the WiFi node.
Contributions: Our key contributions are three-fold:
• We have designed XZero, a practical CTIN system that can
quickly find the suitable precoding configuration used for interference nulling between LTE* BS and WiFi nodes without having
to search the whole angular space.
• We have addressed the lack of complex channel state information
by performing partial CSI measurements over CTC channel
and by employing collaborative tree-based null-beam search
procedure.
• We have implemented a prototype of XZero using the USRP SDR
platform running srsLTE and commodity WiFi hardware and
evaluate its performance in a large indoor testbed. Our results
reveal, on average, a reduction by 15.7 dB in interference-to-noise
ratio at the nulled WiFi nodes when using four antennas at
LTE* BS.
5.2

system model

We consider a system consisting of a single unlicensed LTE* network
(i.e., BS serving multiple UEs) co-located with a WiFi basic service set
(BSS) (i.e., AP with multiple STAs) as depicted in Fig. 5.1. Both the
LTE* and the WiFi cells operate on the same unlicensed channel in
5 GHz band with a bandwidth of 20 MHz. The networks are under
separate management, e.g., the LTE* network is managed by a mobile
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Figure 5.1: System model: LTE* BS equipped with K antennas performs crosstechnology interference-nulling towards a co-located WiFi node
equipped with a single antenna.

operator, while the WiFi network is owned by a private user. The
BS is equipped with a Uniform Linear Array (ULA) with K antenna
elements. The AP is equipped with a single antenna. The transmit
power budget for the BS is Pl , i.e., after precoding the transmit power
on all antennas sums up to Pl . For the BS, we consider the downlink
case where it precode its transmitted signal to achieve interference
nulling at the selected WiFi nodes. The precoding weights can be
assigned on a per Radio Resource Block (RBB) level. The total number
of RRBs in a 20 MHz channel equals NRBB = 100. The BS might adhere
to LTE-U or LTE-LAA standards as the proposed solution applies to
both of them.
5.3

ctc as collaboration enabler

The main objective of XZero is to improve the co-existence between
co-located LTE* and WiFi networks through collaboration. However,
the fact that they employ diverse physical layers makes this task
challenging. Specifically, even when WiFi and LTE* networks are
co-located and suffer from mutual interferences, they are not only
unable to communicate, but they do not even know whom they are
interfering with. Moreover, the complex CSI required for interference
nulling cannot be measured between heterogeneous nodes.
This section describes how we address those two issues using the
CTC scheme developed in the previous chapter.
5.3.1

Cross-Technology Control Channels

CTC enables heterogeneous nodes to exchange arbitrary information.
We exploit this new ability to establish control channels for collaboration purposes. However, the CTC usually comes with some constraints,
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e.g., CTC channels are often either unidirectional or asymmetric in
terms of capacity. Moreover, they are limited in data rate, and often the
capacity of CTC channel is traded against the capacity of underlying
wireless systems, e.g., in NOTCH, the CTC data rate of 84 kbps is
achieved at the cost of up to 5.8% data rate drop in WiFi system which
might translate to throughput drop in order of a few Mbps. Therefore,
the CTC shall be used only when absolutely necessary not to lose the
gains obtained through collaboration. At the same time, most wireless
networks are deployed to provide Internet access and hence are potentially connected and able to communicate over the global wired
network. Unfortunately, this possibility cannot be directly utilized as
a discovery component for detection and identification of co-located
and interfering cells is missing.
Therefore, we employ the collaboration architecture that was originally proposed by Zehl et al. [198] for homogeneous WiFi networks
and adapt it to the case of heterogeneous networks. Similarly, we
minimize the usage of the over-the-air communication to limit its
overhead on channel capacity and offload the collaboration related
data exchange into wired connections. Specifically, the CTC is used for
cross-technology neighbor discovery and identification, and exchange
IP addresses of wired interfaces that are used subsequently to establish
communication channels over Internet backhaul.
Fig. 5.2 gives an overview of the collaboration architecture. First,
the over-the-air CTC is used to transmit identification parameters and
data (e.g., IP address of a wired Internet interface and cell ID) between
heterogeneous nodes. Using this information, the nodes can establish
high data rate control channels over Internet backhaul and employ
even communication-demanding interference and radio resource management approaches. Note that the procedure is executed successfully
even in the case of unidirectional CTC.
Over-the-air Control
Channel using CTC
WiFi
AP

LTE*
BS
Over-the-wire Control
Channel over Internet

Figure 5.2: Overview of the Collaboration Architecture, where both wireless
and wired control channels are used.

As described in the previous chapter, the generic NOTCH frame
consists of a preamble (spanning over two CTC-slots) and payload. We
extend this structure to facilitate collaboration. Specifically, we introduce a field (i.e., a frame header) carrying the source node identifier
and frame type. Given that the node ID has to be unique only in the
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local neighborhood and that a single CTC-slot accommodates 12 bits,
we allocate 10 bits for the identifier and 2 for the frame type.
Then, we define the Cross-Technology Neighbor Discovery and
Identification frame (i.e., type 0) that contains the IP address of a
node’s management unit. The size of the IPv4 address is 32 bits,
which can be encoded in three CTC-slots. Therefore, the duration of
the entire frame equals 6 CTC-slots, i.e., 3 ms in the case of LTE*
CTC transmitter. Finally, the neighbor discovery frame has to be
broadcasted periodically over CTC channels, for example, with 1 s
interval.
5.3.2

Cross-Technology Channel Measurement

The estimation of complex CSI requires precise time and frequency
synchronization between transmitter and receiver, which can be easily
achieved within a single technology but is challenging in the case of
heterogeneous nodes. In particular, heterogeneities cannot detect and
decode each others’ signals due to asymmetries in their parameters
(e.g., sampling rate or FFT size) and simply treat them as noise.
CTC might help here. Specifically, in the previous chapter, we designed the NOTCH scheme, where a CTC receiver detects and synchronizes with the beginning of the CTC frame using a preamble
detection mechanism and then performs channel estimation for the
purpose of signal equalization. This way, the heterogeneous receiver
can correctly detect the foreign signal and measure its power with
subcarrier granularity, i.e., |hs |2 , s=1 . . . NSC , where NSC is the number of subcarriers of the receiver. In other words, a partial CSI (i.e.,
amplitude information) can be estimated using the CTC channel.
As we describe in the next section, multiple beamforming precoding
matrices have to be tested during the null-beam search procedure.
However, using the standard CTC frame, a receiver estimates the partial CSI only once, which would make the procedure unnecessarily
long in time as it requires the transmission of multiple CTC frames.
Therefore, we introduce two new CTC frames: Channel Sounding
frame (type 1) and Null-Beam Search frame (type 2). The former allows for measuring per-subcarrier signal power from each TX antenna
independently, while the latter allows testing multiple nulling configurations within a single CTC frame. Note that during the Channel
Sounding frame no precoding is applied. In particular, in both frames,
the first part of the frame (i.e., preamble and frame header) is transmitted without any precoding using only a single antenna, while each
consecutive CTC-slot is transmitted using each antenna separately or
by all TX antennas with various beamforming configurations. In addition, we introduce a configuration group ID in the Null-Beam Search
frame (i.e., after the frame header) to be able to map the precoding
configuration with the measurement feedback from WiFi nodes.
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From our experiments, we found out that it is sufficient to test
each configuration for a duration of 1 ms, as using commercial WiFi
hardware (i.e., Atheros WiFi chip), we can achieve decent power estimation averaged over up to 50 spectral scan samples. As the maximal
continuous transmission of LTE-LAA is limited to 10 ms, at most 20
CTC-slots (each 0.5 ms) can be created. Note that four of them have
to be dedicated to the preamble, header, and sequence number, while
the remaining ones (i.e., 8 ms) can be used to test up to 8 various
beamforming configurations.
5.4

collaborative null-beam search

Being equipped with the ability to measure per-subcarrier power, a
WiFi node and LTE* BS may collaboratively perform a null-beam
search. Here, we assume that a WiFi node to null was already selected
following some policy (e.g., the one that suffers the most from LTE*
transmissions or the most active one in the channel), and we concentrate on the actual steps of nulling procedure. Please refer to our
journal paper [14] for a detailed evaluation of selection approaches.
5.4.1

General Idea

Fig. 5.3 shows the standard operation of XZero. The LTE* and WiFi
networks collaborate over the cross-technology control channels (both
wired and wireless). In case the decision was made to null a specific
WiFi node, the BS sends a request message asking the WiFi node to
prepare for the null-beam search procedure, then the WiFi node replies
with an acknowledgment (ACK). Note that these messages are sent
over a wired control channel as they are not time-critical.
Next, the BS sends the Channel Sounding frame to measure how
signals from its antennas are received at a selected WiFi node. Note
that within a single LTE* transmission with a duration of 10 ms signal
from up to 8 antennas can be measured. The WiFi node estimates
the per-subcarrier RX power level for each TX antenna and sends its
estimates to the BS, where it is needed in the power correction step –
see the next subsection §5.4.3. The used commercial WiFi hardware
(i.e., Atheros chipsets) provides spectral scan measurements with an
8-bit resolution for 64 subcarriers. Therefore, the feedback message
has a size of 64 × 8 × K, where K is the number of TX antennas at
the BS. For example, with K = 4 the size equals 2048 bits. Note that a
single 2.3 ms long WiFi frame carries 168 bits of CTC payload, so the
sensing the measurement feedback over wireless CTC would require
the transmission of at least 13 WiFi frames with the total duration
of around 30 ms. In addition, if we account for the non-deterministic
channel access delay, it turns out that it is more efficient and, in most
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cases, faster to send the feedback message in a single IP frame over
the wired control channel.
In the subsequent step, both nodes perform a collaborative nullbeam search procedure, i.e., the BS creates various radiation patterns
by precoding its transmission with the predefined beamforming configurations and test them using the Null-Beam Search frame, while
the WiFi nodes measure the impact of precoding and feedback ID (i.e.,
configuration group ID and configuration position within the frame)
of the precoding configuration yielding the lowest RX power level
(i.e., the lowest Interference-to-Noise Ratio (INR)) to the BS. Note that
the RX power level might vary between various subcarriers due to
the multipath propagation. Therefore per-subcarrier ID feedback is required. Since up to 8 beam configurations can be tested within a single
Null-Beam Search frame, the configuration position number can be
encoded using 3 bits. Therefore, the feedback message contains 12 bits
of the beam configuration group ID and 3 × 64 = 192 bits of configuration IDs for each subcarrier, hence its size equals 204 bits. Note that
the feedback might be successfully sent over the CTC channel on top
of a single WiFi frame with a duration of around 3 ms, however, due to
practical reasons (i.e., non-real-time operation of our WiFi-based CTC
transmitter prototype), we send it over the wired channel. The search
stops after a configuration yielding the best interference reduction is
found.
5.4.2

Signal Precoding Vectors

In XZero, the precoding vector is computed using the linear-constraint
minimum-variance (LCMV) beamformer [173] as it allows a BS to put
the signal in the desired direction (i.e., UE) and to place nulls into other
directions, i.e., WiFi nodes. The inputs to the LCMV are the direction
of arrival angles. The precoding vectors w ∈ C1×NRBB are computed
for each antenna at the LTE* BS. Specifically, an XZero-enabled LTE*
BS generates vectors to steer the null-beam in any direction in the
angular space between −90◦ and +90◦ with the resolution of 1◦ . To
avoid degradation in the LTE* network throughput during the null
search, the signal towards the UE is always beamformed – see Fig. 5.1.
Hence, the UE can continue to receive its downlink traffic while the
BS searches for the null-beam towards a WiFi node.
5.4.3

Power Correction

In a real wireless environment, the multipath signal propagation
results in frequency-selective channel fading, making our computed
signal precoding vectors inappropriate. Specifically, the vectors are
computed with an assumption that the signals from diverse antennas
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Figure 5.3: Overview of the null-beam search procedure in XZero. The LTE*
and WiFi networks collaborate with each other over the crosstechnology control channels. The process starts when the decision
to null a particular WiFi node is made. Before the actual nullsearch, there is a phase where the power received on each antenna
path is measured.

reach a receiver with similar power, which is usually not a case with
multipath signal propagation.
Hence, before performing the actual null-search, we measure the
power on each antenna path independently using the Channel Sounding CTC frame. This information is feedbacked to the LTE* BS and
used to correct the precoding values so that the power (more specifically, power of each subcarrier) in each antenna path is the same when
received at the WiFi node. However, the difference between the WiFi
and LTE physical layer, i.e., subcarrier and RB orientation, poses a
challenge for XZero in this step. In WiFi, a 20 MHz channel accommodates 64 subcarriers, each with 312.5 kHz bandwidth, whereas an
LTE channel with 20 MHz bandwidth consists of RBs with 180 kHz
bandwidth and 12 subcarriers (15 kHz spacing). To perform mapping
between the measured signal at the WiFi receiver and LTE transmitter
RB, we find a WiFi subcarrier ŝ that has the closest central frequency
to that of the LTE RB r, i.e., ŝ = arg mins∈NSC |fc (r) − fc (s)| where
fc (·) gives the center frequency of a WiFi subcarrier or RRB. Note
that one could apply other methods for more accurate estimation, e.g.,
extrapolation from 312.5 kHz to 180 kHz values. However, this aspect
is out of scope for this work.
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Let W denote the BS’s actual precoding weight matrix: W ∈ CK×NRBB .
Then, we calculate the column r corresponding to RRB r of the powercorrected weight matrix as follows:
(︃
Wr =w ⊙

|h0s |2
|hs |2

)︃ 21

, where s= arg mins∈NSC |fc (r)−fc (s)| (5.1)

where w is the precomputed precoding vector (§5.4.2), |h0s |2 and |hs |2
denote per-subcarrier power measured from the first antenna (i.e.,
reference) and from the antenna whose precoding vector is being
corrected, respectively. Finally, ⊙ is the element-wise multiplication.
In a final step, we normalize to ensure power after precoding sums
up to the transmit power budget:
Wr∗ =

Wr
∥Wr ∥F

(5.2)

where ∥ · ∥F denotes the Frobenius norm.
5.4.4

Linear Null-beam Search

The simplest null-beam search algorithm involves testing all precoding
configurations in a linear order, i.e., the LTE* BS performs a sector
level sweep with a codebook of the predefined null-beam patterns.
Note that in XZero, we define 180 sectors with 1◦ angular resolution.
Since only 8 sectors can be tested in a single Null-Beam Search frame
with a duration of 10 ms, the LTE* BS has to transmit a sequence of
23 of such frames to test all sectors. At the end of the sequence, a
WiFi node reports to the BS the identifier of the best sector yielding
(i.e., the lowest INR) for each subcarrier. The BS then applies the
selected configurations, and both nodes can profit from reduced interference. The procedure has to be triggered every time a change
in wireless propagation conditions occurs. Therefore, in a dynamic
environment, it might be executed in a loop, and nodes might spend
a long time sweeping, without a possibility to gain from exploiting
the null configuration. Our Linear null-beam Search is similar to the
sector level sweep defined in the IEEE 802.11ad standard (i.e., 60 GHz
band), however, we search for a null-beam instead of a normal beam.
5.4.5

Tree-based Null-beam Search

In dense network deployments, we need to keep in mind that each
sector level sweep performed by a pair of devices pollutes the whole
wireless channel in all directions, i.e., note that putting a null-beam in
a specific direction implies the existence of a beam in another direction.
Therefore, instead of performing a full linear sector level sweep, we
propose a Tree-based Null-beam Search algorithm that reduces the
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Figure 5.4: Illustrative example of Tree-based Null-beam Search algorithm
(with K=8 antennas). The WiFi node to be nulled is located at 1◦
from the LTE-U BS.

number of sectors to be tested (i.e., shorter sweeping time), however,
at the cost of more communication between LTE* BS and WiFi node.
Fig. 5.4 shows how XZero estimates the nulling direction (1◦ in
this example) by performing a tree-based search where the LTE* BS
is equipped with ULA with K = 8 antennas. The BS executes null
sweeps in multiple steps. Specifically, it starts with wide null sectors,
and being guided by the feedback from a WiFi node it narrows the
sector in subsequent steps. The wide sectors are achieved by putting
multiple null-beams close to each other in angular space. In the case
of symmetric ULA, at level 1, we break the range from -90◦ to 90◦
into three sectors each covering 60◦ . Each sector is again split up into
smaller sectors at the next level, e.g., at level 2, the range from -30◦
to 30◦ is split up into three sectors, each covering 20◦ . Note that the
number of nulls at each level is different, i.e., 6, 4, 2, and 1. This is
needed to guide the null-beam search in the right subtree, i.e., there is
exactly one sector giving the lowest interference-to-noise ratio (INR)
at each tree level. The algorithm stops after testing leaf nodes where
only a single null is used. Our Tree-based Null-beam Search is similar
to [91] except that we search for null-beams.
The tree-based search yields a shorter sweeping time, and it allows
the LTE* BS to focus toward the proper direction quickly. Therefore, it
reduces the negative impacts of the null-beam search on the performance of both networks. Moreover, the shorter the sweeping time, the
more often a sweep can be performed to react to wireless environment
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changes. In the considered example, the BS has to transmit only four
Null-Beam Search frames (i.e., one for each level), testing only three
sectors in each one. Therefore, a single Null-Beam Search frame might
be reduced to 5 ms. However, as at each stage, feedback from the
WiFi node has to be reported (i.e., sent over-the-air in the CTC frame
imposed onto a WiFi frame with a duration of at least 3 ms). Note that
further advancements are possible, e.g., since up to 8 null sectors can
be tested in a single Null-Beam Search frame, the BS might flatten
the search tree or even apply speculative branch prediction. Those
advanced schemes are, however, out of the scope of this work.
5.4.6

Null-beam Search for Multiple Stations

When multiple WiFi nodes are to be nulled, XZero can search in parallel to incur a lower reconfiguration delay compared to sequential
search for multiple users. Fig. 5.5 shows how the tree-based search
is executed for nulling four stations— STA1 to STA4. In this example, STA1 and STA2 are in a similar angular location relative to the
LTE-BS, and STA-4 is at a different angular orientation compared
to the remaining three stations. Here, we can see that multiple subtrees are expanded in parallel. This is especially beneficial if multiple
WiFi nodes are co-located, i.e., at the same angular direction, where
XZero achieves faster configuration than sequential execution of treesearch for each user. Unfortunately, in the multi-user searching case,
the proposed power correction (§5.4.3) cannot be applied, resulting in
a slight degradation in INR per user (§5.6).

Level 1
Level 2
Level 3
Level 4

...

STA1 STA2

...
STA3

...

...

...

...

STA4

Figure 5.5: Example of the null-beam search for multiple nodes. Only the
black nodes are visited.

5.5

prototype implementation

The XZero prototype extends the NOTCH platform presented in Chapter 4. Specifically, we extended srsLTE framework with the possibility
to send waveform stream over multiple antennas and the to precode each antenna stream by multiplying the signal with an arbitrary
precoding matrix. The precoding matrices are computed in Matlab

101

102

cross-technology interference-nulling

and injected into the srsLTE from a control application developed in
Python. Moreover, we introduced three new CTC frame types into
NOTCH, i.e., Cross-Technology Neighbor Discovery and Identification
frame (type 0), Channel Sounding frame (type 1), and Null-Beam
Search frame (type 2). Both CTC TX and RX were extended to send
and receive those frames properly. Both nodes, i.e., LTE* BS and WiFi
AP, were extended to communicate over the wired network for the
collaboration purposes, e.g., the AP sends the feedback measured
from the null-beam search frames to the BS.
5.6

performance evaluation

We evaluate the performance of XZero by means of experiments. As the
performance metric, we report INR at the WiFi node, with and without
nulling. We calculate the INR as the ratio between the received power
during the LTE*’s transmission and the power received when the
channel is idle (i.e., noise level): INR = PLT E∗ /PNoise . Subsequently,
we calculate the interference reduction due to nulling as ∆INR.
In the following, we have two sets of experiments: (i) over-the-cable
experiments in our lab to mimic a controlled wireless channel where
there are no multipath effects and (ii) over-the-air experiments in the
ORBIT grid testbed [109] representing a realistic wireless scenario. We
aim to understand the performance difference between XZero’s tree
and linear search in terms of possible INR reduction (i.e., ∆INR) at
the nulled WiFi nodes. We compare both XZero approaches with a
baseline without interference nulling.
5.6.1

Over-the-cable Experiments

In this scenario, we aim to understand the upper bound in ∆INR
XZero can provide under optimal conditions. Hence, we use a wired
(i.e., frequency flat) channel. We mix the output of BS’s K=2 antenna
ports using a channel combiner (Fig. 5.6). Next, the combined signal
is transmitted over a coaxial cable to a single WiFi node, and the INR
is measured. Since the noise floor depends on the BS’s (i.e., USRP
platform) transmit gain (i.e., the carrier frequency is always present
even when a BS do not transmit its frames), it is measured each time
when the BS is not transmitting (i.e., after reception of an LTE frame).
Fig. 5.6 plots the measured INR values before and after nulling for
different transmission power levels. As the figure shows, the measurement points are clustered below the x = y line and close to the x-axis,
meaning that the INR before nulling is significantly higher than the
INR after XZero’s nulling operation. On average, the interference is
reduced by ∆INR=25 dB.
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Figure 5.6: Over-the-cable experiment: setup and INR before vs. after nulling
for LTE* BS transmit power level between 0 and 27 dB.

5.6.2

Over-the-air Experiments in ORBIT Testbed

While the interference reduction achieved by XZero in the previous
scenario is very promising, unfortunately, such a high reduction in
INR may not be achievable in the existence of multipath effects that
would occur in a real wireless channel. To evaluate the robustness
of XZero against multipath effects, we perform an over-the-air experiment under real conditions with severe multipath (i.e., frequency
selective fading) channel. As an example, Fig. 5.7 shows the received
power at a randomly selected WiFi node from each BS’s transmit antenna. We see very strong frequency selectivity of up to 12 dB, which
may hamper the operation of XZero as interference nulling becomes
difficult in such a channel. Hence, in XZero we perform power correction (§5.4.3). The receiver power after correction is shown in Fig. 5.7.
Here, all antenna paths have similar receive signal strength, and the
total emitted power over all transmit antennas stays the same after
power correction, i.e., some paths are strengthened, others weakened.
The BS’s transmitter hardware used during this experiment is shown
in Fig. 5.8. We select K=4 transmit antennas arranged along a line (i.e.,
ULA) with a spacing of 7.18 cm. Note that with four antennas, we
can create up to three null-beams. The RF center frequency is set to
2.412 GHz (i.e., WiFi channel 1 in 2.4 GHz ISM band) as the antenna
spacing is fixed in the ORBIT grid and too large for 5 GHz band.
We construct the search tree in the following way. At the first level,
we divide the angular space of 180◦ into 8 sectors as we can test
eight sectors in a single Null-Beam Search frame. Therefore, each
level-1 sector covers 22.5◦ and accommodates three equally spaced
null-beams. At the second level of the search tree, again we divide the
level-1 sector into eight sub-sectors, each covering 2.8◦ and created
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Figure 5.7: Receive power of each antenna path at node13-13 without (top)
and with (bottom) the power correction.

with two null-beams. Finally, level-2 sectors are divided into four
level-3 sectors, each using only one null-beam. Note that there are in
total 256 nodes in the search tree.
For the experiment, we randomly select 27 WiFi nodes equipped
with Atheros 802.11n NIC from the ORBIT grid1 . The placement of
the BS and the location of the WiFi nodes are shown in Fig. 5.8.
Next, we execute the two null search algorithms, namely linear and
tree-based null-beam search, and record the reduction in INR (∆INR)
due to nulling as compared to a baseline without nulling. As Fig. 5.9
shows, we observe a significant reduction in INR for both schemes.
More specifically, the average ∆INR is 15.7 dB, while for some nodes,
the INR reduction can be up to 30 dB. However, XZero’s tree-search
achieves, in general, a slightly lower ∆INR compared to that of linear
search. We attribute this difference to possible wrong decisions made
during the tree search, i.e., wrong subtree traversed. However, as we
show in the next section, the reconfiguration delay of the tree-based
search is up to multiple times lower than that of the linear search. This
results in a trade-off between null search speed and achieved ∆INR.

1 www.orbit-lab.org
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Figure 5.8: Experiments in ORBIT testbed: MIMO mini-rack used for
XZero transmitter and node placement in grid layout with ≈ 1 m
spacing.
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Figure 5.9: INR reduction after nulling for the tree-based and linear nullbeam search.

Finally, Fig. 5.10 shows the advantage from the proposed power correction (§5.4.3). We see that, on average, 3.7 dB is achieved compared
to the case when power correction is not applied.
5.6.3

Reconfiguration Delay

The null-beam search has to be performed periodically to adapt to
changes in the wireless environment, e.g., due to node mobility and
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Figure 5.10: Comparison of INR reduction without and with the power correction.

traffic fluctuations. Furthermore, even when nodes are stationary, fast
reconfiguration capability is desirable as the environment is not static,
e.g., moving people.
Xzero employs an iterative null-beam search algorithm that tests
multiple precoding configurations to find the best one. Therefore, the
duration of this search depends on the number of precoding patterns
as well as how fast they can be tested. As already mentioned, within
a single Null-Beam Search frame created on top of the LTE* frame
with a duration of 10 ms, up to 8 various nulling configurations can
be measured. However, the inter-frame interval of the LTE* frames
depends on the channel access type and the congestion level in a
wireless channel. For example, in the case of the LTE-U (i.e., dutycycling), the inter-frame interval is fixed, and LTE frames are generated
every CSAT period (e.g., 40 ms or 80 ms), while in the case of LTE-LAA
(i.e., listen-before-talk) the inter-frame interval is non-deterministic
and depends on the load in the channel (i.e., number of transmitting
nodes as well as their transmission duration). Therefore, in the former
case, the null-beam search duration can be explicitly computed, while
it is not possible to determine exact bounds in the latter case. We
expect that due to the frame-level fairness of CSMA protocol, the
search is much quicker with LTE-LAA than with LTE-U when there
are only a few nodes transmitting. In addition, the beam-search related
frames might be assigned higher priority, i.e., be transmitted with a
smaller contention window.
The number of nulling configurations that have to be tested differs
in linear and tree-based search. Specifically, in the former case, we
define 180 sectors with 1◦ angular resolution. As only 8 sectors can be
tested in a single Null-Beam Search frame with a duration of 10 ms, 23
of such frames with a total duration of 230 ms have to be generated by
the LTE* BS. However, this is the minimum required time to transmit
and test all null-beam patterns, and the duration of the entire sector
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level sweep procedure depends on channel access time. For example,
in the case of LTE-U and CSAT period of 40 ms, the procedure takes
23 × 40 ms = 920 ms. Note that a WiFi node sends its feedback only
once after all null-beam patterns are tested and measured.
In the case of the tree-based search, the number of null-beam patterns to be tested is reduced, however, feedback from a WiFi node is
required at every level of the search tree. As shown in the example in
Fig. 5.4, the BS has to transmit only four Null-Beam Search frames (i.e.,
one for each level), testing only three sectors in each one. Therefore,
a single Null-Beam Search frame might be reduced to 5 ms. At each
stage, feedback from the WiFi node is reported (i.e., sent over-the-air
in a CTC frame with a duration of at least 3 ms to accommodate
the feedback information) to guide the search procedure into the
proper tree branch. As a result, the total search duration is reduced to
4 × (5 + 3) = 32 ms (without accounting for the access delay), which is
at least 7× faster than the linear search. In the case of LTE-U and CSAT
period of 40 ms, the procedure takes 4 × 40 ms = 160 ms. Moreover,
the tree-based search is less sensitive to the channel load in the case of
the LTE-LAA, i.e., as fewer frames have to be generated (4 vs. 23) there
is much less non-deterministic channel access delay involved. The
tree-based search is faster than the linear search at the cost of slightly
increased INR. Therefore, it should be preferred over exhaustive linear
search in mobile environments, i.e., the shorter the sweeping time, the
more often a sweep can be performed to react to wireless environment
changes.
The design of the search tree (i.e., tree fanout) is an important
factor determining the duration of the null-beam search procedure. In
general, the flatter the tree, the fewer Null-Beam Search frames have
to be transmitted and the shorter the search duration. However, if the
number of nodes at some level exceeds 8, more than one frame has
to be transmitted at the given level. Further advancements are also
possible. For instance, thanks to the channel coherence bandwidth,
the neighboring subcarriers experience similar propagation conditions.
Hence, various configurations can be tested simultaneously, e.g., if we
test different configurations on a group of two neighboring subcarriers,
we can speed up the linear search by a factor of two times. Moreover,
since up to 8 null sectors can be tested in a single Null-Beam Search
frame, the BS might apply dynamic adaptation of tree fanout or
approaches using speculative branching and intelligent null-beam
tracking. Those advanced schemes are, however, out of the scope of
this work.
5.7

summary

In this chapter, we have shown that the coexistence between heterogeneous networks can be improved through: i) the existence of a
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common control plane and ii) re-usage of the coexistence mechanisms
designed for in-technology operation.
We have proposed to set up the control plane with the help of
cross-technology communication. Specifically, using the CTC, wireless
nodes first perform over-the-air cross-technology neighbor discovery,
i.e., they broadcast the IP address of their wired interfaces, receive
such information from neighbors, and then (given that the networks
are connected to the Internet) they establish IP connectivity. Then,
the CTC channel might be still used to carry the control information.
However, depending on the parameters of the used CTC scheme (e.g.,
data rate, payload size, reliability) and the amount of the control data
to be exchanged, a high-throughput wired connection might turn out
to be better (i.e., faster and more reliable) alternative.
Next, we have developed a practical system, XZero, improving the
coexistence between co-located LTE* and WiFi networks. In XZero, an
LTE* BS employs its existing signal beamforming capabilities to reduce
the cross-technology interference at neighboring WiFi nodes. XZero
builds on top of the NOTCH scheme, and use it to establish control
channels and measure Channel State Information (CSI) between the
heterogeneous technologies. The signal nulling requires knowledge of
the complex CSI, but only the amplitude (i.e., one part of the CSI) can
be estimated from the CTC channel. Therefore, we have designed a
collaborative null-beam search algorithm, where an LTE* BS decides
on signal precoding configuration based on the feedback from the
remote WiFi node. We have proposed and evaluate two schemes,
namely linear and tree-based search. The former one requires testing
nulling in all possible directions (i.e., we use 180 null configurations,
each covering 1◦ ), while in the latter one, the BS starts with wide
null-beams (i.e., sectors) and focus towards the correct direction being
driven by feedback from the WiFi node.
As a proof of concept, we have implemented a prototype of XZero using SDR platform for LTE* and COTS for WiFi, and evaluated its performance in a large indoor testbed. Our experimental analysis shows
that XZero can achieve a significant interference reduction on the
nulled WiFi nodes, i.e., average interference reduction of 15.7 dB. The
tree-based search provides slightly worse interference reduction performance, however, it finds the best nulling configuration at least 7×
faster than the exhaustive linear search. To the best of our knowledge,
XZero is the first low-complexity practical system enabling crosstechnology interference-nulling between LTE* and WiFi networks.

6

WIRELESS INFRASTRUCTURE SHARING IN
RESIDENTIAL AREA NETWORKS

In the previous chapter, we described a collaboration architecture
where a control plane among coexisting networks is built using both
over-the-air and wired communication channels. Then, we have presented XZero, where wireless nodes use both channels to negotiate
control parameters to use wireless resources efficiently.
Here, we extend the proposed architecture to enable collaboration
at the data plane level through infrastructure sharing. Specifically,
in today’s dense deployment of wireless networks, it happens very
often that the network offering the best connectivity (e.g., in terms of
throughput) cannot be accessed due to lack of subscription, security,
or cross-domain restrictions. This is mainly caused by the traditional
business models that tend to give operators the roles of owners of all
network infrastructure and do not envision sharing as an option.
We argue that those deep-rooted models have to change and evolve
from owning to sharing of network resources. Specifically, the separately owned networks should unify their efforts to enable dynamic
load balancing and cross-network traffic delivery over the (co-)existing
infrastructures. Note that the collaboration in the data plane requires
much collaboration in the control plane, i.e., the candidates for infrastructure sharing have to be selected based on potential gains, the
proper parameters and settings have to be conveyed among networks
(e.g., routing configuration). Finally, such collaboration provides networks with a new degree-of-freedom as they can now select the wireless
termination point and technology.
6.1

introduction

In this chapter, using an example of co-located WiFi networks, we
show the advantages of mutual network infrastructure sharing and
cross-network traffic delivery. Specifically, we enable collaboration in
dense and chaotic WLAN deployments — the challenging reality in
residential areas. Note that the environment is homogeneous in terms
of technology but heterogeneous in terms of management and ownership. Moreover, we face similar issues as in the case of heterogeneous
technologies, i.e., there are no communication channels among the
individual coexisting WiFi networks. Therefore, similarly, as in Chapter 5, the networks have to perform over-the-air neighbor discovery
and establish IP connectivity to build a common control plane.
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Figure 6.1: Operation of classical WLANs and NxWLAN.

Having built the common control plane, we show that the neighboring networks can construct a composite network and provide traffic
delivery services to each other when they identify the potential opportunities, e.g., a mobile wireless station (STA) might be served by a
neighbor’s AP when it provides better signal quality than the own AP.
Further performance gains are expected due to balancing the network
load over spatially co-located APs operating on different radio channels or having asymmetric workloads. In other words, the networks
can unify their efforts under a common goal (i.e., serving clients with
the least possible resources). The task not only requires dealing with
technological issues but also with human concerns, e.g., lack of trust
in the guest’s scope of actions, suspicion of the owner’s disrespect for
privacy, or the fear of performance degradation.
We have addressed those issues with our NxWLAN (Neighborhood
extensible WLAN) [63], a distributed system that enables a secure
extension of the user’s home WLAN through the usage of neighboring
APs – see Fig. 6.1. In the NxWLAN, a client STA always authenticates against the home AP using the pass-phrase already stored in
the device and without revealing any security credentials to untrusted
neighboring APs. This is achieved by tunneling users’ 802.11 frames
over the Internet between their home and visited network infrastructure. Specifically, we have implemented over-the-wire relaying and
leverage the growing wired link capacity to save wireless resources
through offloading users’ traffic to the best wireless anchor point.
Furthermore, APs interact with each other over the distributed control
plane, and they can put their own policy as for the willingness to serve
guest clients and the amount of resources available to them.

6.2 motivation

Contributions: Our key contributions are three-fold:
• We have designed the NxWLAN, a framework enabling secure
sharing of WiFi infrastructure in residential environments.
• We have implemented the NxWLAN prototype using COTS
hardware. It is a software system that has to be installed on APs
and requires no modifications to client STAs.
• Results from our performance evaluation using a small 802.11n
indoor testbed and network simulations in ns-3 show that collaboration brings massive gains to today’s residential area networks.
6.2

motivation

According to Upadhyay et al. [171] already in 2016, nearly 74% of all
households (worldwide) equipped with broadband Internet access
owned at least one WiFi Access Point (AP). The increased popularity of IEEE 802.11 WiFi in residential (home) environments leads to
dense, unplanned, and thus chaotic deployments. APs are frequently
deployed unfavorably in terms of radio coverage and use interfering
frequency/power settings.
In fact, in some parts of one’s apartment, the usage of the neighbor’s AP might be preferred as it might provide better signal quality
than the own AP. Shi et al. [161] evaluated the potential for mutual
WLAN sharing (i.e., allowing others access to own AP) in residential
environments and revealed that the sharing could be advantageous.
Specifically, the authors revealed that for about 15% of clients, their
home APs do not provide the best signal for more than 50% of the
time. Additionally, due to having unsynchronized workloads [12, 79,
143], there is an opportunity to utilize unused resources (both radio
and backhaul) of neighboring APs by means of balancing users’ traffic.
Unfortunately, as of today, the residential APs are under the individual management of their owners, and while even in one’s apartment,
usually tens of neighboring APs are visible [18] – only the own one
might be used. Specifically, WLAN-sharing is prohibited due to the
following reasons:
• Lack of trust in the guest’s scope of actions (e.g., piracy) – restrictive regulations (e.g., the "Störerhaftung" in Germany [184])
make users responsible for traffic that goes over their home AP.
• Fear of performance degradation due to consumption of additional radio and backhaul resources.
• Overhead and side effects of configuration for admitting third
party users.
• Expectation of unfair behavior of neighbors, i.e., free-riders.
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• Suspicion of the owner’s disrespect for privacy, e.g., recording
of user information.
6.3

system design

This section gives an overview of NxWLAN. We start with the design
requirements. Then, we present the general architecture of our system
followed by a detailed description of its components.
6.3.1

Requirements

The main goal of NxWLAN is to open any home AP to be used
by users of neighboring APs. We believe that the proposed solution
should meet the following requirements:
• Possibility to use the neighbors’ APs to access the home network
and the Internet without disclosing credentials securing the own
AP access.
• Assuring that only neighbors having verified privileges to access
their own AP will be admitted by the neighbors’ AP.
• Support for steering client stations to the most suitable AP for
means of providing the best possible connectivity.
• Support for sharing policy configuration, i.e., the load created
by the visiting STAs should not create an unacceptable burden
on the usage of the AP by its owner.
• Providing roaming STA with link-layer connection to home
WLAN (layer 2), i.e., users should be able to access all devices,
including printers and network-attached storage.
• Lack of any specific, additional (re)configuration or software
installation at a client station (STA), i.e., it would be inconvenient
for users and almost impossible to provide software for all kinds
of STA devices with a plethora of operating systems and wireless
network interface card (NIC).
6.3.2

Architecture Overview

The overview of the NxWLAN architecture is presented in Fig. 6.2. In
order to support NxWLAN, each AP has to be upgraded with some
additional software components to become an Enhanced Access Point
(EAP). Specifically, each EAP consists of a Real Access Point (RAP),
a Virtual Access Point (VAP), a set of Wireless Termination Points
(WTPs), an SDN switch, and a controller.
The RAP is the legacy AP that STAs use in the absence of collaborative neighbors. A single VAP is activated on-demand in the home
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Figure 6.2: Architecture of NxWLAN system.

EAP when discovering at least one NxWLAN-enabled neighboring
EAP willing to share its wireless and backhaul resources with visiting client stations. The VAP takes care of the generation of all 802.11
management and data frames. It is responsible for the encryption and
decryption of 802.11 data frames. Moreover, it is in charge of authentication and association of STAs connected via the WTP residing on the
visited EAPs. Note that the VAP uses the same configuration as the
RAP so that an STA can connect to it without any reconfiguration.
The WTP is a simple proxy (i.e., a radio head) residing on the
visited EAP that works as follows: i) it transmits encrypted 802.11
frames received (over a secured Internet tunnel) from the remote VAP
to STAs and ii) it forwards encrypted 802.11 frames received from
STAs (via the wireless channel) to the VAP in their home EAP (over a
secured Internet tunnel). An EAP may host multiple WTPs, i.e., one
WTP is deployed on-demand in the visiting EAP for each neighboring
NxWLAN-enabled EAP.
The VAPs and the WTPs are interconnected using Internet network
tunnels. Note that a single VAP can be connected with multiple WTPs,
and it may serve STAs connected over different WTPs. To this end,
the SDN switch is used to properly steer and forward traffic received
from WTP to the corresponding VAP and vice versa.
The controller creates and manages all entities present in an EAP
and communicates with other controllers residing in neighboring
EAPs in a secure way over encrypted IP tunnels.
6.3.3

NxWLAN Setup Procedure

In order to bootstrap NxWLAN, neighboring EAPs have to discover
each other. To this end, we adopted the over-the-air discovery procedure provided by the ResFi framework [198]. It provides an EAP with
an interface to announce its public IP address and some additional
security credentials to neighboring EAPs (e.g., token). Moreover, the
interface also enables to receive in return the public IP address and the
security credentials of these neighboring EAPs. These credentials are
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then used to set up bi-directional secure communication tunnels over
the Internet. ResFi makes use of additional vendor-specific information elements added within Probe Response (PRES), and Probe Request
(PREQ) frames to enable data exchange during the standard 802.11
active scanning procedure. This way, all neighboring EAPs (even those
operating on different channels) can discover each other.
Fig. 6.3 illustrates the NxWLAN Setup Procedure. Upon the discovery, the EAP1 creates a VAP and sends a WTP Setup Request messages
to all discovered neighboring EAPs. According to the configured policies, the neighboring EAPs may reject or proceed with this request.
After successfully creating the WTP and network tunnel, the EAP2
responds with a WTP Setup Complete message to the requesting EAP1.
In case of rejection, e.g., due to being overloaded by many visiting
STAs, an EAP may not respond, and the procedure is aborted. After
receiving the confirmation message, the EAP1 completes the VAP configuration and sets up a tunnel according to the configuration received
from the neighboring EAP2. From this point, the VAP and WTPs can
exchange (encrypted) 802.11 frames over the tunnel.

EAP1

EAP2
Over-the-air
Neighbor Discovery
Control Channel Setup

Neighbor EAP2 discovered
Setup VAP
WTP Setup Request
Setup WTP
for EAP1
WTP Setup Complete
Tunneling Encrypted
802.11 frames

Figure 6.3: EAP Neighbor Discovery Procedure and Setup of WTP and VAP.

6.3.4

STA Association Procedure

Fig. 6.4 presents a STA association procedure in NxWLAN. To connect
to an EAP, an 802.11 STA normally performs an active scan by broadcasting a PREQ sequentially over all available WLAN channels as
specified in the 802.11 standard. The PREQ can be received potentially
by a RAP directly or indirectly by VAPs using the corresponding WTPs
deployed on the visiting EAPs. In standard WLANs, all APs that are
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in the reception range of the STA transmitting a PREQ should send a
unicast PRES immediately upon the reception of a PREQ as an STA
stays on a single channel only for a limited time [26]. In NxWLAN,
the RAP answers as usual, while all WTPs forward the received PREQ
over tunnels to the corresponding VAP, which in turn generates a
PRES to be tunneled back to the corresponding WTP for transmission.
In NxWLAN, we exploit the locality of the target environment, i.e.,
the fact that there is a limited number of neighboring EAPs, and
forward the PREQ to every neighboring VAP, i.e., participating EAPs.
Thanks to this mechanism, NxWLAN works even with MAC address
randomization in client stations, e.g., Android OS since version 6.0 [9].
EAP
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WTP
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Figure 6.4: Client association procedure in NxWLAN. For reasons of clarity,
the reception of the PREQ by only a single visiting EAP is shown.

6.3.5

STA Steering

For the network load balancing reasons (in both radio and backhaul),
NxWLAN steers a new client STA to a particular EAP to be either
directly or indirectly served by the Home AP (RAP) or one of the
neighboring APs (WTP), respectively. Therefore, on receiving a PREQ
frame, each EAP estimates its willingness to directly serve this client
via RAP or indirectly via one of the deployed WTPs. The willingness
depends on the EAP’s available capacity in the radio and backhaul
network as well as the quality of the radio link towards the STA. Note
that the computation of the willingness is different for RAPs and
WTPs as for the latter ones, the network traffic has to be tunneled
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over the backhaul to the corresponding VAP. Hence, also the available
backhaul capacity needs to be taken into account. To this end, each
EAP periodically measures and announces its available DL and UL
bandwidth to its peers.
Unfortunately, due to tight timing constraints during the search
phase, i.e., an STA stays on a distinct channel only up to 100 ms [26],
the EAPs do not have enough time to harmonize their willingness
values in order to reach a consensus on the best EAP to serve that
particular STA. In NxWLAN, we solve this as follows. We exploit
the fact that an ordinary 802.11 STA always connects to the AP that
provides the strongest signal, i.e., as measured from the PRES frame.
Therefore, each EAP encodes its willingness by means of setting a
proper transmission power for the PRES frames to be sent to the STA,
i.e., in general, different values for RAP and WTPs. If the transmit
power is selected properly, it is possible to steer the client STA to
an intended RAP or WTP of a particular EAP. Therefore, we have
to ensure that the received power at the client side is higher for the
PRES sent by the EAP with higher willingness. We have designed and
implemented an algorithm for computing the TX power that takes
the available capacity in both the wireless and the wired network
(backhaul) as well as the quality of the radio link towards the STA into
account (Algorithm 3). Note that each EAP can compute willingness to
serve the new STA of all neighboring EAPs having only their periodic
DL/UL capacity reports as input.
Moreover, our algorithm requires knowledge of the pathloss between STA and EAP. Here we assume the transmission power of the
STA is set to a fixed value, does not change over time, and is known
to all EAPs. As future work, we would like to utilize the 802.11k
and 802.11v standards that allow STAs to report to EAP the RSSI of
received beacon frames.
The complete pseudo-code for the calculation of the transmit power
for the PRES frames is depicted in Algorithm 3. The algorithm is
executed independently by each EAP upon the reception of a PREQ.
Note that Algorithm 3 can be easily modified so that the visited EAP
can enforce its own strategy (policy) as for the amount of resources
(radio and backhaul) shared with the visiting clients. The helper
function that maps the EAP’s willingness to serve the client to the
transmit power of the PRES frame is shown in Algorithm 4. Note that
this algorithm takes the pathloss to the client into account to make
sure that the PRES frame will be received with the intended power
regardless of the distance between client and EAP (Fig. 6.5). Consider
the following illustrative example (Fig. 6.6). Here, the PREQ sent by
the STA is received by two different EAPs with different received
Preq
power levels Prx , i.e., -75 dBm and -85 dBm respectively. Depending
on the network load, in radio and backhaul, each EAP computes its
willingness to serve this client w, here 0.4 and 0.025 for the lightly and
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Figure 6.5: Encoding of EAP’s willingness to serve a client in the transmit
power of Probe Response packet.
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Figure 6.6: Illustrative example of client steering in NxWLAN.
Preq

highly loaded EAP respectively. From both values Prx and w the TX
Prep
Preq
power of the PRES Ptx is estimated (see Fig. 6.5 with w and Prx on
x and y-axis respectively), here 16 dBm and 2 dBm respectively. The
client receives two PRES packets and connects to EAP1 as the PRES is
Prep
received with higher power Prx .
The function getMACRate() calculates the maximum client MAC
layer throughput. When considering a single WLAN BSS and assuming 802.11 DCF packet-level fairness and no external interference, the
function can be defined as follows:
getMACRate() = γk × Rk
PHY

(6.1)
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where Rk
PHY is the physical layer rate of client k and γk is its relative
air-time:
γk = ∑︁

1/Rk
PHY
i
1/R
i∈C
PHY

(6.2)

where C is the set of active clients in WLAN BSS.
Algorithm 3: Computation of the TX power of Probe Response
frames for RAP and all VAPs represented by their WTPs. Note
that an EAP has to sent multiple Probe Response frames.
Preq
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▷ Receive power of Probe Request transmitted by scanning client station.
Input: Prx
Function CalcProbeResponseTxPower:
C ← GetFatClients() ▷ Get the clients served by this EAP which are generating
large network traffic.
Preq
▷ Estimate the expected PHY rate of the new
R∗PHY ← EstimatePhyRate(Prx )
client when served by this EAP using the measured RX power from Probe
Request (look-up table).
rapDlBh ← GetAvailableDlBackhaul()
▷ Get available downlink backhaul
capacity of EAP.
rapUlBh ← GetAvailableUlBackhaul() ▷ Get available uplink backhaul capacity
of EAP.
R∗MAC ← GetMacRate(C, R∗PHY ) ▷ Predict expected client capacity at MAC layer
when served directly.
R∗ALL ← min(R∗MAC , rapDlBh)
▷ Take minimum of available DL backhaul and
wireless capacity.
w∗ ← min(1, R∗ALL /RMAX
ALL ) ▷ Calculate and normalize AP’s willingness to serve
client directly using RAP.
Prep
Preq
Ptx,rap ← EncodeEapWillingness(Prx , w∗ ) ▷ Encode AP’s willingness into TX
power of Probe Response.
forall vap ∈ GetVaps() do
vapDlBh ← GetReportedDlBackhaul(vap)
▷ Get reported available DL
backhaul capacity of EAP.
vapUlBh ← GetReportedUlBackhaul(vap)
▷ Get reported available UL
backhaul capacity of EAP.
vap
RALL ← min(R∗MAC , rapDlBh)
▷ Take the minimum of available backhaul
and wireless capacity.
vap
vap
R ′ ALL ← min(RALL , vapDlBh, vapUlBh) ▷ Consider packet tunneling from
WTP to VAP.
vap
wvap ← min(1, R ′ ALL /RMAX
ALL ) ▷ Calculate EAP’s willingness to serve client
indirectly via WTP.
Prep
Preq
Ptx,vap ← EncodeEapWillingness(Prx , wvap ) ▷ Encode EAP’s willingness
into PRES TX power.
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Prep

Prep

Prep

return Ptx,rap , Ptx,vap1 , . . . , Ptx,vapN
(RAP and VAPs).

▷ Return the TX power values for all PRESs

Normal Mode of Operation

Dealing with 802.11 Control Frames: Every 802.11 unicast frame
transmission has to be acknowledged by the receiver. The 802.11
standard defines that an ACK frame has to be sent after SIFS, which
equals 10 µs. Tunneling a frame between WTP and VAP through the
Internet backhaul would introduce a delay in order of at least (tens of)
milliseconds, which is a few orders of magnitude higher. According to
standard, such a long delay would make the transmitter always assume

6.4 prototype implementation

Algorithm 4: Helper function which encodes EAP’s willingness
to serve the given STA into the transmit power of the Probe
Response frame.
Preq

1
2
3

▷ Received power (dBm) from client’s Probe Request.
Input: Prx
Input: w
▷ EAP’s willingness to serve this client.
Input: Ptx
▷ The default STA transmit power (to be known).
low ▷ The minimum receive power required for reception of Probe Request, e.g.,
Input: Prx
-90 dBm
high
▷ The max possible receive power of Probe Request, e.g., -50 dBm.
Input: Prx
Function EncodeEapWillingness:
Preq
PL ← Ptx − Prx
▷ Pathloss of link AP-STA.
min
low + PL)
Ptx ← max(1, Prx
▷ Minimum TX power to be used to avoid outage.

4

5

Prep

high

min + w × (P
Ptx ← min(Ptx , Ptx
rx
Request with max power.
Prep
return Ptx

low ))
− Prx

▷ Assumption: STA sends Probe

▷ Return Probe Response TX power (dBm).

that the packet was lost and should be unnecessarily retransmitted,
thus wasting valuable radio resources. For those reasons, tunneling of
ACK frames is infeasible and all low-level functions of 802.11 MAC,
including acknowledgment and channel access (DCF), have to be realized by the WTP. In general, because of timing requirements, all
control frames have to be generated by the wireless interface of the
WTPs.
MAC Rate Adaptation: The quality of wireless channels may change
very fast due to many factors, like interference and fading. Therefore,
the rate adaptation has to be done quickly to keep up with wireless channel dynamics, i.e., in order of milliseconds. As in NxWLAN
frames between WTPs and VAPs are tunneled over the Internet, an
additional delay is introduced. Therefore, we argue that the WTP has
to be responsible for the rate control.
6.4

prototype implementation

Fig. 6.7 shows an overview of the NxWLAN implementation. We have
implemented our prototype using open-source tools, and we deployed
it on small-form-factor-PCs based on Intel NUCs running Ubuntu
14.04. A detailed description of the prototype can be found in our
technical report [69].
6.4.1

Discovery and Communication Module

We adapted the existing open-source implementation of ResFi [198] for
over-the-air discovery and communication between neighboring EAPs.
The ResFi framework was originally designed to enable distributed
Radio Resource Management (RRM) within residential WLAN deployments, e.g., distributed radio channel assignment [201]. Radio
interfaces of participating APs are used for the efficient discovery of
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Figure 6.7: NxWLAN implementation details – components inside a single
residential Enhanced AP.

adjacent APs operating on the same or different radio channels and
to create a side-channel for the exchange of connection configuration
parameters (like the public IP address of AP’s RRM unit) and security credentials. Those data enable, in turn, the setting up of secured
communication tunnels between adjacent APs via the (wired) Internet.
6.4.2

RAP, VAP and WTP

The RAP is deployed using a modified version of hostapd [133], that
implements over-the-air discovery. The RAP is running on a virtual
wireless interface created on top of a physical wireless device.
The enabler for the implementation of the VAP is the hw_sim [128]
Linux kernel module. This module is usually used to test the 802.11
MAC subsystem functionality, as it allows the emulation of wireless
transmissions on a single host machine. We modified this module to
sniff and inject 802.11 frames from and to the virtual wireless channel.
The VAP contains a standard version of hostapd.
The WTP is responsible for: i) sniffing 802.11 frames by using a monitor interface created on top of a physical wireless device and sending
them to the switch, ii) receiving frames from the switch, and injecting
them to a monitor interface for over the air transmission. The frames
are encapsulated with a RadioTap header. Moreover, the WTP contains
a simplified version of hostapd, which is necessary for enabling ACK
frame generation and rate control. Note that to force a WiFi device
to respond with an ACK frame, one must configure a proper MAC
address matching the required destination MAC address. Modern
devices usually accommodate multiple (up to 8) MAC addresses for a
single physical interface.
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6.4.3

802.11 Frames Tunneling

Tunneling of 802.11 frames between the VAP and the WTPs is realized
using L2TP tunnels [170], which are created after the EAP neighbor
discovery during the bootstrap phase. Basically, the L2TP protocol is
used for interconnecting LAN networks over the Internet.
The switching of the 802.11 frames between the tunnels and the
monitor interfaces is performed by a Software-Defined Networking
(SDN) software switch. The switch was implemented in P4 [19], which
is a new approach for SDN [138] providing a high-level language
for programming the forwarding plane of packet processors. Our
switch forwards native 802.11 frames based on their destination MAC
address. The switch contains programmable match-tables that allows
controlling its behavior.
6.4.4

Probe Response TX Power Programming

We modified the ath9k wireless driver to allow programming of the
transmission power of PRES frames. Every time the driver is handling
a PRES frame transmission, it takes the appropriate entry from the
TX power table filled before by the EAP controller via the debugFS
interface. The appropriate TX power entries are calculated according
to the algorithm presented in §6.3.5.
6.4.5

Rate Adaptation

For rate control, we use the Minstrel [187] algorithm as it is the most
commonly used rate adaptation algorithm for 802.11 networks in
Linux based systems. However, we faced a couple of problems when
trying to use it for the traffic injected over a monitor interface, i.e.,
injected frames were not rate controlled and always transmitted with
the basic rate. Therefore, we used the approach as suggested in [200,
212] where an association of an STA is faked to force the hostapd
application to create an entry in the rate table for the given STA.
Having such entry, the Minstrel algorithm can control the rate.
6.5

evaluation

This section is divided into three parts. First, we discuss the selection of
the parameters for our evaluation scenarios. Second, we demonstrate
the feasibility of NxWLAN’s implementation using COTS equipment
and provide results of its performance obtained in small scale 802.11
testbeds. Afterward, we extend our performance studies by using
network simulations in ns-3.
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6.5.1

End-to-end Parameter Selection

Since end-to-end bandwidth and latency between two neighboring
EAPs significantly impact the operation and performance of NxWLAN,
it is important to select those parameters properly for our test scenarios. Unfortunately, to the best of our knowledge, there are no large
scale measurements of end-to-end connection parameters, especially
between residential clients operated by diverse ISPs. Due to a lack
of such information, we were forced to deduce and estimate those
parameters.
It is important to note that with NxWLAN, we are targeting highly
populated residential areas. Moreover, we assumed and considered
the following characteristics. In most cities, there are only a few different ISPs in each city, making it highly probable that some of the
neighboring EAPs are connected to the same one. In such cases, the
end-to-end delay between two EAPs should be low. However, in cases
in which cable modems are used as an access technology, subscribers
(to some extent) are sharing their available bandwidth. Finally, we
argue that in the future, highly populated areas have the best chances
to be repeatedly updated with the newest access technologies, like
Fiber-to-the-Building/Home (FTTx).
Downlink and Uplink Speeds: A first approximation of user downlink and uplink speeds can be obtained from on-line tools, for example,
using www.speedtest.net. Such tools allow users to test their Internet connection capacity and collect those measurements. In addition, statistics
of average connection speeds for countries and even for some bigger cities are provided. For example, in 2020, the average connection
performance in Germany is 115 Mbps in the downlink, and almost
27 Mbps in the uplink (i.e., 115/27 Mbps), while Singapore is the country with the fastest average connections, i.e., 225/225 Mbps. The world
average equals 85/45 Mbps. Of course, the presented measurements
show the link parameters between the user and the closest test server.
Nevertheless, we argue they are sufficient for the first approximation
of links between two neighboring EAPs.
End-to-End Delay: To get the first estimation of the end-to-end
delay between residential clients, we have performed small scale
experiments in Berlin. We measured the Round Trip Time (RTT) using
the ping tool between three residential clients connected to different
ISPs in different parts of the city. Our results have shown that the
average RTT is in the range of 40-50 ms.
The end-to-end delay between two residential clients, A and B, is
composed of the access delay of client A, the delay between border
router of A’s ISP and Internet Exchange Point (IXP), the delay between
IXP and border router of B’s ISP; and the access delay of B. If both
users are subscribed to the same ISP, the end-to-end delay consists
only of the access delays. In [166] authors measured and reported that
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the access delay for most residential users is in the range of 0–10 ms.
This is consistent with results from Japan performed in 2009 and
presented in [195]. As reported, the access delay for the four biggest
ISPs in big cities in Japan was around 1-2 ms. Also, data presented
in [49] confirms the range of 0-10 ms. Hence, we can assume that the
access delay equals 10 ms in the worst-case scenario.
Unfortunately, we did not find similar measurement reports for
the delay between ISPs and IXPs. However, Feldmann et al. [132]
found out that in many cases for residential Internet connections, the
local (access) RTT dominates the remote (end-to-end) RTT, i.e., it takes
longer to get to the Internet than traveling the Internet. They also
reported that local RTT is on average 7 ms, while a remote RTT of
13 ms was reported for the users and servers located in Europe. As
we target highly populated areas, we can assume that there is at least
one IXP in each bigger city, which minimizes the delay between two
ISPs. Taking all of this into account, we assume that the delay between
ISP and IXP does not exceed 2 ms. Considering all our assumptions,
the estimated end-to-end delay equals 24 ms and RTT 48 ms, which is
consistent with our small scale measurements (40-50 ms).
Finally, the maximal RTT is bounded by the time the STA stays on
a single channel waiting for PRES after sending PREQ. In [26], the
scanning interval was reported to be 100 ms for most WiFi cards. If
the RTT between two EAPs is higher than this interval, NxWLAN
simply does not work. For this reason, EAPs should measure RTT
before setting up the NxWLAN relationship, and abandon such an
attempt in case RTT exceeds a predefined scanning interval.
Selected Parameters: Having investigated available measurement
data, we argue that 50 Mbps of bandwidth, and an end-to-end delay of
25 ms between two residential clients are feasible. In our experiments,
we always use RTT of 50 ms (as the worst-case scenario), while for
Internet connection, we evaluated several different combinations of
downlink and uplink speeds.
6.5.2

Testbed Results

In this section, we present results from the evaluation of the NxWLAN
prototype in a small real-world testbed. At first, the experimental
methodology is introduced, thereafter the results are presented and
discussed.
Methodology: The proposed NxWLAN approach is analyzed by
means of experiments in a small indoor 802.11n testbed. The setup
shown in Fig. 6.8 mimics two adjacent residential apartments, each
equipped with a single EAP. During the experiment, a client station
was placed at ten different locations within Bob’s apartment, as shown
in the figure.
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The hardware used for the EAPs and client stations were standard
x86 machines with Ubuntu 14.04 and Atheros WiFi NICs using AR9280
chipsets. For our experiments, we set the two EAPs on two different
not otherwise used channels of the 5 GHz ISM band, i.e., channel
40 and 48. The physical layer was set to 802.11n. We used the traffic
control tool [89] to emulate RTT of 50 ms and backhaul capacity (both
UL and DL) of 50 Mbit/s between two EAPs.
We considered the following two scenarios: i) without any background traffic and ii) with high background traffic on home EAP
and lightly loaded neighboring EAP. In both cases, we measured the
downlink TCP/IP throughput towards the client station using the iperf
tool [169]. We compare NxWLAN with a baseline in which the client
station is always served by the home EAP.

Alice’s
AP

18m
16m
14m

12m
8m
6m
Bob’s
AP

10m

4m
2m

0m

Figure 6.8: Experiment setup: two adjacent residential apartments each with
a single EAP.

Experiment 1: (Extended coverage): The objective of this experiment
is two-fold. First, we want to show that the proposed approach can
increase the home WLAN coverage by using the neighboring EAP.
Second, the visiting EAP can provide high throughput to the client
station, although the 802.11 data traffic is tunneled to the home EAP
over the emulated Internet connection.
Results 1: Fig. 6.9 shows the mean and standard error of the downlink
throughput to the client station at the ten different locations. Every
location point was measured ten times with the backlogged traffic
over a period of 10s. The results reveal that in contrast to baseline,
NxWLAN can provide coverage even at the far corner of the apartment. Moreover, the client achieves a high throughput (close to the
maximum), while being served by the WTP on the neighboring EAP
(locations 10-18 m).
Experiment 2: (Load balancing): In this experiment, we consider a
scenario with unequal network load, i.e., the home EAP (Bob) is
highly loaded, whereas the neighboring EAP (Alice) is unused. To
this end, we use two client stations with bulk TCP data transfers. We
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demonstrate that NxWLAN can steer the client device to the lightly
loaded EAP for load balancing reasons by manipulating the transmit
power of the PRES frame.
Results 2: In Fig. 6.10, we observe that compared to baseline, NxWLAN
can dramatically increase the downlink throughput of the client. Specifically, in the baseline, the client station has to share the wireless
medium with the two backlogged low-bitrate users (i.e., PHY rate of
6 Mbps) in the home EAP, whereas in NxWLAN, the client is steered
to the neighboring idle EAP (Alice). Even at very close locations to the
home EAP, our proposed transmit power control for the PRES frames
can successfully steer the client device to the far but lightly loaded
neighboring EAP.
Note that in the baseline case, the performance of the STA using
rate control algorithm suffers due to packet fairness, i.e., it gets access
to the channel with the same probability as the STAs with the fixed
slow rate (6 Mbps). Thus most of the time the STA waits for access,
while its channel occupancy time is the shortest one. This issue can be
partially addressed by using Transmit Opportunity, here 1.5 ms.
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Figure 6.9: NxWLAN performance in the case of no background traffic. The
client STA is served by WTP in Alice’s EAP after 12 m way-point.

6.5.3

Simulation Results

Methodology: We analyze the performance of larger configurations of
NxWLAN using network simulations in ns-3 [214]. Here, we consider
a scenario with five co-located EAPs in an area of the size of 300 m ×
300 m, i.e., one Home EAP in the middle and four neighboring EAPs
at a distance of 75 m to the Home EAP operating on different channels.
For EAP’s Internet connection, we evaluate a couple of combinations
of DL and UL speeds and the round trip time of 50 ms.
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Figure 6.10: NxWLAN performance in the case of congested home EAP (Bob).
The client STA is always served by WTP in Alice’s EAP.

We use the 802.11n standard for wireless access with HT40, short
Guard Interval, and Minstrel rate adaptation algorithm. All EAPs
operate on different RF channels in the 5 GHz ISM band. During a
single simulation, the client STA is placed in one of the locations
in the grid, calculated as (30x, 30y), x, y ∈ {0, 1, . . . , 10}. A single DL
TCP bulk flow from a server in the backhaul network to the STA is
established, and its throughput is measured. For each position, the
simulation is repeated 25 times, the simulation time is set to 10 s, and
results from the first 3 s are discarded to exclude the warm-up period.
We conduct two kinds of experiments and for both, we run a campaign of simulations without (baseline) and with NxWLAN enabled.
Experiment 1: (Extended coverage): In this experiment, the objective
is to show that coverage of the home WLAN can be extended by
utilizing the neighboring EAPs. As already mentioned, each EAP
is operating on a different RF channel, and there is only one STA
receiving data. Thus, there are no interferences between EAPs, and the
extension and throughput gains are achieved with NxWLAN only by
reducing pathloss, i.e., STA always connects to the closest EAP with
the strongest signal.
Results 1: As shown in Fig. 6.11, NxWLAN offers a large gain in
case the backhaul UL speed is high, e.g., when DL/UP equals 100/50
Mbps it offers on average a gain of STA throughput of 2.5×. Note
that even for a very slow backhaul configuration, like 20/5 Mbps,
NxWLAN still offers gain compared to baseline, i.e., 1.24×, which is
due to improving the performance at the cell edge of the Home EAP.
Experiment 2: (Load balancing): In order to evaluate the performance
of NxWLAN with unequally loaded EAPs, we create a similar setup
as in Experiment 1. In addition to the client STA of interest, we add
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Figure 6.11: Simulation results of NxWLAN performance in a scenario with
no background traffic.

three additional client STAs served by the Home EAP and located at a
distance of 0, 20, and 40 m from it. They generate background traffic,
which saturates the Home EAP cell. To this end, each of them was
an endpoint of a single TCP bulk flow from a server in the backhaul
network.
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Figure 6.12: Simulation results of NxWLAN performance in a scenario with
the congested home EAP.

Results 2: In Fig. 6.12, we can observe that with high-speed backhaul, NxWLAN allows the STA to achieve a high throughput gain as
compared to baseline, e.g., with 200/100 Mbps backhaul NxWLAN
offers on average a gain of 7.7×. In the case of a slower backhaul, the
backhaul becomes the bottleneck, and therefore the gain of NxWLAN
is limited, e.g., with 50/25 Mbps backhaul, NxWLAN provides an
average gain of 1.9×.
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Results from our experiments and simulations are consistent and
confirm that NxWLAN can provide significant throughput gains in
residential environments.
6.6

summary

In this chapter, we have shown that the collaboration through infrastructure sharing and cross-network traffic delivery bring massive
gains in the coexisting networks in the unlicensed spectrum bands. We
have used residential WiFi networks as an example of co-located and
separately owned wireless networks. Nevertheless, the presented concepts and mechanisms (e.g., tunneling of frames user’s between APs
over wired Internet backbone) can be also applied to heterogeneous
environments to enable cross-technology traffic delivery.
In particular, we have designed NxWLAN, a distributed system that
enables neighboring APs to mutually serve each others’ client stations
when it is more efficient than the direct transmission from the home
AP. NxWLAN provides a secure extension of a user’s home WLAN
through the usage of co-located APs while maintaining the same level
of security as the home AP (e.g., WPA2) and without revealing any
security credentials to untrusted neighboring APs. This is achieved
by tunneling (i.e., over-the-wire relaying) of encrypted WiFi frames
between home and visited APs over the Internet backbone.
We have implemented and evaluated a NxWLAN prototype using
COTS hardware in a mimicked residential scenario as well as through
simulations. Our results show that NxWLAN can increase the radio
coverage of the home WLAN and improve users‘ performance while
taking the load of the wireless radio channel and backhaul network
of both the neighboring and the home APs into account. The gains
are achieved thanks to the shortening of the communication link
and balancing the network load over co-located APs that operate on
different radio channels or experience asymmetric workloads.
As future work, we would like to evaluate potential gains of simultaneous usage of XZero and NxWLAN in a scenario with coexisting
heterogeneous wireless networks. Specifically, in a case when channel
access of a home AP is frequently blocked due to interferences from
co-located LTE* BS (i.e., through carrier sensing mechanism), it might
be worth redirecting WiFi traffic to a neighbouring AP which is currently being nulled by the BS. Note that nulling of the home AP might
be not possible, as the number of TX antennas is limited and hence
the BS can null only a limited number of WiFi nodes at the same time.

Part III
L E A R N I N G T O C O L L A B O R AT E

7

FRAMEWORK FOR MACHINE LEARNING IN
NETWORKING RESEARCH

As discussed in the background chapter (§2.5), the problem of learning collaborative behaviors in multi-agent environments has attracted
much research. Such environments contain a number of agents that
take independent decisions based on local observations to contribute
to an overall goal or maximize individual rewards. The proposed
learning-based collaborative algorithms are successfully applied in
virtual environments of multiplayer video games and real-world domains, e.g., in robotics, self-driving cars.
We argue that those learning-based algorithms might be also helpful
in handling complex interaction and dependencies in heterogeneous
networks and eventually improving their coexistence. Specifically, we
believe that wireless nodes can learn to collaborate and optimize
wireless resources usage through interaction and observation of each
others’ activity.
7.1

introduction

In order to enable the studying of learning-based approaches in the
wireless networking area, we have designed and implemented an
ns3-gym framework [65]. The framework is based on two well-known
and acknowledged by research community toolkits, namely, ns-3 and
OpenAI Gym. It combines the advantages of these two, i.e., the verified and tested models of ns-3 and the simplicity of prototyping
learning-based algorithms in Python language using numerical computation libraries (e.g., Tensorflow [4, 100]). Specifically, our ns3-gym
allows representing an ns-3 simulation as an environment in the Gym
framework and exposing state and control knobs of entities from the
simulation for the agent’s learning purposes. In simple form, it facilitates feeding the learning models with the data generated in the
simulator.
The framework is generic and can be used in a wide range of
networking problems including homogeneous and heterogeneous
wireless coexistence scenarios. Specifically, it can be used to develop,
train and compare the performance of multi-agent learning-based
collaboration algorithms in the virtual conditions of well-defined simulation scripts (i.e., environments). In this chapter, we first describe
the details of our ns3-gym framework. Then, we present an illustrative
example from the cognitive radio area, where a wireless node learns
the channel access pattern of a periodic interferer to avoid collisions
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with it. In the next Chapter 8, we use ns3-gym for evaluation of a distributed learning-based algorithm that allows nodes to collaboratively
learn optimal channel access parameters.
7.2

motivation

We believe that the application of machine learning (ML) techniques
in networking research is slowed down by the following factors:
• The existence of a knowledge gap — networking researchers lack
ML related knowledge and experience while ML researchers
lack knowledge in networking [179].
• Lack of training environments — reinforcement learning (RL) requires a large number of interactions with an environment to
train an agent properly. The best way is to use a real-world
environment. However, it is time-consuming, and researchers
usually lack the skills and/or hardware to set up a testbed, while
random exploration (required in RL to learn) in real network
deployments can be unsafe for their operation.
• The need for reliable benchmarking [20] — currently, researchers
build and use their environments on a case-by-case basis. Some
of them use network simulators, others real-world hardware, i.e.,
testbed. This issue makes the direct comparison of the performance of published algorithms difficult.
We argue that developing learning-based algorithms and training
them with the data generated in a simulation is often more practical
(i.e., easier, faster, and safer) than running experiments in the real
world. Moreover, it allows everybody to test his/her ideas without a
need to buy and set up costly testbeds.
Furthermore, thanks to transfer learning, i.e., the ability to reuse
previously acquired knowledge in a new (more complex) system or
an environment, the agent trained in a simulation can directly interact
or be retrained in the real world much faster than when starting
from the scratch [36]. How well the agent copes with the real-world
environment depends on the accuracy of the simulation models used
during training. Our framework uses the ns-3 network simulator that
strives to make its models reflect reality as close as possible. Hence,
we believe the knowledge acquired in a simulation should remain
reasonable also for the real world.
7.3

framework architecture

The architecture of ns3-gym as depicted in Fig. 7.1 consists of the
following major components, namely: ns-3 network simulator and
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Figure 7.1: Architecture of ns3-gym framework.

OpenAI Gym framework. The former is used to implement environments, while the latter unifies their interface. Our main contribution is
the design and implementation of a generic interface between OpenAI
Gym and ns-3, which allows for seamless integration of those two. In
the following, we describe our ns3-gym framework in detail.
7.3.1

ns-3 Network Simulator

ns-3 is a core part of our framework since it is used to implement a
simulation scenario serving as an environment for a learning agent. A
simulation scenario contains a network model together with scheduled changes in simulation conditions. One can create even complex
network models and study them under various traffic and mobility
patterns by assembling the detailed models of communication components and channels provided in ns-3. An experimenter triggers
changes in some conditions during the course of a simulation by
scheduling events, e.g., start/stop traffic sources.
The state of the entire network model is a composition of states of
its elements. The state representation of each entity depends on its
implementation. For example, the state of a packet queue is a numeri-
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cal value indicating the number of enqueued packets, while most of
the protocols (e.g., Transmission Control Protocol (TCP)) are implemented as finite-state machines (FSM) jumping between predefined
states. Note that in the latter case, the state can also be encoded into
numerical values. ns-3 provides proper interfaces allowing reading
the internal state of each entity.
It is up to the designer to decide which part of the simulation
state will be exposed to the agent for the learning purpose. In most
cases, it will be a sub-set of the network model state together with
some statistics collected during the last step execution (e.g., number
of TX/RX packets in a network device and mean inter-packet arrival
interval). Usually, the observed state will be limited to a state of a
single instance of the protocol that the agent will control. The rest
entities of the network model implement and evolve the complex state
of the environment the agent is going to interact with. Similarly, the
possible actions are limited to changes of parameters of the observed
entity. In other words, the agent can only partially observe the network
model by interacting with it though taken actions and experiencing
its response in changes of the local observations.
7.3.2

OpenAI Gym

The main goal of the Gym framework is to provide a standardized
interface allowing to access the state and execute actions in an environment. Note that the environment is defined entirely inside the simulation scenario, making the Python code environment-independent,
which allows the exchange of the agents’ implementation while keeping the environment’s conditions reproducible.
7.3.3

ns3-gym Middleware

ns3-gym middleware interconnects ns-3 network simulator and OpenAI
Gym framework. Specifically, it takes care of transferring state (i.e.,
observations) and control (i.e., actions) between the Gym agent and
the simulation environment.
The middleware consists of two parts, namely Environment Gateway
and Environment Proxy. The gateway resides inside the simulator and
is responsible for gathering the environment state into structured
numerical data and translating the received actions, again encoded
as numerical values, into corresponding function calls with proper
arguments. The proxy receives the environment state and exposes it
towards an agent through the pythonic Gym API. Note that ns3-gym
middleware transfers the state and actions as numerical values, and it
is up to the researcher to define their semantics.

7.4 implementation

7.4

implementation

ns3-gym is a toolkit that consists of two software components (i.e.,
Environment Gateway written in C++ and the Environment Proxy in
Python) being add-ons to the existing ns-3 and OpenAI Gym frameworks. The toolkit simplifies the tasks of developing the networking
environments and training of the learning agents by taking care of the
common tasks and hiding them behind easy to use API. Specifically,
ns3-gym provides a way for collecting and exchanging information
between frameworks (including connection initialization and data
(de)serialization), takes care of the management of ns-3 simulation
process life-cycle as well as freezing the execution of simulation during
the interaction with an agent. The communication between components is realized with ZMQ [213] sockets using the Protocol Buffers [75]
library for serialization of messages.
The software package, together with clarifying examples, is provided to the community as open-source under a GPL in our online
repository1 . It is also available as a so-called ns-3 App that can be
integrated with any version of the simulator2 .
In the following subsections, we describe the ns3-gym components
in detail and explain how to use them with code examples.
7.4.1

Environment Gateway

In order to turn a ns-3 simulation scenario into a Gym environment,
one need to i) instantiate OpenGymGateway and ii) implement its callbacks functions listed in Listing 7.1. Note that the functions have to be
registered in the gateway object.
1
2
3
4
5
6
7

Ptr<OpenGymSpace> GetObservationSpace();
Ptr<OpenGymSpace> GetActionSpace();
Ptr<OpenGymDataContainer> GetObservation();
float GetReward();
bool GetGameOver();
std::string GetExtraInfo();
bool ExecuteActions(Ptr<OpenGymDataContainer> action);

Listing 7.1: ns3-gym C++ interface.

The functions GetObservationSpace and GetActionSpace are used
to define observation and action spaces (i.e., data structures storing
observations and actions encoded as numerical values), respectively.
Both spaces descriptions are created during the initialization of the
environment and sent to the environment proxy object in the initialization message – Fig.7.2, where they are used to create corresponding

1 https://github.com/tkn-tub/ns3-gym/
2 https://apps.nsnam.org/app/ns3-gym
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spaces in the Python domain. The following spaces defined in the
OpenAI Gym framework are supported, namely:
1. Discrete — a discrete number between 0 and N.
2. Box — a vector or matrix of numbers of single type with values
bounded between low and high limits.
3. Tuple — a tuple of simpler spaces.
4. Dict — a dictionary of simpler spaces.
Listing 7.2 shows an example definition of the observation space as
C++ function. The space is going to be used to observe queue lengths
of all the nodes available in the network. The maximal queue size
was set to 100 packets. Hence the values are integers and bounded
between 0 and 100.
1
2
3
4
5
6
7

8
9

Ptr<OpenGymSpace> GetObservationSpace() {
uint32_t nodeNum = NodeList::GetNNodes ();
float low = 0.0;
float high = 100.0;
std::vector<uint32_t> shape = {nodeNum,};
std::string type = TypeNameGet<uint32_t> ();
Ptr<OpenGymBoxSpace> space = CreateObject<OpenGymBoxSpace>(low,
↪→high,shape,type);
return space;
}

Listing 7.2: Example definition of the GetObservationSpace function.

The step in ns3-gym framework can be executed synchronously,
i.e., scheduled in predefined time-intervals (time-based step), e.g.,
every 100 ms, or asynchronously, i.e., fired by an occurrence of specific
event (event-based step), e.g., packet loss. In both cases, one has
to define a proper callback that triggers the Notify function of the
OpenGymGateway object.
After being notified about the end of a step – Fig.7.3 – the gateway
collects the current state of the environment by calling the following
callback functions:
1. GetObservation – collect values of observed variables and/or
parameters in simulation;
2. GetReward – get the reward achieved during last step;
3. GetGameOver – check a predefined gameover condition;
4. GetExtraInfo – (optional) get extra information associated with
the current environment state.

7.4 implementation

The listing 7.3 shows an example implementation of the GetObservation
observation function. First, the box data container is created according
to the observation space definition. Then the box is filled with the
current size of the queue of the WiFi interface of each node.
Ptr<OpenGymDataContainer> GetObservation() {
uint32_t nodeNum = NodeList::GetNNodes ();
3
std::vector<uint32_t> shape = {nodeNum,};
4
Ptr<OpenGymBoxContainer<uint32_t>> box =
↪→CreateObject<OpenGymBoxContainer<uint32_t>>(shape);
1
2

5

for (uint32_t i=0; i<nodeNum; i++) {
Ptr<Node> node = NodeList::GetNode (i);
Ptr<WifiMacQueue> queue = GetQueue (node);
uint32_t value = queue->GetNPackets();
box->AddValue(value);
}
return box;

6
7
8
9
10
11
12
13

}

Listing 7.3: Example definition of the GetObservation function.

The ns3-gym middleware delivers the collected environment’s state
to an agent that, in return, sends the action to be executed. Note
that the execution of a simulation is stopped during this interaction. Similarly to the observation, the action is also encoded as numerical values in a container. The user is responsible to implement
the ExecuteActions callback, that maps the numerical values to proper
actions, e.g., setting minimum MAC contention window size for the
802.11 WiFi interface of each node – Listing 7.4.
bool ExecuteActions(Ptr<OpenGymDataContainer> action) {
Ptr<OpenGymBoxContainer<uint32_t> > box =
↪→DynamicCast<OpenGymBoxContainer<uint32_t> >(action);
3
std::vector<uint32_t> actionVector = box->GetData();
1
2

4

uint32_t nodeNum = NodeList::GetNNodes ();
for (uint32_t i=0; i<nodeNum; i++) {
Ptr<Node> node = NodeList::GetNode(i);
uint32_t cwSize = actionVector.at(i);
SetCwMin(node, cwSize);
}
return true;

5
6
7
8
9
10
11
12

}

Listing 7.4: Example definition of the ExecuteActions function.
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7.4.2

Environment Proxy

The environment proxy is the northbound part of the middleware.
It is wrapped by the Ns3GymEnv class that inherits from the generic
Gym environment, making it accessible through OpenAI Gym API.
Specifically, the proxy translates the Gym function calls into messages
and sends them towards an environment gateway over a ZMQ socket.
import gym
import ns3gym
3 import MyAgent
1
2

4

env = gym.make(’ns3−v0’)
obs = env.reset()
7 agent = MyAgent.Agent()
5
6

8

while True:
action = agent.get_action(obs)
11
obs, reward, done, info = env.step(action)
9

10

12
13
14

if done:
break

Listing 7.5: Example Python script showing interaction between an agent
and ns-3 environment.

In the code listing 7.5, we present an example Python script showing
the usage of the ns3-gym framework. First, the ns-3 environment and
agent are initialized — lines 5–7. Note that the creation of ns3-v0 environment is achieved using the standard Gym API. Behind the scene,
the ns3-gym engine starts an ns-3 simulation script located in the current working directory, establishes a ZMQ connection, and waits for
the environment initialization message — Fig.7.2. Optionally, the ns-3
environment can be adjusted by passing command line arguments during the start of the script (e.g., seed, simulation time, number of nodes,
etc.). This, however, requires to use Ns3Env(args={arg=value,...})
constructor instead of standard Gym::make(’ns3-v0’).
At each step, the agent takes the observation and returns, based
on the implemented logic, the next action to be executed in the environment — lines 9–11. Note that agent class is not provided in the
framework, and the developers are free to define them as they want.
For example, the simplest agent performs random actions. The execution of the episode terminates (lines 13–14) when the environment
returns done=true, which can be caused by the end of the simulation
or meeting the predefined game-over condition.
In addition, a Gym environment also exposes a Gym::reset() function that allows reverting the environment into the initial state. The
ns3-gym implements the reset function by simply terminating the
simulation process and starting a new one reusing mechanisms of the

7.4 implementation

Environment
Proxy

Environment
Gateway

Create

Gym::make()

Start simulation
script

Network
Model

ns-3 process
Create

Create

Wait
Return
env. object

Send initialization
message

Figure 7.2: Implementation of the Gym::make() function.
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Figure 7.3: Implementation of the Gym::step(action) function.
make function. Note that the mapping of all the described functions
between corresponding C++ and Python functions is done by the ns3gym framework automatically hiding the entire complexity behind
easy to use API.

7.4.3

Discussion

Although the ns-3 project supports Python bindings that would allow
us to integrate it with OpenAI Gym directly in a single Python process,
we have not taken this approach and decided to split ns3-gym into
two communicating processes, i.e., ns-3 (C++) and OpenAI Gym
(Python). We believe that the split is essential due to the following
reasons. First, during the learning process, an OpenAI Gym agent
has to keep its state (i.e., gained knowledge) across multiple episodes
(i.e., simulation runs). Having two separate processes makes this
requirement easier to fulfill. Moreover, it allows running multiple ns-3
instances in parallel, even in a distributed environment. Hence, the
agent learning process can be executed on powerful machines with
the support of GPUs, while ns-3 instances on ones equipped only with
decent CPUs. This feature is essential for techniques like A3C [139],
which uses multiple agents interacting with their own copies of the
environment for more efficient learning. Then, the independent, hence
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more diverse, experience of all agents is periodically fused to the
global learning network. Second, the ns-3 project is developed in C++,
while Python bindings are generated automatically as an add-on that
allows only writing simulation scripts. Apparently, the development
of scripts in C++ is easier for newcomers as there are much more code
examples (while only a few in Python) and documentation, and more
support from the community. Finally, having the C++ implementation
allows updating existing C++ simulation scripts and examples to be
used as OpenAI Gym environments.
7.5

environments

In the following subsections, we present a typical workflow when
using the ns3-gym framework. Then, we briefly describe the environments provided as examples. Finally, we discuss the feasibility
of implementing multi-agent environments and the direct usage of
agents trained in a simulated environment in a real-world experiment
using the emulation mode available in ns-3.
7.5.1

Typical Workflow

A typical workflow of developing and training an agent is shown
as numbers in Fig. 7.1: (1) Create a model of the network and configure scenario conditions (i.e., traffic, mobility, etc.) using standard
functions of ns-3; (2) Instantiate ns3-gym environment gateway in
the simulation, i.e., create OpenGymGateway object and implement callbacks functions that collect a state of the environment to be shared
with the agent and execute actions received from it; (3) Create the
ns3-gym environment proxy, i.e., create ns3-gym using the standard
Gym::make(’ns3-gym’) function; (4) Develop an agent using available
numerical Python libraries that interacts with the environment using
the standard Gym::step(action) function; (5*) Train the agent.
7.5.2

Example Environments

In addition to the generic ns3-gym interface where one can observe
any variable in a simulation, we also provide custom environments
already prepared for specific use-cases. For example, TcpNs3Env is an
environment for controlling parameters of TCP, where the observation
state, action and reward function are predefined using the RL mapping proposed by [123]. This environment simplifies the development
of own RL-based TCP solutions and can be further used as a benchmarking suite to compare the performance of different RL approaches
in the context of TCP.
DashNs3Env is another predefined environment for testing adaptive
video streaming solutions using our framework. Again the RL map-
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ping for observation state, action and reward is predefined, i.e., as
proposed by [136].
7.5.3

Multi-Agent Environments

As a communication network by nature is a multi-agent environment
(e.g., wireless network), we believe that our ns3-gym framework may
be a useful tool to advance research and knowledge in the area of
multi-agent learning in the context of wireless networks. Note that implementing a multi-agent environment can be achieved using multiple
(i.e., one for each agent) or a single instance of the OpenGymGateway in
ns-3 simulation script. In the former case, the gateways communicate
with corresponding agents in separate Python processes, while in the
latter case, all agents are being trained in a single Python process.
However, this approach requires to implement a switching mechanism
steering observations and actions to the proper agents (e.g., based on
node ID added to the observation vector).
7.5.4

Emulation Mode

Since the ns-3 allows for usage of real Linux protocol stacks inside
simulation [168] as well as can be run in the emulation mode for
evaluating network protocols in real testbeds [25] (possibly interacting
with real-world implementations), it can act as a bridge between an
agent implemented in Gym and a real-world environment. Those
capabilities give the researchers the possibility to train their agents in
a simulated network (possibly very fast using parallel environments)
and test them afterward in a real testbed without changing any single
line of code. We believe that this intermediate step is of great importance for developing ML-based network control algorithms as it
reduces the possible discontinuities when moving from simulation to
real-world.
7.6

case-study examples

In this section, we present two examples of a Cognitive Radio (CR)
transmitter that learns the pattern of a periodic interferer to avoid
collisions with it. In the first example, the transmitter can sense the
entire bandwidth (i.e., M = 4 wireless channels), whereas, in the
second example, it can only monitor its own channel.
Specifically, we consider the problem of channel selection in a wireless multi-channel environment, e.g., 802.11 networks with external
interference. The objective of the agent is to select for the next time
slot a channel free of interference. We consider a simple illustrative example where the external interference, e.g., a microwave oven, follows
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a periodic pattern, i.e., sweeping over all four channels in the same
order as shown in Fig. 7.4.
4
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Figure 7.4: Channel access pattern of periodic interferer.

We created a simple simulation scenario using existing functionality
from ns-3, i.e., interference created using WaveformGenerator class
and sensing performed using SpectrumAnalyzer class. Our proposed
RL mapping is:
• observation — occupation on each channel in the last time slot,
i.e., a vector indicating whether a received signal power on each
channel is below (-1) or above (+1) a predefined threshold, e.g.,
-82 dBm; in addition, we can combine observations from last N
time-steps;
• action — set the channel to be used for the next time slot,
• reward — +1 if no collision with interferer; otherwise -1,
• gameover — if more than three collisions happened during the
last ten time-slots
Our simple RL-based agent is based on the deep Q-learning technique. It uses a neural network with two fully connected layers, i.e.,
input and output. The M · N neurons in input layer use ReLU activation function, while the output layer uses softmax activation whose
output p ∈ (0, 1)M is a probability vector over the four possible channels. We use Adam solver [106] during training to tune the neural
network parameters.
7.6.1

Cognitive Radio – Wideband Sensing

Fig. 7.5 shows the learning performance. We see that after around
25 episodes, using only its local (but wideband) observations, the
agent has perfectly learned the behavior of the periodic interferer
and was able to properly select the channel for the next time-slot
avoiding any collision. Although it is not shown here, we observed
that using observations of the last N time-steps speeds up the learning
process, i.e., with longer observation history, the agent can learn more
dependencies in a single step. In Fig. 7.5, we show the case when the
agent was fed with the data containing the observations from the last
four time-steps (i.e., history size N = 4).
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Figure 7.5: Learning performance of RL-based Cognitive Radio transmitter
in the case of wideband sensing.

Cognitive Radio – Narrowband Sensing

7.6.2

Channels

In contrast to the previous example, the CR transmitter has to learn
to adapt to the interferer by performing narrowband sensing. Hence
at a given point in time, the agent can only monitor the state of
the currently used channel. The narrow-band observations of the CR
transmitter are illustrated in Fig. 7.6. Note that in a single time-slot, the
TX can determine only whether the currently used channel is occupied
by interfered (red, +1) or is free (blue, -1) and has no information about
the other channels (white, 0). As shown in Fig. 7.7, we can observe
that even narrowband sensing is sufficient to learn the behavior of
the periodic interferer and select an interference-free channel for the
following time-slot. However, it requires a longer training process (i.e.,
around 80 episodes) compared to the wideband sensing. Like in the
case of wideband sensing, we observe that longer observation history
shortens the learning process. Again in Fig. 7.7 we show the agent’s
learning performance with the observation history size of N = 4.
4
3
2
1
0

10

20

30
Time Step

40

50

60

Figure 7.6: Narrow-band observations of cognitive radio transmitter: collision
with interferer (red), no collision (blue), no information (white).
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Figure 7.7: Learning performance of RL-based Cognitive Radio transmitter
in the case of narrowband sensing.

7.7

summary

In this chapter, we describe the ns3-gym toolkit that simplifies the
development and training of learning-based approaches to solve various problems in networking. This is achieved by interconnecting the
OpenAI Gym with the ns-3 network simulator.
Our main motivation was the usage of learning-based algorithms
to improve the coexistence of heterogeneous wireless networks. In
particular, we are interested in multi-agent environments where agents
(e.g., wireless nodes or network controllers) can learn collaborative
behaviors by sharing local knowledge, interacting with each other
and observing the results of those interactions. Therefore, ns3-gym
supports multi-agent operation, i.e., it allows connecting multiple
learning-based algorithms to individual entities (e.g., wireless nodes)
in the simulation.
In the next Chapter 8, we use the ns3-gym framework to develop and
evaluate the performance of a distributed learning-based algorithm
for contention window optimization in co-existing WiFi networks.

DISTRIBUTED LEARNING FOR
P R O P O R T I O N A L - FA I R R E S O U R C E A L L O C AT I O N I N
COEXISTING WIFI NETWORKS

The deep machine learning techniques have the potential to handle
complex interactions and dependencies among coexisting wireless networks. They are especially helpful in problems in which deriving the
closed-form control algorithms improving coexistence is not feasible.
Instead, they can leverage and make efficient use of the measurement
data generated from the networks to learn the collaborative policies.
Nevertheless, they require a very long training process to achieve
the required superb performance. On the other hand, some wireless
networking domain problems might be efficiently solved with much
simpler learning-based approaches. Specifically, the family of convex
problems may be addressed with Stochastic Convex Optimization
(SCO) framework.
8.1

introduction

In this chapter, we propose a simple collaboration scheme based on
distributed stochastic convex optimization. To this end, we revisit the
widely known performance anomaly that results in severe network utility
degradation in WiFi networks when nodes use diverse modulation
and coding schemes (MCSs). The anomaly is an inherent feature of the
Distributed Coordination Function (DCF) that ensures equal long term
channel access probabilities to coexisting stations, thus guaranteeing
frame-level fairness.
The proportional-fair allocation (i.e., air-time fairness) was shown
to mitigate this anomaly and provide a good throughput to the stations [150]. It can be achieved by selecting contention window values
based on the explicit solution of a convex optimization problem or,
as proposed recently, by following a learning-based approach using a
stochastic gradient descent algorithm. The proposed approaches rely
on the centralized operation, i.e., they are deployed in a central node
(e.g., AP or controller) and require knowledge of individual MAC
parameters (e.g., frame duration) or throughput of each transmitting
station. However, such centralized operation cannot be assumed in
the case of overlapping but separately managed WiFi networks. Note
that in the considered scenario networks are heterogeneous in terms
of management and ownership.
Here, we leverage recent theoretical work on asynchronous and
distributed optimization to propose a distributed learning-based algo-
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rithm that allows WiFi nodes to independently optimize their channel
access parameters and maximize resource utilization under the proportional fairness condition. Specifically, our approach is based on recent
proof1 of the convergence of the Kiefer-Wolfowitz algorithm [103]
in a distributed and asynchronous settings [177]. Those properties
are highly beneficial for coexisting WiFi nodes as they allow learning channel access parameters without any coordination nor explicit
information exchange. Instead, the nodes use overheard frames to
compute the network utility and independently follow a gradient
descent method to optimize overall performance.
Contributions: Our key contributions are three-fold:
• We propose a simple approach for distributed contention window tuning that achieves proportional fairness in coexisting WiFi
scenarios. To this end, we apply the DA-KW algorithm to the
WiFi domain while introducing slight modifications to address
the practical issues.
• Using simulations, we evaluate the proposed approach in terms
of convergence speed and achieved performance in multiple scenarios. Moreover, we compare its performance with the standard
WiFi DCF.
• We investigate the impact of the coordination (e.g., synchronized
execution). It appears that there is no significant gain of the
coordination in the case of a single collision domain. However,
coordination and information exchange allow achieving optimal channel time allocation in the case of overlapping collision
domains.
8.2

optimization of wifi throughput

In this section, we present its analytical model that describes the
operation of the CSMA protocol. Then, we summarize the throughput
optimization in WiFi networks.
8.2.1

Analytical Model of Contention-based Medium Access

We briefly describe the analytical model derived in [150] which allows
computing the total throughput achieved by WiFi nodes. We assume
that all nodes are in a single collision domain (i.e., each node overhears
transmissions of all other nodes). For the sake of clarity of presentation,
in this section, we consider the case where all stations are saturated
(i.e., they always have packets to transmit), but in §8.4, we also evaluate
1 The theoretical proof was provided by prof. Jean Walrand, who was also involved in
the work presented here.

8.2 optimization of wifi throughput

our algorithm in scenarios with non-saturated traffic. Note that the
model allows for arbitrary packet sizes and selection of MCS.
Let us consider a set of N wireless stations, where each active
station i accesses the channel with slot transmission probability λi . The
relation between channel access probability to a constant contention
i
window is CWi = 2−λ
[17]. The transmission failure probability
λi
experienced by a station i equals pf,i = 1 − (1 − pn,i )(1 − pi ), where
pn,i is the probability that the transmission fails due to channel errors
∏︁
(e.g., noise or interference), while pi = 1 − N
j=1,j̸=i (1 − λj ) denotes
the collision probability experienced by a packet transmitted by this
station. Then, the throughput of station i equals Si :

Si =

ps,i Di
Pe T e + Ps T s + Pu T u

(8.1)

where, ps,i = λi (1 − pf,i ) is the probability of a successful transmission performed by station i, while Di denotes its frame payload size
∏︁
in bits. Pe = N
is idle
i=1 (1 − λi ) is the probability that the channel
∑︁N
during a slot of duration Te (e.g., 9µs in 802.11n). Ps = i=1 ps,i and
Pu = 1 − Pe − Ps are the expected probabilities of successful and un∏︁
ps,i
successful transmission with the expected durations Ts = N
i=1 Ps Ts,i
∏︁N pu,i
and Tu = i=1 Pu Tu,i , respectively. Here, Ts,i and Tu,i are the durations of a successful and a failed transmissions of each station that depend on the fixed preamble duration, the variable duration of a header,
the size of a payload transmitted with the PHY rate Ci , and whether
an acknowledgment is sent (︂(success) or not (failure).
Finally, pu,i =
)︂ ∏︁
)︁
(︁
∏︁i−1
∏︁N
N
τi pn,i j=1,j̸=i 1 − τj + τi 1 − j=1 (1 − τj )
j=i+1 (1 − τj ) is the
probability of an unsuccessful transmission (either due to collision or
channel errors) of stations of highest index i (when labeling stations
according to their transmission durations). Note that the proper labeling is needed as the duration of a collision is dominated by the frame
with the longest duration involved in that collision, and collisions
should only be counted once.
λi
Using the transformed variable yi = 1−λ
, the expression of a
i
station’s throughput (8.1) can be rewritten as:
yi
Di
(8.2)
Y
)︂
(︂
∑︁
∏︁i−1
(1
)
where Y = Te + N
y
T
+
y
i s,i
k . We refer to [150] for the
i=1
k=1
details of the model and the transition from identity (8.1) to (8.2).
Si = (1 − pn,i )

8.2.2

Proportional-fair Allocation

Following [29], we formulate the proportional-fair allocation problem as a convex optimization problem. The global utility function is
defined as the sum of the logarithms of individual throughputs, i.e.,
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∑︁
˜
˜
U= N
i=1 Si , where Si = log(Si ). The utility maximization problem
is as follows:

maximize

N
∑︂

S˜i

i=1

)︂
(︂ y
i
s.t. S˜i ⩽ log zi Di , i = 1, 2, ..., N
Y
and 0 ⩽ yi , i = 1, 2, ..., N (0 ⩽ λi ⩽ 1)
where zi = 1 − pn,i . The constraints ensure that the optimal solution
is feasible, i.e., it is within the log-transformed rate region R̃. The rate
region R is a set of achievable throughput vectors S(λ) = [S1 , S2 , ..., SN ]
as the vector λ of attempt probabilities ranges over domain [0, 1]N .
The set R is known to be non-convex in 802.11 networks, but the
log-transformed rate region R̃ is strictly convex [120]. Moreover, as
the strong duality and the KKT (Karush-Kuhn-Tucker) conditions are
satisfied, a global and unique solution exists.
The presented convex optimization problem can be solved explicitly
as proposed by Patras et al. [150]. To this end, a WiFi AP estimates
the average frame transmission duration for each station and pass
it as an input to an optimization tool. The computed CW values are
distributed to nodes in a beacon frame. The optimization is executed
periodically (i.e., every beacon interval) to react to changes in the
network (e.g., traffic or wireless conditions).
An alternative approach was proposed by Famitafreshi et at. [55].
The authors use a stochastic gradient descent (SGD) algorithm, which
can iteratively learn the optimal contention window only by monitoring the network’s throughput. Specifically, the learning agent resides
in the WiFi AP, where it measures the uplink throughput of each
connected station and send the CW value updates to all the stations in
a beacon frame. The algorithm combines two utility values measured
under different CW values to compute the gradient and update the
CW following the SGD algorithm.
Note that both proposed algorithms use global knowledge and
centralized operation (i.e., deployed in AP).
8.3

distributed contention window learning

In real-world coexistence scenarios, multiple networks under separate
management domains are co-located and have to coexist, and there
is no central entity with the full knowledge to perform the learning.
Therefore, in contrast to the centralized learning approach, we propose a collaborative learning scheme where distributed WiFi nodes
learn the optimal contention window values without coordination and
information exchange. The scheme is based on a distributed convex
optimization framework, that we describe in the following subsection.

8.3 distributed contention window learning

8.3.1

Primer on Distributed Convex Optimization

In the distributed settings, a set of N distributed agents try to optimize
a global objective function. The critical challenge is that agents make
individual decisions simultaneously, and the value of the function
depends on all agents’ actions. Moreover, we assume that the agents
are not synchronized (i.e., they query the function and update their
variable asynchronously at a random point in time) and cannot communicate. Specifically, each agent adjusts his own variable xi without
knowing the values of the other variables, i.e., x−i . Fig. 8.1 shows the
interaction between agents and the environment.
Every
Agent
Agent
Agent
starts
with random
delay

submit

Observe

Environment
stores
and computes

Figure 8.1: The interaction between distributed agents and the environment –
agents asynchronously submit their individual variables to the
environment and get noisy observations of its value.

Following the KW algorithm, each agent estimates the gradient by
perturbing its own variable by a zero-mean change and querying the
global function every time interval τ. Then, it uses those measurements
to determine the gradient and updates its variable in proportion to
the computed estimate. Note that agents perform such experiments
without any coordination. Thus, when an agent attempts to get a
second evaluation of the function, the function may have already
changed due to another agent’s query. Intuitively, each agent gets gradient estimates corrupted due to the actions of other agents. However,
Walrand [177] recently proved that the KW algorithm can converge
to the optimal solution in a distributed and asynchronous (DA) setting if the size of perturbation is bounded [177]. The distributed and
asynchronous Kiefer-Wolfowitz (DA-KW) algorithm executed by each
agent is presented as Algorithm 5.
8.3.2

Practical Issues

There are a number of practical issues that have to be considered
when adopting the DA-KW algorithm for distributed CW control.
First, the utility function evaluation is not immediate, as an agent
cannot measure the instantaneous throughput. Instead, it has to count
an amount of successfully transmitted data by overhearing frames and
compute the mean throughput of neighboring nodes over the measurement time slot τ. As agents follow this procedure simultaneously
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Algorithm 5: DA-KW (executed by each agent i).
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Input: Non-increasing sequences (δk ) , (ηk )
Input: Function sample interval τ ⩾ 1
Input: Phase offset pi ∈ {1, . . . , τ − 1}
Initialization: Choose arbitrary y0 ∈ R
for k = 0, 1, . . . , do
Draw εk uniformly from {−1, 1}
Let t = k × 2τ + pi
At t set xt = yk + εk δk
Observe g+
k = f(xt ).
At t + τ set xt+τ = yk − εk δk
Observe g−
k = f(xt+τ )
Compute gradient estimate g˜k =
Update yk+1 = yk − ηk g˜k
if ∥xt − x∗ ∥ < ε∗ break
end

−
g+
k −gk
2εk δk

with random phase offsets, the utility that each agent observes is an
average of multiple function evaluations during τ that correspond to
changing CW of agents. Second, in contrast to the formal proof where
the function is globally defined, the congestion window takes values
in a discrete set between CWmin and CWmax . Finally, to make an
algorithm responsive to changes (e.g., used data rates), we use constant exploration and learning parameters and remove the termination
condition. Therefore, the algorithm cannot converge to the optimum
value but only to its neighborhood.
8.3.3

Proposed Approach

We apply a modified version of the DA-KW algorithm to learn the
IEEE 802.11’s CW cooperatively. More specifically, as illustrated in Algorithm 6, we introduce modifications to match the discussed practical
issues.
From the point of view of a single agent, our proposed technique
works as follows. During initialization, a WiFi node selects a contention
window value within the range of [CWmin , CWmax ]. The integer CW
value is converted to log-transformed variable y using function L.
2
Specifically, L computes channel access probability as λ = CW+1
, and
λ
−1
then transformed variable as y = log( 1−λ ). By L , we designate the
operation inverse to L.
At a random time point t, node i perturbs its log-transformed
variable by a fixed exploration parameter δk , i.e., it replaces yk by
yk + εk δk and converts that value back to the discrete CWt value.
Next, for the duration of a single measurement slot τ (e.g., 100 ms), it
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Algorithm 6: Proposed Algorithm (executed by each agent i)
1
2
3
4
5
6
7
8
9
10

11
12

13
14

15

Input: L converts CW to log-transformed value y
Input: Constant parameters δk = δ, ηk = η
Input: Function sample interval τ
Input: Random phase offset pi ∈ [0, τ]
Initialization: Choose y0 ∈ [L(CWmin ), L(CWmax )]
for k = 0, 1, . . . , do
Draw εk uniformly from {−1, 1}
Let t = k × 2τ +⌈︁pi
⌉︁
At t set CWt = L−1 (yk + εk δk )
Observe transmissions of neighbors for τ and compute
∑︁N
˜
g+
i=1 Si .
k =
⌈︁
⌉︁
At t + τ set CWt+τ = L−1 (yk − εk δk )
Observe transmissions of neighbors for τ and compute
∑︁N
˜
g−
i=1 Si .
k =
g+ −g−

k
k
Compute gradient estimate g˜k = 2ε
k δk
Update yk+1 = Πk (yk − ηk g˜k ), where Πk is the projection
operator onto Kδk
end

transmits all its frames applying the CWt value to the back-off procedure. Simultaneously, the node observes the environment formed by
all WiFi nodes. That is, by overhearing frames, it counts the amount
of data transmitted by each neighbor. At the end of the measurement
slot, it computes the network utility, i.e., the sum of the logarithms of
the estimated throughputs of the different nodes and the known own
throughput. Then at t + τ, the node again perturbs its log-transformed
variable, i.e., it replaces yk by yk − εk δk , and repeats the measurement
procedure. Finally, at t + 2τ, it combines both measurements to compute the gradient estimate and updates its log-transformed variable
yk+1 accordingly. The value is projected to the decision set defined
as Kα = [A + α, B − α], where α ⩽ B−A
2 . The projection of x to the
nonempty interval [a, b] is defined as Π[a,b] = max{min{b, x}, a}. Note
that the gradient descent is performed in a continuous domain using
log-transformed variable y, which is then converted and discretized
into an integer CW value.
8.3.4

Impact of Diverse Coordination Levels

To evaluate the impact of action synchronization among the distributed
nodes, we target the distributed scenario with a multi-step approach
that gradually removes the coordination between nodes:
Coordinated Learning: In the case of full coordination, the measurement slots of agents are synchronized, i.e., pi = 0 for i ∈ {1, .., N}.
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Specifically, agents perform the gradient estimation procedure and
update the CW at the same time. Therefore, the utility function is
evaluated with constant variables in each time slot.
Slotted Learning: In the second step, we remove the stage coordination between agents, i.e., the time is still slotted, and agents enter
the gradient estimation procedure at the slot boundaries. However,
they might be at a different stage of the procedure as pi ∈ {0, τ} for
i ∈ {1, .., N}. As a result, they perform a CW update at two different
time points. The environment state does not change during a single
measurement period. However, it changes in each slot. Hence, agents
perform the first measurement (i.e., g−
k ) under a different environment
+
state than the second one (i.e., gk ).
Uncoordinated Learning: In the general case, the actions of distributed
agents are not synchronized, and at any point in time t each agent
is at a different stage of the algorithm. Note that from each agent’s
perspective, the environment state could change N − 1 times within a
single measurement period.
8.4

performance evaluation

We evaluate the distributed contention window tuning algorithm by
means of simulations using our ns3-gym framework introduced in
the previous chapter. Specifically, we use the model for IEEE 802.11n
in infrastructure-based mode and create multiple overlapping WiFi
networks. Note that nodes belonging to separate networks cannot communicate. If not stated otherwise, we create a fully-connected topology
(i.e., single collision domain), where nodes are uniformly spread in the
area of 10-by-10 m; hence, every transmitter can sense ongoing transmissions. In order to change network contention conditions, we vary
the number of transmitting nodes. Moreover, we change the data rates
and frame sizes to influence the solution of the proportional-fairness
problem. To turn off the BEB procedure and enable simple uniform
back-off, we assign the same value of CW to CWmin and CWmax . We
bound the CW value to the range used in WiFi, i.e., CW ∈ {15, 1023},
hence the log-transformed CW operates in y ∈ {−6.23, −1.94}. We
show the convergence of the distributed algorithm using the evolution
of the contention window, air-time share, and throughput. Finally, we
compare the performance of our technique against the original IEEE
802.11 BEB technique.
8.4.1

Selection of Measurement Slot Duration

First, we evaluate the impact of the measurement slot duration on
the quality of the network utility estimates and the algorithm’s convergence. To this end, we consider a scenario with five transmitting
stations with homogeneous traffic, i.e., each station is backlogged with
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Figure 8.2: Convergence of individual CW under various measurement slot
duration τ ∈ {25, 50, 100, 200} ms.

1000 B UDP packets and transmits to its own AP with a data rate equal
to 26 Mbps (MCS 3).
Fig. 8.2 shows the evolution of the contention window value (we
show c = log2 (CW)) for each of transmitting nodes with four slot
durations, τ ∈ {25, 50, 100, 200} ms. We observe higher variability for
smaller values of τ, which is expected due to the random nature of the
frame transmissions. Specifically, with smaller values of τ, the nodes
cannot collect enough statistics to accurately estimate the network
utility. These effects are alleviated by increasing the duration of τ so
that the throughput estimates become more accurate, but at the cost of
longer convergence time because updates are less frequent. For further
evaluation, we select τ = 200 ms, and leave its optimization as future
work.
8.4.2

Homogeneous Traffic

Next, we examine the sensitivity of the proposed distributed algorithm
to the type of coordination and learning parameters. Moreover, we
vary the number of active nodes with N ∈ {2, 10}. We use the same
homogeneous traffic parameters as in section §8.4.1. Note that the
exploration parameter δ and the learning rate η were adequately
selected to provide good performance.
Fig. 8.3 and Fig. 8.5 show a representative evolution of individual
contention windows, total network throughput, as well as allocation of
air-time in the scenario with two and ten nodes, respectively. In each
setting, the nodes start with the same CW values. In the case of two
nodes, one starts with CW = 1023 and the second one with CW = 15.
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While, in the case of ten nodes, each starts with CW value equal to 2c ,
where c ∈ [4, 10]. First, we observe that the distributed nodes converge
to similar CW values, as expected because of the homogeneous traffic,
and the algorithm converges to equal air-time allocation and optimal
total network throughput. Note that in the case of ten active nodes,
the total throughput is around 20% higher than that achieved by WiFi.
In the case of two transmitters, the nodes cannot achieve better performance than WiFi, as the minimal contention window is limited to 15
(i.e., they cannot go lower this value). The algorithm converges faster
in the case of ten nodes, as the utility function becomes steeper with
an increased number of nodes [55]. The variability of CW is higher
for ten nodes, as the node estimates become noisier. Nevertheless, the
network operates with approximately optimal utility. Moreover, in
the case of two nodes, we observe an interesting cooperative behavior
where the initially more aggressive node slows down to free more
air-time for its peer, then both nodes increase their aggressiveness to
maximize the utility.
Our results also show that the distributed algorithm behaves similarly with and without learning coordination, i.e., there is no significant advantage to coordination.
Finally, in Fig. 8.4 and Fig. 8.6 show the convergence behavior with
different learning rates η ∈ {0.05, 0.1, 0.3}. Increasing the value of η
allow the algorithm to take bigger steps and to converge faster in case
of two nodes. But, when N = 10, the higher learning rate brings more
fluctuations due to increased noise in the utility estimates.
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Figure 8.3: Convergence of the proposed algorithm with two transmitting
nodes under various coordination.

8.4.3

Heterogeneous Traffic

Here, we evaluate the performance of the algorithm under heterogeneous traffic (in terms of packet size and used MCS), where the
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Figure 8.4: Convergence of the proposed algorithm with two transmitting
nodes and η ∈ {0.05, 0.1, 0.3}.
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Figure 8.5: Convergence of the proposed algorithm with ten transmitting
nodes under various coordination.

optimal CW values are not identical for all transmitting nodes. We
consider two scenarios, where three nodes use diverse transmission
parameters: i) the same data rate (MCS3, 26 Mbps), but diverse packet
sizes Di ∈ {250, 500, 1000} B; ii) the same packet size (1500 B), but
diverse data rates Mi ∈ {6.5, 26, 65} Mbps.
In Fig. 8.7 and Fig. 8.8, we compare the performance of our distributed approach with standard WiFi operation. Specifically, we are
interested in air-time allocation, individual throughputs and packets
data rate. Due to the symmetric contention process, WiFi assures an
equal number of transmission opportunities to all nodes, i.e., framefairness. Our results show the performance anomaly problem in WiFi,
i.e., despite using the higher data rate, the performance of the faster
nodes is capped at that of the slowest station. In contrast, the proposed
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Figure 8.6: Convergence of the proposed algorithm with ten transmitting
nodes and η ∈ {0.05, 0.1, 0.3}.

algorithm allows nodes to successfully and quickly converge to equal
air-time allocation (i.e., proportional-fair allocation) in both scenarios.
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Figure 8.7: Air-time allocation, individual throughput and packet rate in the
case of heterogeneous traffic, i.e., all nodes use the same packet
size of 1500 B, but different data rates Mi ∈ {6.5, 26, 65} Mbps.

8.4.4

Dynamic Scenario

Using a setup similar as in the previous sections, we evaluate the adaptability of the proposed algorithm to network dynamics. Specifically,
we consider a dynamic scenario with three transmitters that change
data rates (e.g., due to the change of wireless propagation condition).
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Figure 8.8: Air-time allocation, individual throughput and packet rate in
the case of heterogeneous traffic, i.e., all nodes use the same
data rate of 26 Mbps (MCS3), but different packet sizes Di ∈
{250, 500, 1000} B.

Fig. 8.9 show the individual air-time allocation and throughput. The
traffic is saturated, and nodes use a packet size of 1000 B. The nodes
starts with the same data rate of 13 Mbps (MCS2), then at time t = 20 s,
nodes change the data rates, i.e., Node-1 switches to 6.5 Mbps (MCS0)
and Node-2 switches to 65 Mbps (MCS7). At t = 60 s, nodes change
data rates again, i.e., Node-1 switches to 65 Mbps (MCS7) and Node-2
switches to 6.5 Mbps (MCS0). Node-3 never changes its data rate.
We observe in Fig. 8.9 that the algorithm can adapt to the changes in
data rates. The convergence takes around 10 s after the change occurs.
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Figure 8.9: Air-time allocation and individual throughput in dynamic scenario. Nodes starts with the same data rate. At t = 20 s and
t = 60 s, node 1 and 2 change the used data rate.
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Uncoordinated Learning, δ = 0.2, η = 0.3
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Figure 8.10: Individual contention window and packet rate in unsaturated
scenario (left) with offered load of ri ∈ {200, 400, 600} pkts/s and
with one node saturated (right), i.e., ri ∈ {200, 400, 2000} pkts/s.

8.4.5

Unsaturated traffic

Here, we evaluate the behavior of the proposed algorithm under
unsaturated traffic conditions. Specifically, we simulate two scenarios
with three transmitting nodes, in which: i) the total offered load does
not saturate the wireless channel, i.e., ri ∈ {200, 400, 600} pkts/s; ii) the
total offered load saturates the wireless channel as one node operates
with saturated traffic, i.e., ri ∈ {200, 400, 2000} pkts/s. The nodes use
homogeneous transmission parameters, namely a data rate of 26 Mbps
(MCS3), and a packet size of 1000 B.
Fig. 8.10 shows the evolution of individual contention window
and packet rate in both scenarios. We observe that in the case of
unsaturated traffic the nodes increase their aggressiveness until the
offered load is satisfied. Afterward, they operate with a stable CW, i.e.,
the perturbation of the CW does not change the value of the network
utility, and hence the estimated gradient equals zero. In the second
scenario, the node with a high traffic load increases its aggressiveness
until it saturates the wireless channel, but without negatively affecting
the slower nodes, i.e., they also adapt their CW properly to get enough
transmission opportunities and satisfy their own traffic.
8.4.6

Flow-In-the-Middle Topology

Finally, we evaluate the behavior of the proposed scheme in a flow-inthe-middle (FIM) topology – Fig. 8.11. The FIM topology is a simple
multi-collision domain scenario, where nodes have asymmetric contention information. Specifically, the central transmitter can carrier
sense transmissions of both its neighbors, while the edge transmitters
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Figure 8.11: Flow-In-the-Middle (FIM) Topology: vertices, dotted lines, and
arrows represent nodes, connectivity, and flows, respectively.

cannot carrier sense each other. Therefore, the middle transmitter defers its transmissions whenever at least one of its neighbors transmits
a frame, while concurrent transmissions of the edge nodes can occur.
The transmissions of the edge nodes may interleave, leaving no silent
periods for the middle node. As a result, the throughput of the middle
node is lowered due to the lack of transmission opportunities. In the
worst case, the middle node suffers from complete starvation [10].
We simulate a scenario where all nodes use the same data rate of
26 Mbps (MCS3), and packet size of 1000 B. The traffic is saturated.
We use the protocol interference model to simplify our simulation
model. Moreover, there is no frame capture effect that makes a receiver
decode a frame with higher SNR in a case of collision. Note that when
using the physical interference model together with the frame capture
effect enabled in FIM topology, it is possible (i.e., when receivers are
close to transmitters) that even in the case of collisions the frames
between TX-RX pair can be correctly decoded, and hence, nodes can
transmit data without backoff. Furthermore, in the FIM topology,
only the middle transmitter can estimate the global utility function,
however only if frame transmissions of its neighbors are not colliding
(i.e., the quality of estimation decreases when the edge nodes become
more aggressive). The edge nodes can estimate the utility function
only in their local collision domains. We consider two cases of CW
learning, namely uncoordinated learning, where nodes locally estimate
the utility function, and coordinated learning, where nodes perform
gradient estimation procedure synchronously and they exchange (e.g.,
over a control channel) their own throughput values with all nodes to
compute the value of the global function.
Fig. 8.12 shows the evolution of the individual CW and the air-time
allocation, while the Fig. 8.13 show the air-time allocation averaged
over the simulation duration (i.e., 100 s). Our results confirm the
problem of starvation of the middle node in the case of standard
WiFi BEB operation, i.e., the middle node gets only 5% of the channel
air-time, while the edge nodes around 80%. We also show the optimal
air-time allocation found with extensive simulations. The proposed
algorithm improves the fairness among nodes, i.e., the middle node
gets assigned more air-time while the edge nodes get less. In the case
of coordinated learning, the nodes can find the CW values leading to
the optimal solution. However, in the case of uncoordinated learning,
the distributed algorithm cannot converge. Instead, we can observe
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oscillations in the CW evolution caused by inconsistent goals, i.e., the
middle node wants to achieve proportional fairness for three nodes,
while the edge nodes optimize its operation for two nodes.
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Figure 8.12: Individual contention window and air-time allocation in FIM
topology for uncoordinated learning with locally estimated utility (left) and coordinated learning with global utility (right).
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Figure 8.13: Air-time allocation attained by 802.11 WiFi and using the proposed learning-based approach in the FIM topology. Optimal
air-time allocation is presented for comparison.

8.5

summary

In this chapter, we show that wireless networks can improve their
coexistence using even simple learning-based algorithms. Specifically,
we have shown that the distributed WiFi nodes can independently optimize their channel access parameters to maximize the total network
throughput under the proportional fairness conditions. To this end,
we proposed and evaluated a collaboration scheme that is based on
the distributed version of the Kiefer-Wolfowitz algorithm. The scheme
requires the knowledge of the overall utility which in the case of a
single collision domain might be estimated by each node. Hence, neither an explicit exchange of information nor coordination (e.g., time
synchronization) is required. Specifically, the nodes independently
learn the proper contention window values by overhearing each others’
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frame transmissions, which allows them to estimate the global utility
function and use it in the stochastic gradient estimation procedure.
Our work showed that coexisting WiFi networks can benefit from
the proposed scheme in terms of increased throughput and air-time
fairness. However, it also revealed practical limitations of the simple
distributed algorithm. First, the algorithm’s convergence is relatively
slow (i.e., in order of ten seconds). Second, the algorithms converge as
long as the nodes estimate the overall utility function (i.e., when they
are in a single collision domain). Otherwise, the algorithm oscillates
as each node tries to be fair for different numbers of neighbors. The
oscillations might be eliminated by synchronizing learning phases
among nodes and providing them with the value of the global utility
function, but it requires communication.
Finally, we expect that the described learning-based algorithm might
be applicable also in the case of the coexistence of heterogeneous
technologies like WiFi and LTE-LAA. However, as nodes adhering
to different technologies cannot estimate each others’ throughput
(i.e., they cannot decode foreign frames), they have to employ CrossTechnology Communication (CTC) to share this information.
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CONCLUSIONS AND FUTURE WORK

Wireless communication changed almost every aspect of our lives,
and we are hungry for more. Unfortunately, in recent years, the radio
spectrum has become a rare resource. This is mainly a consequence of
the traditional static spectrum allocation that is the easiest way to eliminate interference between diverse technologies, but at the same time
leads to inefficiencies in resource usage (i.e., artificial access limitationbased spectrum scarcity). We believe that opening the entire radio
spectrum for wide usage is the next step as it allows for more flexible
and dynamic allocation and brings benefits in terms of its higher
utilization. In fact, it already happens, e.g., recently Federal Communications Commission (FCC) released 1200 MHz of spectrum in the
6 GHz band for WiFi 6 (802.11ax). On the other hand, it also poses
a challenge of coexistence between heterogeneous systems, whose
foretaste we experience now in unlicensed bands. Specifically, wireless
networks are basically adversaries – they compete with each other
for the limited channel resources to provide connectivity to their own
users and, hence, suffer from collisions and mutual interference.
In the context of this Ph.D. thesis, we focused on collaboration
among heterogeneous wireless networks. Specifically, in contrast to being competitors, we make heterogeneous networks to work together to
achieve individual and shared goals that they could not achieve alone.
The task is challenging as it not only requires dealing with increasing
heterogeneity and complexity but also with separate ownership and
management of wireless networks.
Although the objective of the collaboration is clear, i.e., make the
spectrum sharing efficient, it can be achieved by diverse approaches,
including joint signal transmission, channel access coordination, interference mitigation, infrastructure sharing, etc. The common requirement of those approaches is information exchange among involved
participants to negotiate resource usage and convey configuration
parameters. Such a possibility is, however, not envisioned between
diverse wireless standards. Therefore, researchers build direct communication between heterogeneous wireless technologies – commonly
referred to as the Cross-Technology Communication (CTC) – to enable
control channels among collaborating nodes. We have identified a gap
in the proposed solutions and fill the CTC portfolio with two new
schemes. Specifically, we have enabled over-the-air communication
between unlicensed LTE and WiFi nodes. LtFi is an energy-modulation
based CTC scheme and targets those two technologies specifically. In
contrast, NOTCH is a general CTC framework covering the family of
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energy-modulation based schemes with structured energy patterns.
Moreover, NOTCH enables a cross-technology broadcast channel,
where a data message is sent to multiple technologies simultaneously
in a single transmission. Both schemes are compliant with unlicensed
LTE and WiFi standards, which is shown with our prototype implementations. Note that our schemes can be employed in today’s
networks by performing only software updates. We believe that implication of CTC will be enormous and open up a broad spectrum of
novel collaboration schemes making coexistence and spectrum sharing
more efficient.
The wireless technologies evolve to very complex and advanced systems. However, even if they share the same spectrum bands, they are
still designed independently, treating each other as interference that
has to be avoided, hopefully using the same coexistence mechanisms
as used internally. In fact, it is not easy in heterogeneous environments due to, for instance, lack of the possibility of signal detection
and decoding or lack of time synchronization. In this thesis, we consider the beamforming capabilities of modern wireless technologies
that are successfully used for interference nulling in homogeneous
networks but cannot be directly applied among diverse technologies
due to missing channel state information. Therefore, using the new
possibility of over-the-air communication, we have designed XZero,
where an unlicensed LTE BS and WiFi nodes collaboratively perform
a null-beam search and successfully find the proper signal precoding
matrix yielding the lowest interference. Xzero is the first practical
system allowing to reuse the existing beamforming capabilities in a
heterogeneous environment.
Efficient spectrum usage is usually achieved through resource sharing in time, frequency, or space domains. Using residential WiFi networks, we have shown that it can be further improved by collaborative
infrastructure sharing among co-located networks. Specifically, in
dense deployments, it often happens that an access point providing
the best connectivity cannot be accessed due to ownership issues. Our
NxWLAN is a distributed system that allows co-located WiFi networks
to construct a composite network to serve each other’s clients with
improved performance. As evaluated with our prototype implementation, the massive throughput gains come mainly from shortening the
communication links, sharing the spare network resources (both wired
and wireless), and balancing network load over spatially co-located
APs. Furthermore, NxWLAN preserves the same security level as
home AP without revealing any security credentials to potentially
untrusted neighboring APs.
The dependencies and interactions between heterogeneous participants in the random deployments are complex and unpredictable.
Furthermore, the dynamically changing traffic, channel, and interference conditions make the collaboration or even identification of
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collaboration opportunities challenging. For those reasons, we argue
that traditionally designed collaboration schemes will fail to guarantee
a reasonable performance level across all ranges of scenarios. Such
dynamics may better be handled by equipping the wireless nodes with
cognitive features and make them learn to collaborate from interactions with each other and the environment. However, learning-based
approaches require a lot of training, which involves random exploration and is potentially dangerous for network operation. Therefore,
we have built ns3-gym, the framework that allows performing learning
in the simulated world of the ns-3 network simulator. The framework
can be used in a large scope of problems in networking research.
Moreover, it uses the OpenAI Gym programming interface (a commonly accepted standard in the reinforcement learning community)
and allows to immediately employ available learning algorithms in
networking problems.
Using ns3-gym, we have implemented a collaboration scheme for
the distributed optimization of channel access probabilities in CSMAbased networks. We have shown that in the case of a single collision
domain, homogeneous wireless nodes can collaboratively optimize
channel usage (i.e., together learn the optimal channel access parameters) just by observation of each others’ transmissions and without
any exchange of information.
We envision further potential in using multi-agent deep learning
techniques to improve the collaboration among the heterogeneous
wireless networks. It was recently shown that the distributed agents
could learn their own communication protocols (i.e., language) [57]
that enable exchange of information and efficient collaboration. This
way, there is no need to decide which parameters (or local observations) have to be shared among nodes as the agents can figure
out those issues on their own. It would be interesting to evaluate
such approaches in the scope of wireless coexistence and how the
low bandwidth and delay of the CTC communication channel impact the created collaboration language and, eventually, the network
performance.
Putting everything together, the work presented in this Ph.D. thesis
highlights the challenges and opportunities that have to be considered
in the area of collaboration among heterogeneous networks. We believe
that our work brings us closer towards ubiquitous communication
that will be an ultimate effect of the collaboration of wireless networks
regardless of their technology or ownership.
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̇ Zbigniew Duliński, Jacek Rzasa,
Jerzy Domzał,
˛ Piotr Gawłowicz, Edyta Biernacka, and Robert Wójcik. “Automatic Hidden Bypasses in Software-Defined Networks.” In: Journal of
Network and Systems Management (2016). issn: 1573-7705. doi:
10.1007/s10922-016-9397-5.

[4]

̇ Piotr Jurkiewicz, Piotr Gawłowicz, and Robert
Jerzy Domzał,
Wójcik. “Flow Aggregation Mechanism for Flow-Aware MultiTopology Adaptive Routing.” In: IEEE Communications Letters
(Sept. 2017), pp. 2582–2585. issn: 1089-7798. doi: 10 . 1109 /
LCOMM.2017.2748101.

[5]

Peter Ruckebusch et al. “WiSHFUL: Enabling Coordination
Solutions for Managing Heterogeneous Wireless Networks.”
In: IEEE Communications Magazine (COMMAG) (2017), pp. 118–
125. issn: 0163-6804. doi: 10.1109/MCOM.2017.1700073.

[6]
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