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Figure 22: Boxplots (top) and interaction graphs (bottom) for Attractiveness
(ATT) and Valence (VAL). Valence ratings increased for Emoji in
Week 2.

10.4 study 7 : field study

10.4.1 Methodology

The goal of the field study was to investigate how EmojiAuth per-
forms in the wild. The field study consisted of a pre-study question-
naire, an introductory session, a field phase of 15-17 days, and an
exit session. In order to ensure meaningful use of the authentication
methods during the study, EmojiAuth and PIN were deployed as a
protection mechanism for the participants’ email app on their own
phone. E-mails have been shown to often contain sensitive informa-
tion [54] worth protecting. Consequentially, Android users who use
an email app on their device were recruited and this was verified in
a screening survey.

10.4.1.1 Procedure

Participants were also recruited with a participant recruitment tool of
Technische Universität Berlin and classified ads posted on an online
service similar to Craigslist. Participants from the first study could
not participate. Participants received 25 Euro compensation of which
5 Euro were paid at the introductory session and 20 Euro at the end.
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During the introductory session participants received information
about the study and were asked for consent. Then, either EmojiAuth
or PIN was installed as a lock for their email app on their own devices.
In both apps an accessibility services was used to monitor whether
the e-mail app is currently in the foreground. In order to activate this
service, the participants had to select one or more e-mail apps which
they currently use from the list of installed apps. As soon as a pass-
word/PIN was picked, opening their email app required participants
to authenticate with their password/PIN. Our apps had a 30 second
time-out for an authentication session, i.e., if participants left their
e-mail app for 30 seconds or more, they had to re-authenticate. Partic-
ipants were asked to pick their password/PIN at home. It had to be
at least 4 digits. For the PIN group, only meta-data of the user-chosen
PINs was collected (length and number of differing characters).

Directly, after creating the password, participants received a ques-
tionnaire asking about the importance of different password/PIN se-
lection criteria, which were derived from the lab study study results.
Participants could change their password or PIN during the study
(within our app) and EmojiAuth users could further generate a new
Emoji-keyboard. In case that they had forgotten their password or
PIN, users could enter a pre-defined backup-password in our app
and select a new password/PIN. If the password/PIN was entered
five times incorrectly in a row, users also had to provide their backup-
password to unlock their e-mail app and to select a new password.

The field phase took between 15 and 17 days, depending on when
participants scheduled their exit session. Similar to Wechsung et al.’s
study [198], participants received a daily reminder to complete a daily
feedback questionnaire, which asked participants to rate on a Smiley-
scale how they liked interacting with EmojiAuth or PIN that day. This
questionnaire contained a smiley-scale on which participants could
rate how much they liked interacting with EmojiAuth or PIN during
that day. Participants could further explain their rating in a free-text
field. On days 2, 8, and 14, participants further received the AttrakD-
iff2 mini-questionnaire to assess user experience.

After the field phase, participants returned to the lab for the exit
session in which they completed an exit survey (on paper) followed
by the shoulder-surfing experiment. The exit survey contained ques-
tions on the overall rating of the authentication method and single
design features, as well as the psychological need fulfillment ques-
tionnaire, and hypothetical questions on the future use of the authen-
tication method. Furthermore, EmojiAuth/PIN was uninstalled from
their devices.

Shoulder-Surfing Experiment

The field study’s exit session contained a shoulder surfing experi-
ment, modeled after similar experiments in related work [171, 185],
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in which the threat model is a casual observer. Participants acted as
shoulder surfers for either EmojiAuth or PIN (based on their field
study condition), whereas the experimenter served as the observation
target. However, in contrast to related work, the shoulder surfers in
the present study were experienced with the authentication scheme
they tried to observe after two weeks of use. Participants could po-
sition themselves either left, right or behind the experimenter who
sat at a table to enter the password. Participants were provided with
pen and paper for note taking. To ensure that passwords are entered
with similar speed and in the same position, the experimenter trained
password entry beforehand.

To test shoulder surfing susceptibility for different kinds of pass-
words created with different password selection strategies, the proce-
dure was repeated with five passwords. To account for possible or-
dering effects, the order of the passwords was counterbalanced. The
five passwords used the same keys (in terms of spatial position on
the keyboard) in order to facilitate direct comparison between Emoji
and PIN results. The first and second passwords were random 6-digit
(’341779’) and 4-digit passwords (’1706’). The third (’134679’) and the
fourth passwords (’5802’) were patterns participants had created in
the lab study. The fifth password was an association password which
consisted of the Christmas Eve date (’2412’) for the PIN users and
a Christmas-related Story created by a lab study participant for the
Emoji users (’bear - Christmas tree - snowman - heart’ or ’23#4’ on
a numerical keyboard). After a password was entered by the exper-
imenter, the participant had three trials to enter the observed pass-
word. The experiment was conducted on a LG Nexus 5, Android
5.1.1, smartphone.

Participants

In total, 41 smartphone users participated in the field study: 21 in the
Emoji group and 20 in the PIN group. The participants were between
19 and 63 years old (M=34.1 yrs., Md.=28 yrs., SD=12.1); 24 were fe-
male (59%). Five participants had a secondary school degree (12.2%),
16 had a qualification for university entrance (39%), and 20 had a uni-
versity degree (48.8%). Most were students (22), although not only
campus populations were targeted. The second largest group were
employees (8), followed by job seekers (5), self-employed (2), and oth-
ers (4). Most (80.5%) did not have a professional IT background.

All were Android users, as required. The majority of the partic-
ipants (19) used Samsung Galaxy devices (A3, S3, S4, S5, S7, incl.
minis, Trend, J3), 6 participants used Sony devices (e.g. Xperia), and
the rest diverse other models. Nineteen participants indicated to cur-
rently use a PIN, three a password, nine an Android pattern, and
eleven did not use any locking method.
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One participant had problems during the study to use the app due
to an old phone, another participant’s phone physically broke dur-
ing the study. As a result we excluded the field data of these partic-
ipants. One more participant responded in almost all daily feedback
questionnaires with comments out of scope, thus this data was also
removed from the study. All three data sets were from the PIN group,
thus the PIN sample decreased to 17 participants.

10.4.2 Results

Success Rates

In the field study, in both groups, only a few incorrect unlocks were
recorded (Emoji: 3% of total unlocks; PIN: 1.5%). In total, 3,514 correct
unlocks and 83 incorrect unlocks were collected. Of those data points,
EmojiAuth accounted for 1,924 correct unlocks (M=91.62, SD=66.06)
and 58 incorrect unlocks (M=2.76, SD=4.18), whereas PIN accounted
for 1,590 correct unlocks (M=93.53, SD=70.40) and 25 incorrect un-
locks (M=1.47, SD=1.55). Mann-Whitney-U tests did not reveal signif-
icant differences in the distribution of correct and incorrect unlocks
between the two groups.

Success rates for PIN were high, suggesting that PIN performs well
in the wild. This is in line with work of von Zezschwitz et al. who
also found PIN to be a practical authentication method with low er-
ror rates [195]. Emoji success rates were also high, suggesting that
EmojiAuth is a practical authentication method, too.

Password Length and Password Changes

For the initial enrollment, the majority of participants in the Emoji
group (19) picked a 4-digit password, whereas two participants picked
a 5-digit password. Participants in the PIN group picked diverse PIN
lengths in the initial enrollment. Slightly more than half (10) picked a
4-digit PIN, two picked a 5-digit PIN, three picked a 6-digit PIN, and
two an 8-digit PIN. The results of a Mann-Whitney-U test did not
indicate significant differences in the mean password length between
the groups (Emoji: M=4.1, SD=0.3; PIN: M=4.9, SD=1.4).

Four participants in the Emoji group changed their password once,
whereas three users changed their password twice. In the PIN group,
also four participants changed their PIN once and one participant
changed the PIN twice. The results of a Mann-Whitney-U test did
not indicate significant differences in the mean number of password
changes between the groups (Emoji: M=0.48, SD=0.75; PIN: M=.35,
SD=0.61).

PIN users picked rather long passwords, whereas Emoji users mostly
stuck to 4-digit passwords. Although password length is one factor
that determines security, it is hard to make interpretations about pass-
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word security from the password length only. For example, long PINs
which are re-used or which rely on predictable selection strategies
such as one’s own birth date maybe easily found out by an attacker
[22]. Therefore password selection strategies are analyzed further in
the next paragraph.

Password selection

The password selection strategies that were found in the lab study
also surfaced in the field study (cf. Table 11). Figure 23 provides ex-
amples of Emoji-passwords created by study participants in the lab
and in the field study.

The results of the lab study were used to design Emoji and PIN
password selection questionnaires for the field study. For the Emoji
group, the questionnaire contained 16 items measured on five scales.
Each item was answered on a 5-point scale from 1 (does not apply at
all) to 5 (completely applies). The α-values indicate Cronbach’s alpha
– a measure for the internal consistency of the scales: α-values above
0.7 - 0.8 indicate good internal consistency [63]. Except for Color and
Shape, all Emoji scales showed a good internal consistency.

Emoji preference (α = 0.96):

• I selected the Emojis that I liked most.
• I selected the emojis that I rather have a personal relationship

to.

Association and Story (α = 0.81):

• I selected the emojis that I could mentally connect with each
other.

• I selected the emojis that I could assign to the same topic.
• I memorized the order of my password’s emojis with the help

of a story.
• I first made up a story and picked the emojis accordingly.

Pattern and Position (α = 0.89):

• I selected the emojis according to a pattern on the keyboard.
• I used a graphical pattern on the keyboard to memorize my

password.
• The emojis’ position on the keyboard has been important for

me.
• Instead of emojis, I memorized the numbers that are usually

depicted on a numeric keyboard.

Repetition and Similarity (α = 0.90):

• I repeated some emojis in order to faster unlock my phone.
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• I repeated some emojis in order to better memorize the pass-
word.

• I repeated some emojis to prevent typing errors when unlock-
ing.

• I selected the emojis that were rather similar to each other.

Color and Shape (α = 0.51):

• I selected the emojis due to their color.
• I selected the emojis due to their shape.

For the PIN group, the questionnaire contained 15 items. An as-
terisk at the end of an item indicates that it is based on the work of
Bonneau et al. [22]. Internal consistency was good for the Re-use and
Pattern and Position scales. The consistency of the two other scales was
rather low, indicating that the questions for measuring the strategies
should be improved for future versions of the questionnaire.

Date3

• I chose a date as the PIN.

Repetition and Sequence (α = 0.66):

• For my PIN I chose consecutive numbers (e.g., 1234 or 1357)*
• I repeated some numbers in order to faster unlock my phone.
• I repeated a two-digit number in my PIN*.
• I exclusively repeated one number in my PIN*.
• I repeated a three digit number in my PIN*.
• I repeated some numbers in order to better remember the PIN.

Re-use (α = 0.96):

• I chose a PIN that I’m already using in a different context.
• I chose a PIN that I have used in the past.

Pattern and Position (α = 1.00):

• I used a graphical pattern on the keyboard to memorize my
password (e.g., a line from left to right; numbers create a square;
numbers are at the corners of the keyboard; numbers form a
cross)*.

• I selected the numbers according to a spatial pattern on the
keyboard (e.g., a line from left to right; numbers create a square;
numbers are at the corners of the keyboard; numbers form a
cross)*.

• The positions of the numbers on the keyboard play an impor-
tant role for me.

Association (α = 0.63):

3 Note that α-values cannot be calculated for single items.
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• I selected the numbers that I could mentally connect with a
place, object or a topic.

• I created a mnemonic to remember the numbers.

To compare lab and field study strategies, it was calculated how
many participants reported to deploy one or more of the identified
strategies (cf. Table 11). For the lab study, frequencies were calcu-
lated by counting the occurrences of each interview code. For the
field study, the frequencies were calculated as the number of partic-
ipants who rated at least half of the items of a scale as important
or very important. The overlaps between selection strategies in both
studies (cf. Table 11) suggest a reasonable validity of the identified
strategies. As in the lab study, the PIN selection strategies in the field
study are in line with findings of related work [22]. In both studies,
Preference, Pattern and Position, and Association and Story seem to play
a rather important role for Emoji-password selection.

The importance of the Preference selection strategy for Emoji-pass-
words is also visible from the distribution of selected Emojis across
passwords. Figure 24 depicts three examples of the most popular
password-Emojis (lab and field study) and three examples of the most
unpopular Emojis together with their occurrences on the keyboards.
Due to the different sizes of the category lists from which Emojis are
selected for EmojiAuth, some Emojis appear more often on the key-
board than others. Although the individual keyboards were expected
to decrease the probability of hotspots, Figure 24 suggests that the dis-
tribution of password-Emojis is skewed. This finding is also reflected
in the results of Golla et al. who found some Emojis and even some
passwords to be more popular than other passwords and Emojis [72].
Results by Golla et al. also revealed that guessing attacks that rely on
content and position-based predictors performed better than attacks

Table 11: Frequencies of password selection strategies. Several participants
used multiple strategies, thus the percentages do not sum up to
100.

Strategy
Emoji PIN

Lab Field Lab Field

(N = 27) (N = 20) (N = 26) (N = 17)

Color and Shape 2 (7%) 9 (43%) - -

Emoji Preference 10 (37%) 12 (60%) - -

Repetition 9 (33%) 4 (20%) 7 (27%) 7 (42%)

Pattern and Position 12 (44%) 8 (40%) 5 (19%) 3 (18%)

Association and Story 10 (37%) 8 (40%) 5 (19%) 12 (71%)

Password re-use 1 (4%) - 7 (27%) 4 (24%)

Date - - 13 (50%) 8 (47%)
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that rely on only one of those variables [72]. Despite the skewed pass-
word distribution, 4-digit Emoji-passwords resulting from a authenti-
cation scheme with 20 Emojis seem to be more resistant to guessing
attacks compared to Android unlock patterns and 4-digit user-chosen
PINs [72].

Figure 23: EmojiAuth passwords created by lab and field study participants.
Passwords are grouped according to password selection strate-
gies.

Figure 24: Password-Emojis examples of the most popular (left) and unpop-
ular (right) password-Emojis together with their occurrences on
the keyboards

Shoulder-Surfing Results

The minimal Levenshtein distance for each user (“attacker”) and each
password was calculated, i.e. the number of deletions, insertions, or
substitutions, needed to obtain the correct password from the entered
password [170] [135]. There was a significant difference in the mini-
mal Levenshtein distance between Emoji (M=2.45, SD=1.64) and PIN
(M=0.72, SD=0.83) for the 6-digit random password (Mann-Whitney-
U, U=289.0; p=.001; r=0.53), with medium effect size. Thus, the 6-
digit random password was significantly harder to shoulder surf on
the Emoji keyboard. For the other passwords, there were no signifi-
cant difference between the authentication methods.

It was also compared whether some passwords are harder to shoul-
der surf than others. For Emoji, a Friedman ANOVA revealed sig-
nificant differences in the minimal Levenshtein distance between the
passwords (χ2=40.44; p<.001). Post-hoc analysis with Bonferroni cor-
rection revealed that the 6-digit random password was significantly
harder to shoulder surf than the 4-digit random password (M=0.75,
SD=0.93), Z=1.45; p=.037; r=0.46, the 6-digit pattern (M=0.15,
SD=0.67), Z=2.75; p<.001; r=0.72, and the 4-digit pattern (M=0.15,
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SD=0.37), Z=2.2; p<.001, r=0.70. All post-hoc results for Emoji had
medium to large effect sizes. For PIN, a Friedman ANOVA revealed
significant differences between the passwords (χ2=10.78; p<.029), but
the post-hoc tests were not significant.

The post-experiment questionnaires revealed that attackers used
four different strategies to observe the password: they either paid
attention to the numbers of the keyboard (“numbers”), the spatial
pattern of the password (“pattern”), a mix of both strategies (“mix”),
or they reported to observe the password entry with high concentra-
tion (“observation”). The frequencies of the strategies significantly dif-
fered between Emoji and PIN (p=.026; Fisher’s exact). “Attackers” in
the Emoji group were more likely to use the pattern observation strat-
egy (Emoji: 16; PIN: 8). Not surprisingly, “attackers” in the PIN group
were more likely to use the numbers observation strategy (Emoji: 0;
PIN: 4).

In summary, the 6-digit random password was harder to shoulder
surf with the Emoji keyboard and was also harder to shoulder surf
with the Emoji keyboard compared to the 4-digit random password
and the 4- and 6-digit pattern passwords. The casual “attackers” in
the Emoji group largely relied on the pattern observation strategy
which may make users of Emoji-passwords that are based on spatial
patterns more vulnerable to shoulder surfing attacks.

User Experience

Daily Feedback. The daily feedback questionnaires that were an-
swered during the field study indicate that both, EmojiAuth and PIN,
were perceived similarly good in terms of user experience. This is
also supported by the AttrakDiff 2 mini ratings, with the difference
that EmojiAuth users perceived the authentication method more in-
teresting in the beginning of the study.

In total, participants reported 342 (Emoji:184) positive experiences,
99 neutral experiences (Emoji: 51), and 14 negative experiences (Emoji:
10). A Mann-Whitney-U test did not reveal significant differences be-
tween distribution of positive, neutral, and negative experiences be-
tween Emoji and PIN. To further analyze users’ experiences, the free-
text answers of the daily feedback were open-coded by one coder.
This led to a code list of 17 codes. The qualitative data was then
independently coded with the code list by another coder. Interrater
agreement was almost perfect (Cohen’s κ=0.83), according to Landis
and Koch [129]. The coders then met to reconcile the remaining cases.

About a third of participants’ comments (35%) expressed short
statements that everything is going fine (e.g. “everything’s ok.”, “fine”,
“works”). The second most comments category (10%) concerned the
good usability of the methods (e.g. “really easy and not annoying”,
“easy to handle, takes only little effort”, “fast [PIN] entry, no prob-
lems, I don’t have concerns regarding memorability as long as the
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positions of the numbers don’t change”). Six percent of comments in-
dicated that participants got familiar with the methods (e.g. “I’ve be-
came accustomed to it”, “it [the authentication] already belongs to my
daily routine”). Thereby, Emoji participants reported this twice (14

comments) as much as PIN participants (7 comments). Four percent
of codes concerned hedonic aspects. Hedonic aspects were mostly
mentioned by Emoji users (11 out of 14, e.g. “I liked choosing the
Emojis as I could select them on my own without restrictions”, “it was
fun to open the e-mail app with the Emojis while sitting next to my
friends”, “I changed my password twice today as I was curious which
other Emojis are available”). A few comments (2.5%) also concerned
perceived security vulnerabilities of the schemes (“when I open the
app in quick succession, EmojiAuth didn’t work properly” [comment
from the author: this participant might not have been aware of the
30 seconds time-out]; “it’s relatively easy for others to find out the
[Emoji] combination”).

AttrakDiff. The AttrakDiff 2 mini ratings are in line with the daily
feedback: Pragmatic quality was perceived as high (M>5) for both
methods at all measurement points (day 2, 8, and 14). Emoji users
rated hedonic quality in terms of Stimulation higher than PIN users
on day 2 (Mann-Whitney-U,U=34; p<.001; r=0.70). For day 8 and day
14, there were no significant differences in Hedonic Quality/ Stimu-
lation between the groups. Whereas Emoji users’ stimulation ratings
remained stable over time, PIN users’ stimulation ratings increased
after one week: there were no significant differences in Stimulation

Table 12: AttrakDiff2 mini ratings for Emoji and PIN in the field study. Rat-
ings of the same variable which significantly differ between Emoji
and PIN are in bold.

Day 2 Day 8 Day 14

NE=21/NP=17 NE=21/NP=16 NE=15/NP=10

M SD M SD M SD

Em
oj

i

Pragm. Quality 5.71 0.83 5.61 0.88 5.60 0.95

Hedon. Quality 4.56 0.84 4.39 1.11 4.42 1.08

HQ-Stim. 4.62 0.89 4.21 1.24 4.17 1.30

HQ-Identity 4.50 0.92 4.57 1.05 4.67 0.96

Attractiveness 4.98 1.04 4.93 1.15 4.77 1.15

PI
N

Pragm. Quality 5.53 0.89 5.17 1.20 5.43 0.85

Hedon. Quality 3.78 0.56 4.16 0.80 3.93 0.73

HQ-Stim. 3.22 0.60 3.88 0.90 3.81 0.79

HQ-Identity 4.34 0.81 4.44 1.05 4.10 0.94

Attractiveness 4.94 0.79 4.75 0.80 4.55 0.86
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between the groups for day 8 and 14. This result indicates that PIN
users needed time to perceive the authentication method as interest-
ing. Consequently, EmojiAuth could be beneficial for making users
familiar with using an authentication method by offering a stimulat-
ing user experience from the start. Attractiveness ratings at all mea-
surement points were medium-high (M ∼ 5), without significant dif-
ferences between groups.

Despite negligible quantitative differences in user experience, 17

of 20 Emoji users reported in the exit questionnaire that they would
prefer using Emojis over PIN as a screen lock, mainly due to the high
memorability of Emoji-passwords (12 answers) and the appeal of the
Emoji-based method (six answers).

10.5 discussion

10.5.1 Limitations

The present study has a few potential limitations. Participants self-
selected to participate in a study on mobile authentication, thus the
participants may have higher technology affinity than the general
population. As the sample size in both studies was limited, gener-
alizations should be made with caution. However, the results facili-
tate a meaningful comparison of EmojiAuth to the current baseline:
PIN entry. Furthermore, the consistency between lab and field study
findings indicates a reasonable validity of the results.

10.5.2 Practical Emoji authentication

Valuable insights into the practical aspects of Emoji-based mobile au-
thentication were gained. The results of the studies have shown that
EmojiAuth has a short login time and high success rates, both compa-
rable to traditional PINs. Memorability for 4-digit Emoji-passwords
was good, whereas memorability of 6-digit passwords was reason-
able. The results suggest that EmojiAuth is a practical authentication
method with a good password memorability of short passwords.

Study participants created their Emoji-based passwords with five
different strategies: Emoji preference, association & story, pattern & po-
sition, repetition & similarity, and color & shape. The results suggest
that the distribution of Emoji-passwords may be skewed, even with
individual keyboards. It is subject to future studies to quantify the
frequency of each selection strategy and its contribution to the prac-
tical password space. Results from the shoulder-surfing experiment
suggest that EmojiAuth performs better for longer passwords that do
not follow distinct spatial patterns. As the “attackers” in this experi-
ment mostly focused on the pattern strategy, we recommend that spa-
tial patterns should not be used for password creation. We also plan
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to conduct further studies to investigate whether password creation
policies could help users create Emoji-passwords that are resistant
to guessing and capture attacks, as well as memorable. For example,
such policies could blacklist most popular Emojis or spatial patterns.

So far, EmojiAuth features twelve Emojis on the keyboard. Adding
more Emojis increases the theoretical password space, but might also
increase the likelihood of hotspots to evolve as the probability to oc-
cur on the keyboard for each Emoji increases. Moreover, usability
could suffer when there are too many small buttons on the keyboard.
Those trade-offs need to be investigated in future studies to further
advance the design of the method. Furthermore, the optimal assign-
ment of Emojis to categories for keyboard generation and its impact
on user choice resilience need to be further investigated: can large cat-
egories with diverse Emojis be created that allow users to assemble
interesting and diverse passwords? How large do the categories have
to be in order to completely eliminate hotspots?

10.5.3 The role of UX in mobile authentication

Both, EmojiAuth and PIN, were perceived as highly usable and as pro-
viding a good user experience in the lab and the field study. Emoji-
based authentication performed only slightly better in terms of he-
donic product perception and, thus, positive interaction. In the field
study, EmojiAuth users mentioned hedonic aspects slightly more of-
ten in their daily feedback. However, for both methods, the overall
number of experiences related to hedonic aspects was rather low. The
AttrakDiff ratings indicate that users perceived EmojiAuth as inter-
esting from the beginning of the field study and that this perception
remained stable. In the lab study, EmojiAuth was in both weeks per-
ceived as more interesting. The majority of EmojiAuth users indicated
that they would prefer EmojiAuth over PIN as a screen lock, which
is a promising result. It is subject to future studies to investigate how
hedonic quality could be further increased in authentication methods
and whether in contributes to long-term user “relationships” with the
authentication method.
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C O N C L U S I O N A N D F U T U R E W O R K

11.1 conclusion

By answering the research questions described in the introduction,
this thesis makes multiple contributions to the understanding of mo-
bile security and privacy mechanisms from an experiential perspec-
tive. A variety of qualitative and quantitative studies have been con-
ducted to answer the research questions. The findings to each re-
search question are detailed in the following.

By answering RQ1 and RQ2, this thesis provides first evidence that
there is a need to address experiential aspects, beyond the functional,
in mobile security and privacy mechanisms. RQ3 identifies directions
for the experiential design of those mechanisms. RQ4 provides an
overview of how different mechanisms shape user experience and re-
lated behavior. Thereby, the results suggest that experiential qualities
do not necessarily have to be in conflict with security and privacy. The
answer of RQ5 indicates that non-functional aspects can be manipu-
lated with security and privacy mechanisms and the answer of RQ6

suggests that the development of the user experience with such mech-
anisms over time is similar to those of lifestyle products. The results
of this thesis constitute a valuable first step for understanding the
experiential dimension of mobile security and privacy mechanisms.

11.1.1 Experiences with mobile security and privacy

Two focus group studies have been conducted to explore experiences
with mobile security and privacy. The findings are summarized in the
following in order to provide an answer to RQ1 (What experiences do
users have with security and privacy on their smartphones?).

Negative experiences. The focus groups (cf. Chapter 5) suggest that
users may feel forced to use messaging applications which they feel
uncomfortable with in terms of security and privacy, but which are
used by other users. This may result in a feeling of social pressure.
Furthermore, users may feel uncomfortable when using social apps
when they have the feeling that they need to be available all the time
(social availablility). Users further expressed negative experiences re-
lated to the usage of mobile security and privacy mechanisms. These
experiences surfaced in negative feelings such as dependency (e.g. on
third parties to provide and manage security and privacy), helpless-
ness (towards security and privacy threats), and fatalism (regarding

149
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the actual security of mechanisms). Negative experiences related to
a lack of choice and the need to sacrifice security for usage, were
further expressed.
Positive experiences. The results of the focus groups further suggest
that users encounter positive experiences through feelings of being
able to exercise control over security and privacy related issues. Fur-
thermore, the results suggest that trust, for example, in a service
provider may be a source of positive experiences.

11.1.2 Motivators for mobile security and privacy

An interview and an online study were conducted (cf. Chapter 6),
to explore which psychological needs are salient motivators for the
usage of mobile security and privacy mechanisms. The findings of
these two studies provide an answer to RQ2 (What motivates users
to employ security and privacy actions on their smartphones?).

The results of the interviews suggest a variety of psychological needs
as motivators for the usage of mobile security and privacy mecha-
nisms. In both studies Security was found to be a main motivator, how-
ever, different other needs such as Keeping the meaningful, Stimula-
tion, Autonomy and Competence also serve as potential motivators.
For example, backups are mainly motivated by Keeping the meaning-
ful and using a screen lock with authentication is mainly motivated
by Security, but Popularity was also mentioned as a motivator. App
selection was noted to be driven by Stimulation and Money/Luxury,
whereas Security, Competence (or a lack thereof) and Autonomy were
reported to be related to uninstalling apps and mitigating access to
sensitive information. The fulfillment of the need for Security may not
necessarily lead to a positive experience with mobile security and pri-
vacy mechanisms (cf. also Sheldon et al. [175] and Hassenzahl et al.
[85] for results on the limited ability of Security to contribute to posi-
tive events and experiences in another context of use). The low mean
values for need fulfillment in the online survey also indicate that se-
curity and privacy actions may profit from new design approaches
that support psychological need fulfillment.

11.1.3 Experience design for mobile security and privacy

In the following, RQ3 (Which principles should the experiential de-
sign of mobile security and privacy mechanisms follow?) is answered.

The answers to RQ1 and RQ2 led to the notion that the following
principles should be considered in the experiential design of mobile
security and privacy mechanisms. Note that these principles present
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directions rather than final truths. As each mechanism needs to be
tested under a threat model, the design of usable mobile security and
privacy mechanisms that provide a positive user experience and high
security or privacy may not be as straight forward as it might appear
here.

Security and privacy by design and default for social apps. Social
apps should deploy security and privacy mechanisms such as end-
to-end encryption by design and default in order to avoid negative
experiences related to “social pressure” and “social availability”.

Usability and education. Usability engineering and educational tech-
niques should be deployed to mobile security and privacy mecha-
nisms. Thereby, the goal should not only be to render the interac-
tion with such mechanisms more efficient and effective, but also to
avoid negative experiences and increase satisfaction, for example by
addressing the need for Autonomy or Competence.

Experience design beyond Security. Although Security is a motiva-
tor to use mobile security and privacy mechanisms, the fulfillment of
this need does not necessarily lead to positive experiences with such
mechanisms. Therefore, mechanisms should address experiential as-
pects beyond the need for Security, such as need fulfillment through
Stimulation or Autonomy, in order to enable positive user experiences.
For example, the use of Emojis in authentication could address as-
pects of Stimulation while allowing for good password memorability
(cf. RQ4 and RQ6). Or selective install-time permission dialogs may
rather address a feeling of Autonomy, compared to runtime permis-
sion dialogs (cf. RQ4).

11.1.4 Experiences with dedicated prototypes

Chapter 8, 9, and 10 introduced permission and screen lock proto-
types that have been designed to address aspects of user experience.
Their performance in terms of usability, user experience, security
and/or privacy is summarized in the following. This provides an an-
swer to RQ4 (How do specific implementations of mobile security
and privacy mechanisms perform in terms of usability, user experi-
ence, security and/or privacy?).

App permissions

Basic permission dialog. The “basic permission dialog” (i.e. the long
list of permissions without icons as featured until 2013/1014 in Google
Play, cf. Section 3.3.1) has been found in related work to be hard to
understand and to receive little attention by users [61]. Study 4 (cf.
Chapter 8) compared users’ decision making for different presenta-
tions of apps in the app market. When users pressed the “install”
button within the “Standard UI”, the “basic permission dialog” ap-
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peared. The presentation of apps in the “Standard UI” received high
pragmatic and attractiveness ratings, and medium-high hedonic qual-
ity ratings. As already described in Chapter 2, pragmatic quality is
related to the achievement of behavioral goals [81, p. 35], whereas he-
donic quality describes the capability of a product to communicate
aspects of personal relevance [81, p. 38]. A product which is highly
pragmatic and hedonic can be considered as being desired, whereas
a product with high pragmatic and medium hedonic quality can be
considered as task-oriented (cf. [47] and Chapter 2.2.2). The above
described results indicate that participants were rather satisfied and
perceived the “Standard UI” as task-oriented. However, as in related
work [78, 112], for this presentation of the apps, participants rather
neglected the permissions when making their decision.

Thus, while the “Standard UI” performs well in terms of experien-
tial product qualities, the influence of the permissions on the privacy
decisions is limited in this UI.

Statistical information to communicate permission risks. The “Text
UI” and the “Graphic UI” provided users with alternative app presen-
tations that included statistical information about app permissions al-
ready in the app market description. Experiential product quality rat-
ings for both statistical prototypes were similar to the “Standard UI”,
with high pragmatic quality and attractiveness ratings, and medium-
high hedonic quality ratings. These ratings indicate that participants
were also rather satisfied with the interfaces and also perceived them
as task-oriented. In terms of felt experience, both statistical UIs pos-
itively influenced the importance that participants gave to the per-
missions in the app selection process. Furthermore, they led users
to perceive the app with a higher number of permissions as more
privacy-intrusive and less trustworthy. A significant change in behav-
ior (installation rates) was, however, only achieved with the “Graphic
UI”. The “Graphic UI” further received significantly higher pragmatic
quality ratings than the “Standard UI”.

In summary, the findings suggest that if statistical information is
provided, it should be supported by graphical information as graphi-
cal statistical information had a positive influence on user experience
and privacy-conscious behavior. Note, however, that the influence of
statistical information was of pragmatic nature. As such, it positively
influenced participants’ feelings that the “Graphic UI” is easy to un-
derstand and well-arranged.

Runtime UIs. The runtime UIs, introduced in Chapter 9, are user in-
terface prototypes that are currently featured in a similar form on
Android (i.e. the runtime UI) and iOS (i.e. runtime UI with and with-
out purpose string). Related work by Andriotis et al. indicates, that
Android users prefer the new runtime permission model over the old
install-time model [4]. Furthermore, a majority of Android M users
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(65%) reported in the same field study that they felt to have more
control over their data with the new permission model.

In Study 5 of this thesis (cf. Chapter 9), the runtime UIs received
medium-high pragmatic quality ratings and medium-low hedonic
quality ratings suggesting that the interfaces were perceived as neu-
tral with a tendency to task-oriented (cf. the definitions by Diefenbach
and Hassenzahl [47]). Furthermore, runtime UIs were perceived as
more annoying compared to the selective install-time UIs and partici-
pants in the runtime conditions felt worse than participants in the se-
lective install-time conditions. While Andriotis et al. [4] found rather
positive evaluations of the runtime UI compared to the former install-
time UI (the “advanced permission dialog”, cf. Section 2.2.2), it is
difficult to compare the UX ratings of Study 5 to their results. In their
study, participants were asked to compare the new runtime model to
the former install-time model, whereas in Study 5, participants were
asked to rate the interface and interaction without having an anchor
value.

In terms of behavior, users in the runtime UI conditions made more
privacy-friendly permission granting decisions, compared to the se-
lective install-time UIs. Thus, runtime UIs seem to perform well in
terms of fostering privacy-conscious behavior, but there is space for
the improvement of hedonic UI attributes in general and compared
to selective install-time UIs.

Selective install-time UIs. The selective install-time UIs with and
without purpose strings, introduced in Chapter 9, are suggestions for
new permission UIs that provide users with an overview of permis-
sions while at the same time providing the possibility to selectively
grant permissions. Thus, they were designed to address aspects of us-
ability and education (with the overview of permissions), as well as
psychological need fulfillment (i.e. Autonomy through the possibility
to selectively grant permissions).

The results of the comparative user study (cf. Chapter 9) suggest
that selective install-time UIs perform better in terms of user experi-
ence compared to the runtime UIs: whereas pragmatic quality was
similarly high for all UIs, especially the selective install-time UI re-
ceived higher hedonic quality, autonomy, and security ratings than
the run-time UI without purpose string. However, participants in the
install-time condition made less privacy-conscious permission grant-
ing decisions in the presented over-privilege scenario.

Summary: All presented permission prototypes were perceived as
highly usable. Some UI interventions led to a significant increase
in PQ (graphical statistical information). Others did not have a sig-
nificant influence on PQ (all other UIs). In any case the effect of
the interventions on user behavior, felt experience (perceived privacy,
trust for the statistical information) and hedonic product quality (for
the selective install-time UIs) was rather high. This suggests the exis-
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tence of a multi-dimensional design space for “secure and/or privacy-
preserving user experiences” for permission granting.

Screen locks with authentication

PIN. In line with related work [78, 195], PIN was found to be highly
usable, both, in the lab and in the field. Whereas in the lab study
HQ-Stimulation ratings for PIN were always lower compared to Emo-
jiAuth, in the field study this was only the case on day 2.

EmojiAuth. EmojiAuth is an authentication scheme for screen lock-
ing (cf. Chapter 10), designed to provide similar usability and se-
curity as the PIN scheme, while allowing for a more positive user
experience through higher need fulfillment of Stimulation. To coun-
teract an inherent vulnerability of graphical authentication schemes
– so called “hotspots” – EmojiAuth features an individual keyboard
for each user. The results of lab and field study indicate that Emoji-
based passwords which are not selected based on a distinct pattern
are slightly harder to shoulder surf compared to PINs. The practical
password space of Emoji-passwords seems to be smaller than the the-
oretical one. Further studies are needed to determine to which degree
this finding influences the susceptibility of Emoji-passwords to guess-
ing attacks. Emoji-passwords further showed a high memorability for
4-digit and a reasonable memorability for 6-digit passwords. Both
password lengths did not significantly differ in their memorability
from PINs of same length.

Summary: The daily feedback in the field study revealed that the user
experience with EmojiAuth and PIN was perceived similarly good.
The results of the daily feedback further indicate that the usability
of mobile authentication schemes seems to have a rather strong in-
fluence on the user experience with such schemes, as comments on
the good usability of the schemes were among the most frequent
codes; hedonic attributes of EmojiAuth were noticed by the users,
but only slightly more valued than for PIN in the quantitative ratings
(AttrakDiff and daily feedback questionnaires). Nevertheless, Emoji-
Auth users indicated to favor EmojiAuth over PIN as a screenlock due
to high password memorability and the appeal of the EmojiAuth-UI.
Future studies should investigate how the hedonic attributes of Emoji-
based mobile authentication can be further increased while maintain-
ing the same or a higher level of security.

11.1.5 Manipulation of hedonic quality

The following subsection provides an answer to RQ5 (Is it possible to
manipulate the hedonic quality of security and privacy mechanisms
on smartphones?).
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The results of Chapter 9 and 10 suggest that the hedonic quality of
mobile security and privacy mechanisms can be manipulated: The
studies revealed differences in hedonic quality and/or its sub-dimen-
sions between different run-time and selective install-time UIs, as well
as between PIN and EmojiAuth. Given the fact that security and pri-
vacy have been mostly considered as secondary tasks, this is a promis-
ing finding. The sole consideration of mobile security and privacy
mechanisms as secondary tasks limits the design space for the user-
centered design of such mechanisms to usability interventions only.
However, usability may be only optimized up to a certain point – as
long as the mechanisms are not made seamless (e.g. as it is the case for
biometric authentication). In many cases, user interaction would still
be required (e.g. for fallback authentication or privacy decisions re-
lated to app permissions). The results suggest that including aspects
of hedonic quality seems to be feasible and would extend the design
space of mobile security and privacy mechanisms beyond usability
towards positive user experiences with such mechanisms. How hedo-
nic quality perceptions can be maintained on a high level over time,
is an interesting research question for future studies.

11.1.6 Experience over time

For the mobile authentication use case, user experience was deter-
mined at several points in time. Consequently, the evaluation of those
UX ratings provides an answer to RQ6 (How does the user experience
with a mobile security mechanism develop over time?).

PIN and EmojiAuth (Lab study). The PIN scheme (with which par-
ticipants were already familiar when they arrived at the lab study)
was immediately perceived as highly usable. In contrast, EmojiAuth
received medium usability ratings (PQ) in the first lab study session
which improved in the second session of the lab study. EmojiAuth
users further reported more positive affect in the second session. In-
creased HQ ratings for both schemes in the second session suggest
that factors of personal relevance were perceived higher in week 2.
A reason for this might be grounded in the success that all partic-
ipants experienced when they managed to enter their password at
least once correctly again. Higher HQ-Stimulation ratings for Emoji-
Auth compared to PIN in both sessions suggest that participants who
used EmojiAuth perceived EmojiAuth as stimulating, even in week 2,
when EmojiAuth was not a completely new experience for them.

PIN and EmojiAuth (Field study). The user experience with both au-
thentication schemes developed differently in the field study setting.
While usability was perceived similarly good for both schemes, PIN
received rather low HQ ratings in the beginning which, however, in-
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creased during the course of the study. Difference between the lab and
the field study may be grounded in the fact, that participants in the
lab study were asked to rate the scheme directly after the first interac-
tion. In the field study, the first AttrakDiff questionnaire appeared on
day 2. Furthermore, participants in the lab study rated their second
interaction in week 2, whereas participants in the field study had al-
ready interacted several times with the scheme when they rated it for
the first time.

Summary. The results suggest that the adoption of mobile authen-
tication mechanisms may follow a similar process as described by
Karapanos et al. [109]: Orientation, Incorporation, and Identification. Ori-
entation is informed by getting familiar with a product and is reflected
in stimulation and learnability ratings [109, p. 732]. Incorporation is in-
formed by functional dependency, reflected in the perceived long-term
usability and usefulness [109, p. 732]. Last, Identification is informed
by emotional attachment either of personal or social nature [109, p. 732].
In the mobile authentication studies, participants first had to get fa-
miliar with the scheme as reflected in the lab study PQ ratings and
the respective daily feedback codes in the field study. EmojiAuth HQ-
Stimulation ratings were in both studies higher for the first few inter-
actions, compared to PIN.

In the field study, for both schemes, participants frequently men-
tioned good usability and that everything is going fine during the
study. Furthermore, they mentioned that they had gotten familiar
with the scheme, indicating a transition from Orientation to Incorpo-
ration. As the field study ended after two weeks, it is likely that par-
ticipants had not reached the Identification phase yet. An interesting
research question for future studies would be, whether mobile secu-
rity and privacy mechanisms can enable a strong identification with
the mechanisms, such as it can be developed with lifestyle products
(Karapanos et al. [109] have investigated the adoption of an iPhone in
their paper).

11.2 limitations

The presented studies, and thereby especially those in which different
prototypes were tested, rather focused on Android users. This might
have influenced the results. However, as the Android platform has
currently a huge market share of more than 80% [179], the results
may nevertheless apply to a non-neglible group of users.

The present thesis has evaluated behavior and user experience dur-
ing permission granting in a lab study (cf. Chapter 8) and an online
study (cf. Chapter 9). The context in these studies was different from
real life situations. Earlier related works on app permissions suggest
that online studies yield similar results than field [8] and lab studies
[79, 112]. However, further studies are needed to determine how the



11.3 future work 157

results of the permission studies in this thesis translate to the real
world.

11.3 future work

While the conclusion has provided several insights on the user ex-
perience with mobile security and privacy mechanisms, it also iden-
tified several issues that should be addressed in future research on
experience-based mobile security and privacy. Those will be detailed
in the following.

11.3.1 Further security and privacy evaluations

Permissions in Context. The statistical information about the num-
ber of permissions in comparison to apps with similar functionality
has been tested for the install-time permission model. This permis-
sion model is likely to disappear on future smartphones, as newer
Android versions deploy the runtime permission model and iOS has
always been using the runtime model. Showing additional informa-
tion in the app market could, however, help privacy-sensitive users
to make better decisions which app they should download [8]. Thus,
it would be an interesting research question whether users would
value this kind of additional information, despite the new permis-
sion model. Currently, statistical information about the number of
apps that use a specific permission is also provided in the permission
settings. Evaluating this functionality regarding its usefulness for mo-
bile privacy management is also an interesting research question that
could be addressed in future studies.

Security and user experience of Emoji-based passwords. This thesis
has contributed an evaluation of the shoulder-surfing susceptibility of
Emoji-based passwords. It has also identified different strategies for
Emoji-password selection. The analysis of the passwords that were
generated in the lab and the field study suggest that the password
distribution of Emoji-based passwords may be skewed. A question
that would need to be addressed in future studies is to which degree
the password distribution is skewed and which impact this has on
the susceptibility to guessing attacks. Thereby, the susceptibility of
passwords generated under each strategy should be investigated. If
the results would show that there are more and less secure strategies,
further investigations could be done on how to incentivize users to
select their passwords based on a more secure strategy. Another inves-
tigation could address the deployment of password creation policies
on memorability and user experience.



11.3 future work 158

11.3.2 Conceptualization of the experiential design for mobile security and
privacy

This thesis has provided directions for the experiential design of mo-
bile security and privacy mechanisms. The usability, user experience,
security and privacy of app permission and mobile authentication
prototypes has been investigated in exemplary cases. It has been
shown that the user experience, and thereby especially the hedonic
quality of such mechanisms can be manipulated.

Frameworks and tools. Future work should investigate how aspects
of hedonic quality and positive user experience can be systematically
manipulated by interventions in UI and interaction design. Validated
frameworks and tools for the experiential design of security and pri-
vacy mechanisms would be valuable to translate the gained knowl-
edge into design guidelines for developers of security and privacy
mechanisms. Thereby, a starting point could be a taxonomy of UI
and design factors which influence the user experience, e.g. in terms
of psychological need fulfillment.

Further questionnaire validations. This thesis deployed questionnaires
for the evaluation of mobile security and privacy mechanisms which
have been originally developed in other contexts (e.g. positive psy-
chology [175], interactive products [84], clinical studies [196]). Thus,
it would be useful to further validate these questionnaires in future
studies in a security and privacy-related context and to adjust them,
if necessary.

11.3.3 Long-term user experience and behavior

The field study on mobile authentication provided insights into the
daily usage of EmojiAuth in comparison to PIN. It further illustrated,
together with the lab study on mobile authentication, how user expe-
rience can change over time.

As all studies were limited to at most two weeks, further studies
are needed to investigate the long-term user experience and behav-
ior related to mobile security and privacy mechanisms. This should
be also investigated for a broader set of mechanisms. Future studies
could answer the question of whether users could identify themselves
with mobile security and privacy mechanisms. Related work from the
domain of user experience suggests that positive user experience has
a positive impact on adoption and product bonding (cf. e.g. [68]).
It would be desirable if a similar relationship would also apply for
mobile security and privacy mechanisms. Thus, future work should
investigate the influence of positive user experiences on adoption and
on security- and privacy-conform voluntary behavior.
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11.3.4 Mechanisms and application areas beyond mobile

This thesis has focused on two use cases of mobile security and pri-
vacy mechanisms: app permissions and mobile authentication.

Other mobile mechanisms. The described uses cases offer first in-
sights into the experiential design of mobile security and privacy
mechanisms.

Future work should evaluate whether the gathered insights could
be also transferred to other mobile security and privacy mechanisms.
For example, social and messaging apps have been identified in Chap-
ter 5 and 6 as artifacts that are able to evoke both, strong positive and
strong negative experiences (cf. also [108]). These kind of applications
have been already intensively studied in user experience research (cf.
e.g. [34, 94, 108, 208]) and (usable) security and privacy research (cf.
e.g. [45, 148, 173]. An analysis of studies in both areas could further
help to solve issues related to negative experiences and (technical)
security and privacy issues. Other application examples of mobile
mechanisms are update notifications, browser security, and the set
up of device encryption. Besides understanding the interaction with
current mechanisms, experiential approaches could further allow to
innovate new mechanisms.

Beyond smartphones. The insights provided in this thesis could be
further deployed to security and privacy mechanisms in other con-
texts. For example, Vaniea et al. found negative experiences with soft-
ware update notifications as a possible source of negative influence
on future update behavior [192]. Helping users in managing software
updates with joy would be an interesting application area for the find-
ings of this thesis.

Another application area that is closely related to smartphones and
mobile computing, is the internet of things. Thereby, especially the
area of smart home applications seems to be good fit for the experi-
ential design of security and privacy mechanisms. Smart home sce-
narios integrate and connect smart everyday devices such as TVs or
household appliances. Those devices are integrated into users’ ever-
day life and – as smartphones – offer a high potential for positive
user experiences, but they also contain attack vectors. For example,
by assigning unique user IDs, some smart TVs revealed vulnerabili-
ties to privacy threats [104]. Integrating proper privacy controls into
such devices that either offer or accompany positive user experiences
would be an interesting application area for experiential design.
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A
S T U D Y Q U E S T I O N N A I R E S

Please refer to the literature for the standard questionnaires:

• AttrakDiff2 mini (English: [86], German: [47])
• Need fulfillment questionnaire (English: [175], German: [47])
• UNeeQ questionnaire ([68], [190])
• Positive affect – negative affect schedule (PANAS) (English: [196],

German: [126])
• Subjectively experienced exhaustion scale (German only [55])
• Global Information Privacy Concern Scale (GIPC) [141]

a.1 demographic questionnaire

These questions on demographics were used in all of the conducted
studies (subject to slight variations).

Gender: [male/female/no answer]

Age: [open answer]

Highest level of education:

• no degree
• Lower secondary education only
• Middle school/ secondary school degree only
• Highschool degree/ qualification for university entrance
• University degree [If so, subject area: [open answer]]

Current occupation: [open answer]

Which occupational category are you a member of?

• Highschool student
• Apprentice
• Student
• Employee
• Self-employed
• Civil servant
• Retired
• Homemaker
• Unemployed
• Other: [open answer]
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Are you studying or have you been working in any of the following
areas: [yes/no]

• IT/ Information technology
• Computer Science
• Electronic data processing
• Electrical engineering
• Communications technology
• Similar

What operating system are you using on your smartphone?

• Android
• iOS (iPhone)
• Windows (Windows Phone)
• other: [open answer]

How long have you been using a smartphone?

• 0-3 Months
• 4-12 Months
• 1 to 3 Years
• longer than 3 years

How often do you use your smartphone?

• multiple times per hour
• 1x per hour
• multiple times per day
• 1x per day
• multiple times per week
• 1x per week
• less frequently
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a.2 interview questionnaire (study 2)

Demographic questionnaire (cf. Section A.1)

Smartphone usage

• Why did you decide to buy a smartphone?
• You are currently using a smartphone with [Android/ iOS/

windows] operating system (OS). Was this a conscious decision?
What were the reasons [for this decision]?

• Have you used another operating system before?
• If so, which? What were the reasons for changing the OS?

Smartphone sharing (adapted from Chin et al. [32])

• Is this your only smartphone?
• If not,

– How many smartphones do you own?
– Why do you own several smartphones?
– Which of them do you use mainly?

• Are there any other people who use your personal smartphone
on a regular basis?

– If so, how many? Who else is using your personal smart-
phone?

• Is there someone else who sometimes uses your smartphone?

– If so, under which circumstances?

Work related use

• Do you also use your smartphone for work?
• If so,

– For which purpose [e.g. calling, e-mailing etc.]?
– What are the main differences between private and occu-

pational use of your smartphone?
– Did your employer set any requirements for work related

smartphone usage?

App usage

• Do you use apps?
• If not, why?
• Which are your favourite apps on your smartphone?
• Which apps do you consider the most useful on your smart-

phone?

Paid apps

• Do you use apps you have to pay for?
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• If not, are there any reasons why not?
• If so,

– How do you pay for the apps?
– Do you use in-app purchases?

* If so, is the in-app purchase function password pro-
tected?

App selection and download

• Which criteria do you use to decide for an app you want to
download or install?

• Which platform (i.e. app market) do you use to download apps?

App avoidance

• Are there any apps which you intentionally don’t install? If so,
what kind of apps?

App uninstalling

• Have you ever cancelled the installation of an app? If so, why?
• Have you ever uninstalled an app? If so, why?

Smartphone set up

• When you used your smartphone for the first time. . .

– How did you take action?
– Did you set up the device according to your preferences?
– If so, what did you do?

Data connections

• Which type of data connections do you use (e.g. Bluetooth, NFC,
WiFi)? What are you using them for?

• If WiFi was mentioned: Which access points do you use [which
networks do you use, respectively]?

• Are there situations in which you switch off your data connec-
tions?

• If so,

– Why?
– Do you remember any causes that made you start doing

so?

Updates

• Do you install app updates?
• If so,

– Why?
– Do you install updates automatically or manually?
– Is there any reason why you install them automatically/

manually?
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– Do you remember any causes that made you start doing
so?

Post-paid vs. pre-paid

• Do you pay for your smartphone usage on a monthly basis or
do you use pre-paid?

• What are the reasons why you decided for [payment method]?
• If Post-paid:

– Do you check your monthly phone bills?
– If so,

* Why?

* Do you remember any causes that made you start do-
ing so?

• If Prepaid:

– Do you check your prepaid balance from time to time?
– If so,

* How often?

* Do you remember any causes that made you start do-
ing so?

Battery lifetime

• Do you check your battery status from time to time?
• If so, do you do anything to save battery lifetime?

– If so,

* Could you please describe what exactly you’re doing?

* Do you remember any causes that made you start do-
ing so?

Protection from theft

• Do you do anything to protect your smartphone from theft?
• If so,

– What are you doing?
– Do you remember any causes that made you start doing

so?

• Do you use locating or remote access apps?
• If so,

– Why?
– Do you remember any causes that made you start doing

so?

Backups

• Do you make backups of your smartphone data?
• If so,



appendix 185

– What are the reasons for making backups?
– How often do you make backups?
– Where do you store your backups?
– Do you remember any causes that made you start doing

so?

Internet und Surfing

• Do you surf the Internet on your smartphone?
• If not, why not?
• If so

– Which browser do you use? Why?
– Which search engine do you use on your smartphone? Why?
– Have you ever changed your browser settings?

* If so, what did you want to change?

* Was the action successful?
– Do you take any measures to reduce your data traces on

the web while surfing with your smartphone?

* If so, what do you do?

Financial Transactions

• Do you use apps which include handling money such as mobile
payment, mobile TAN procedures, online banking or shopping
apps?

• If not, why not?
• If so,

– Which kind of apps do you use?
– Do you have any concerns while using these apps? If so,

what kind of concerns?

• Do you use online banking via the browser?

– If so, how does such a typical banking session look like?

App access to sensitive data

• Many apps request access to sensitive data (such as calendar or
address book) and functions (such as camera and location).

• Do you allow those apps to access this data and functions?

– If not, why not?

* How do you avoid it?

* Do you remember any causes that made you start do-
ing so?

– If so,

* Do you allow all apps to access everything or only cer-
tain apps?

* Do allow always access or only in certain situations?
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– Do you consider any data or functionalities more sensitive
than others?

Communication

• Do you use your phone to communicate with other people?
• If so,

– How do you communicate? (e.g. calling, SMS, Chat, email,
social networks)

– Which messaging apps do you use? Why do you use ex-
actly these?

• Do you do something to protect your communication?
• If so, what do you do?
• Whom do you protect your communication from?
• Can you remember any causes that made you start doing so?

Data stored on the device

• Do you protect the data which is stored on your device?
• If so,

– How do you protect your data?
– What do you protect your data from?
– Do you remember any causes that made you start doing

so?

SPAM

• Do you sometimes receive SPAM (i.e. unwanted adds or mes-
sages) on your smartphone?

• If so,

– Could you give us some examples?
– How often do you receive SPAM?
– Do you do anything to reduce the amount of SPAM you

receive?

“Backup” questions: Those questions were only asked if the related topics
were not already mentioned during the interview.

• Do you do anything to protect yourself from apps that collect
too much data?

• If so,

– What do you do?
– How do you define these kinds of apps?

• Do you use additional security software on your smartphone?
• If so,

– Which kind of apps do you use?
– Against what do you want to protect yourself?



appendix 187

• Do you use pre-installed security mechanisms such as screen
lock with a password?

• If so,

– What are the reasons therefor?
– Do you remember any causes that made you start doing

so?

• Do you perceive any threats related to smartphone usage?
• If so,

– Which threats do you perceive?
– Do you have an individual strategy to protect yourself

against these threats?
– If so, could you please describe your individual strategy?

• Do you perceive any security and privacy threats related to
smartphone usage?

• If so,

– Which threats do you perceive?
– Do you have an individual strategy to protect yourself

against these threats?

* If so, could you please describe your individual strat-
egy?

• Do you have any comments or questions regarding the topics
which we discussed today in this interview?
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a.3 online study questionnaire (study 3)

Demographic questionnaire (cf. Section A.1)

Have you ever downloaded an app for your smartphone? [yes/no]

What are your three favorite apps? [open answer]

Please drag and drop the criteria that where important for you
when you selected your smartphone to the right side!

• Size and /or quality of the according app store
• Smartphone price
• App prices
• Visual appearance of the device
• Visual appearance of the operating system
• Functionality of the operating system
• Technical features (e.g. storage, battery lifetime, camera)
• Security
• Recommendations of known people
• Handling of the device

Please drag and drop those scenarios that you perceive as a threat
concerning your smartphone to the right site:

• Data loss
• Device loss
• Financial loss due to wrong debiting of my mobile provider
• Financial loss due to unauthorized access (e.g. in case of theft)
• Network attacks (somebody reads the in and out-going commu-

nication)
• Surveillance of my behavior by state-owned organizations
• Surveillance of my behavior by privately-owned organizations
• Surveillance of my behavior by people I know
• Surveillance of my behavior by people I don’t know
• Unauthorized access to my smartphone by people I know
• Unauthorized access to my smartphone by people I don’t know

Security and privacy actions: [split in three versions]
Note: after each question that is marked with an asterisks at the be-
ginning, the need questionnaire was shown.

• *Do you do backups? [yes/no]
If so, where do you safe the backups? [PC/ Cloud/ other]

• *How often is the WiFi on your smartphone disabled? [always/
often/ sometimes/ never/ don’t know] | How often are loca-
tion services or GPS disabled on your device? [always/ often/
sometimes/ never/ don’t know] | How often are bluetooth or
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Airdrop (iPhone only) disabled on your device? [always/ often/
sometimes/ never/ don’t know]

• *Do you use a screen lock together with a PIN or passwors?
[yes/ no]

• *Do you install updates? [yes/ no]
If so, how do you install updates? [manually/ automatically/
other]

• *Do you use the privacy settings in messaging apps? [yes/ no/
don’t know/ I do not use messaging apps]

• *How do you pay your cell phone expenses? [postpaid/ pre-
paid]
If postpaid, do you check your monthly bill? [yes, regularly/
yes, sometimes/ no]

• *Do you take measures to protect your smartphone from theft?
[yes/ no]
If so, which measures do you take? [I store my device securely/
I don’t leave my device unattended/ I use apps for locating the
device or remote management apps/ I’ve taken out an insur-
ance]

• *Do you scrutinize app permissions when installing or using an
app? [yes/ no]

• How frequently do you scrutinize permissions? [always/ often/
sometimes/ never]

• (Android users only) Did you ever refrain from installing an
app that had a high number of permissions? [yes/ no/ don’t
know]

• (Android users only) Did you ever refrain from installing an
app because the number of requested permissions was high
compared to the offered functionality? [yes/ no/ don’t know]

• (iOS users only) Did you ever uninstall an app that asked for
unusual permissions? [yes/ no/ don’t know]

• *Do you use one or several of the following messaging apps
which deploy end-to-end encryption? [Threema/ iMessage/ Tele-
gram/ TextSecure/ ChatSecure/ Surespot/ myEnigma/ Hoc-
cer/ other/ I don’t use messaging apps with end-to-end en-
cryption/ I don’t know whether I use apps with end-to-end
encryption]

Need fulfillment items used per security and privacy action:
Note: translated items were taken [47] based on Sheldon et al. [175];
items for keeping the meaningful were taken from the UNEEQ ques-
tionnaire [68] [190]. For each need, only two of three the items were
deployed (cf. Section 6.3). Items were presented in randomized order.

• Autonomy: AUT_1, AUT_2

• Competence: KOM_1, KOM_3

• Relatedness: VER_1; VER_2
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• Stimulation: STI_1, STI_2

• Money/Luxury: LUX_1, LUX_3

• Security: SIC_2, SIC_3

• Popularity: POP_1, POP_3

• Keeping the meaningful: mean_1, mean_4

How strong is the emotional value that you attach to the following
data and files?
(Scale from 1 (= no emotional value) to 5 (= strong emotional value))

• Work-related files
• Music and video clips
• Photos
• Documents and receipts
• E-books
• Messages (SMS, WhatsApp, etc.)
• E-Mails
• Games
• Contacts
• Apps that have cost money
• System files to recover system settings (app settings etc.)

Do you backup the following data and files? [yes/ no/ don’t have
this item on my smartphone/ don’t know]

• Work-related files
• Music and video clips
• Photos
• Documents and receipts
• E-books
• Messages (SMS, WhatsApp, etc.)
• E-Mails
• Games
• Contacts
• Apps that have cost money
• System files to recover system settings (app settings etc.)

What are the three most important criteria for the selection of a
messaging app?
(Checkboxes: exactly three answers need to be ticked)

• App price
• Adoption within my circles
• Handling of the app
• Message encryption
• Description of the app
• Visual appearance of the app
• Reviews of other users
• Star rating (in the app market)
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• Number of downloads
• Permissions requested by the app
• Functional scope
• App publisher
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a.4 lab study questionnaire (study 4)

Demographic questionnaire (cf. Section A.1)
Additional:

• Do you use apps? If so, which apps do you regularly use [3
open answer options]

• How often do you download apps? [at least once per week/ at
least 2-3 time per month/ approximately once per month/ less
often]

Which criteria do you pay attention to when downloading an app?

• Description of the app
• Visual appearance of the app
• Reviews of other users
• Rating (number of stars)
• Number of downloads
• Permissions requested by the app
• Functional scope of the app
• App publisher

After each decision, participants received the following questions:

• Which app did you select?
• Please describe in 2-3 sentences why you decided for this app.
• Please indicate how important the following criteria were for

THIS decision: [list of same criteria as above]
• Please indicate your impression of the app presentation by the

help of the following pairs of words: (AttrakDiff2 mini [86])
• Please order the following criteria according to their importance

for THIS decision: [list of same criteria as above]

Moreover, the following items were presented in randomized order
for the selected and the not selected app.

• The aesthetic of the selected/ not selected app is: (Continuous
scale (low-high) from 0 to 21)

• The user-friendliness of the selected/ not selected app is: (Con-
tinuous scale (low-high) from 0 to 21)

• The functional scope of the selected/ not selected app is: (Con-
tinuous scale (low-high) from 0 to 21)

• I perceived the privacy that is provided by the selected/ not
selected app as: (Continuous scale (low-high) from 0 to 21)

• My trust in the selected/ not selected app is: (Continuous scale
(low-high) from 0 to 21)

• My overall impression of the selected/ not selected app is: (Con-
tinuous scale (bad-excellent) from 0 to 21)

Global Information Privacy Concern Scale [141]



appendix 193

a.5 online study questionnaire (study 5)

Demographic questionnaire (cf. Section A.1)
Additional:
Which three apps on your smartphones would you most likely pro-
tect from other people accessing them without permission? [3 open
answer options]

(Attention check) If you read this question select the option “rather
agree”. [agree/ rather agree/ rather disagree/ disagree]

Introduction

• You decided to improve your English skills. [Language App]
• You decided to improve your fitness. [Fitness app]
• You decide that you want to kill waiting time. [Gaming app]
• Thereby, you decided for the following app [screenshot 1].
• The app market also shows another picture of the app [screen-

shot 2].

Selective install-time UIs

• Have you used or do you currently use the presented app?
• As soon as you press the “install” button, the following dialog

appears: [screenshot selective install-time UI or selective install-
time UI with purpose string]

• The toggles next to the permissions are activated. You can deac-
tivate them if you want to deny a permission.+

• Which of the requested permissions would you grant? [Opt-
outs for: Phone/ Storage/ Location/ Contacts/ Camera]

Runtime UIs

• You installed the app and now you open it for the first time.
• Immediately after opening the app, the following dialog ap-

pears: [screenshot runtime UI permission or runtime UI permis-
sion with purpose string]

• Would you grant or deny the requested permission? [deny/
grant/ deny and “never ask again”/ grant and “never ask again”]

• After using the app for several minutes, you try a new feature
of the app. The following dialog appears [screenshot runtime
UI permission or runtime UI permission with purpose string].

• Would you grant or deny the requested permission? [deny/
grant/ deny and “never ask again”/ grant and “never ask again”]

• After several hours you open the app again. After opening the
app, the following dialog appears: [screenshot runtime UI per-
mission or runtime UI permission with purpose string]

• Would you grant or deny the requested permission? [deny/
grant/ deny and “never ask again”/ grant and “never ask again”]
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• After several days you open the app again. After opening the
app, the following dialog appears: [screenshot runtime UI per-
mission or runtime UI permission with purpose string]

• Would you grant or deny the requested permission? [deny/
grant/ deny and “never ask again”/ grant and “never ask again”]

• After one week you open the app again. After opening the app,
the following dialog appears: [screenshot runtime UI permis-
sion or runtime UI permission with purpose string]

• Would you grant or deny the requested permission? [deny/
grant/ deny and “never ask again”/ grant and “never ask again”]

After the first kind of app, the following questions were asked.

• As how exhausting did you experience the permission handling?
(Answer options based on [55]) [exceptionally exhausting/ very
strongly exhausting/ strongly exhausting/ fairly exhausting/
rather exhausting/ somewhat exhausting/ slightly exhausting/
not exhausting]

• How annoying did you perceive the permission handling dia-
log? (Scale from 1 (= not annoying) to 5 (= very annoying))

• (Attention check) If you read this question, please select the
option which contains the word “needed”. [Mobile apps cost
always money/ Mobile apps are rarely needed/ Mobile apps
are not helpful in everyday life/ Mobile apps become useless
without updates]

After the second kind of app, another attention check question was
asked.
(Attention check) If you read this question, please select the option
which contains the word “updates”. [A casing is needed for smart-
phone security/ A button is needed to interact with a smartphone/
Updates are not needed for user experience with smartphones/ Head-
phones are needed for smartphone usability]

After the third kind of app, UX questionnaires were deployed.
AttrakDiff 2 mini introductory text:

• Below you will see pairs of words, which you should use to eval-
uate the app permission presentation. They constitute extreme
opposites, with a scale in between.

• Don’t think too long about the word pairs, but rather answer it
according to your spontaneous association.

• Potentially some word pairs may seem less fitting for the app
permission handling, please always select an answer anyway.
Please remember that there are no “right” or “wrong” answers
– we’re interested in your personal experience!

• Please use the word pairs below to express your impression of
the app permission presentation.
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• Please only select one circle in each row!

Need fulfillment and PANAS introductory text:

• In the following, we ask you to rate your feelings during app
permission handling:

• Please respond based on the following scale:
• The value 1 means: not at all
• The value 5 means: very much
• You can use the values between 1 and 5 to express your opinion.
• Please respond according to your spontaneous association.
• Potentially some statements may not fit well to the app permis-

sion handling, please always provide an answer anyway. Please
remember that there are no “right” or “wrong” answers – we’re
interested in your personal experience!

• During the permission handling I felt...
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a.6 lab study questionnaire (study 6)

Demographic questionnaire (cf. Section A.1)
Additional:

• Do you use an authentication mechanism to unlock your screen
[yes, a PIN/ yes, a password/ yes, an unlock pattern/ yes, fin-
gerprint or TouchID/ yes, other/ don’t know]

• If you answered yes for the question before: Have you used
a different authentication method on your smartphone in the
past? [yes, a PIN/ yes, a password/ yes, an unlock pattern/
yes, fingerprint or TouchID/ yes, other/ don’t know]

• Do you use a PIN when switching on your smartphone (SIM-
PIN)? [yes/ no/ don’t know]

Questionnaire to Evaluate the Authentication Method (AttrakDiff
2 mini)
Introductory text:

• Below you will see pairs of words, which you should use to eval-
uate the authentication method. They constitute extreme oppo-
sites, with a scale in between.

• Don’t think too long about the word pairs, but rather answer it
according to your spontaneous association.

• Potentially some word pairs may seem less fitting for the au-
thentication method, please always select an answer anyway.
Please remember that there are no “right” or “wronng” answers
– we’re interested in your personal experience!

• Please use the word pairs below to express your impression of
the authentication method.

• Please only select one circle in each row!

Feelings during the Use of the Authentication Method – Part 1/2
(Need fulfillment questionnaire/ PANAS)
Introductory text:

• Please respond based on the following scale:
• The value 1 means: not at all
• The value 5 means: very much
• You can use the values between 1 and 5 to express your opinion.
• Please respond according to your spontaneous association.
• Potentially some statements may not fit well to the authentica-

tion method, please always provide an answer anyway. Please
remember that there are no “right” or “wrong” answers – we’re
interested in your personal experience!

• When using the authentication method I felt ...
• (need fulfillment questionnaire) or (PANAS)
• Please indicate to what extent the authentication method was

responsible for your feels during use.
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Interview script – week 1

• How did you choose your password?
• Could you please detail your approach or strategy?
• To which factors did you especially pay attention?
• The numbers/ Emojis themselves?
• The position of the numbers/ Emojis?
• What was you stragegy when choosing the Emojis and their

order? (Emoji only)
• Did you choose the Emojis according to a story? (Emoji only)
• How confident are you that you will remember your password

until next week? Why?

Interview script – week 2

• How did you remember your password?
• Did you perceive it as easy or as difficult to remember your

password? Why?
• Did you write your password down?
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a.7 field study questionnaire (study 7)

In the EmojiAuth/PIN field study, participants received diverse ques-
tionnaires before, during and at the end of the study. The majority
of questions were the same for EmojiAuth and PIN users with the
only difference that PIN users were asked to rate “PINAuth” instead
of “EmojiAuth”. Password selection questionnaires also differed be-
tween the groups (cf. Section 10.4.2).

Prescreening questionnaire (before the study):

Smartphone use:

• Do you own a smartphone with Android operating system?
[yes/no]

• Which smartphone model do you own? [open answer]
• Which are your three most frequently used apps? [open answer]
• Which three apps on your smartphone are you most likely to

protect from unauthorized access by others? [three open answer
options]

• Do you use a smartphone with a different operating system in
addition to your Android phone? [yes, iOS/ yes, Windows/ no/
Other:]

• How long have you been using a smartphone? (For answer op-
tions cf. to Section A.1)

• How often do you use a smartphone? (For answer options cf. to
cf. Section A.1)

• Do you use an authentication method to unlock your smart-
phone? (For answer options cf. to Section A.6)

• Have you used an authentication method on your smartphone
in the past? (For answer options cf. to Section A.6)

• Do you use a PIN when switching on your smartphone (SIM-
PIN)? [yes/ no]

E-mail use:

• Do you check emails on your smartphone with an app? [yes/
no]

• Which app do you use to check your email on your smartphone?
[open answer]

• Do you have to currently enter a password when checking emails
with the app? [yes, always/ yes, sometimes/ no/ I don’t know]

• How often do you use your email app per day? [1 time/ 2-5
times/ 6-10 times/ more than 10 times]

• Are your emails being fetched automatically by the app (e.g.,
with Push or at regular time intervals) or do you fetch emails
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manually? [My emails are fetched automatically/ I fetch my
emails manually/ Other: ]

• How many emails do you receive on your smartphone per day?
[Less than 5/ 5 to 10/ 11 to 15/ 16 to 20/ more than 20]

• What is the primary use of your email app on your smartphone?
[personal use/ business use/ both personal and business use]

Demographic questionnaire (cf. Section A.1)

Questionnaires received during the study:

• Daily feedback questionnaire (cf. Figure 25b)
• Password selection questionnaire (cf. Figure 26 and Section 10.4.2)
• AttrakDiff 2 mini questionnaire on day 2, 8, and 14; within the

app (cf. Figure 27).

Exit questionnaire:

In the following please respond to some questions about EmojiAu-
th/PINAuth. Don’t think too long about the questions, just respond
with what comes to mind!

Password Protection with Emojis/PIN: How did you like authenti-
cating with EmojiAuth/PINAuth overall? [Smiley scale as in the daily
feedback questionnaire]
As how annoying did you perceive authenticating with EmojiAu-
th/PINAuth during the study? (Scale from 1 (= very annoying) to
5 (= Not at all annoying))

E-Mail-App Usage:
Did you change your Email app usage behavior during the use of
EmojiAuth/ PINAuth? [no/ yes, I used my E-mail app more fre-
quently/ yes, I used my E-mail app less frequently/ yes, I did the
following:]

Characteristics of authentication with Emojis/PIN:
How did you like the following characteristics of EmojiAuth/PIN-
Auth during the study? (Scale from 1 (= very bad) to 5 (= very good))

• The fact that Emojis/numbers were used for authentication
• The displayed Emojis on the keyboard (EmojiAuth users only)
• The Emojis/numbers in my password
• My password
• The length of my password
• The memorability of my password
• The frequency with which I had to unlock my email app
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• The time period after which the password authentication be-
came active again

• The size of the Emoji/PIN keys
• The fact that I could unlock my email app
• The number of tries for entering the wrong password before I

needed the backup password

Psychological need fulfillment scale:
Introductory text:

• Next a few questions about how you felt during Emoji/PIN
authentication use.

• Please respond according to the following scale:
• Value 1 means not at all
• Value 5 means absolutely
• With the values 1 to 5 you can communicate your opinion in

steps.
• Please respond with what comes to mind.
• Maybe some oft he statements do not fit EmojiAuth/PINAuth

well, please still provide a response for each question. Please
remember that there are no “right” or “wrong” answers – your
personal opinion is important!

• During the Use of Emoji/PIN authentication I felt that ...

Use alternative smartphone: (EmojiAuth only)

• Would you use Emoji protection instead of a PIN to unlock
your smartphone? The question focuses on unlocking the smart-
phone, not unlokcking the email app. [yes/ no]

• Please explain your response: [open answer]

Use alternative bank card (at ATM): (EmojiAuth only)

• Would you use Emoji protection instead of a PIN for your bank
card? [yes/ no]

• Please explain your response: [open answer]

Continued use / recommendation:

• I would continue to use EmojiAuth/PINAuth to unlock my
email app. [very rarely/ rarely/ sometimes/ often/ very often]

• I will recommend EmojiAuth/PINAuth to others. [not at all/
probably not/ maybe/ quite likely/ certainly]
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(a) (b)

Figure 25: Field study in-app settings (left) and daily feedback questionnaire
(right). Translation of the settings-buttons (from top to bottom):
Provide daily feedback now/ Contact experimenter/ Change
Emoji keyboard/ Change password/ Password forgotten. Trans-
lation of the daily feedback questionnaire (from top to bottom):
Please provide feedback: How did you like EmojiAuth/PINAuth
today? [Smiley scale] Provide an explanation: [open answer].

(a) (b)

Figure 26: Example questions: field study in-app password selection ques-
tionnaire (cf. Section 10.4.2 for all items in English translation)

.
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(a)

(b)

Figure 27: Example questions: Field study in-app AttrakDiff2 mini question-
naire (cf. [86] for all items in English). Translation of the intro-
ductory sentence: Please rate your impression of EmojiAuth/PIN-
Auth using the following pairs of words.
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